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OKAY! T'M GoING
1o WACK THE
vaTaease !

YEAHHK !

WHOA, THIS
LOOKS WARD

Movies and TV shows always make hacking look exciting with furious typing and meaningless
ones and zeros flying across the screen. They makdng look like something that you have to
be super smart to learn. They make hacking look like magic.

ltds not magic. I tés based on computers, and e
principles behind them which can be learned and understoodEvenwhe@ y ou donodt
understand or when the computer does something frustrating or mysterious, there is always,

always, always a reason why.

And itds not hard to |l earn. This book assumes
programming, and helps you learn, sbgpstep, how to write programs that can hack encrypted
messages. Good luck and have fun!



100% of the profits from this book are donated
to the Electronic Frontier Foundation, the Creative Commons, and the Tor Project.



Dedicated to Aaron Swartz986i1 2013

AfAaron was part of an ar my
only works when the citizenry are informed, when we know at
our right®d and our obligations. An army that believes we m
make justice and knowledge available i@ anot just the well born
or those that have grabbed thenwiof powed so that we may
govern ourselves more wisely.

When | see our army, | see Aaron Swartz and my heart is bre
We have truly |l ost one of ou
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ABOUTTHISBOOK

There are many books that teach beginners how to write secret messages using ciphers. There are
a couple books that teach beginners how to hack ciphers. As feartzll, thereareno books to
teach beginners how to write programs to hack ciphers. dhisfills that gap.

This book is for complete beginners who do not know anything about encryption, hacking, or
cryptography. The ciphers in this book (except for the RSA cipher in the &gsechare all

centuries old, anthodern computers now have thangutational power to hack their encrypted
messageNo modern organization or individuals use these ciphers anyti@e. such, t herebd
reasonable context in which you could get into legal trouble for the information in this book.

This book is for comple beginners who have never programmed before. This book teaches basic
programming concepts with the Python programming language. Python is thenesigdor
beginners to learn programming: it is simple and readable yet also a powerful programming
language used by professiorslftware developer3he Python software can be downloaded for

There are two definitions dhacked. A hacker is a person who studies a systermmhss the

rules of a cipher or a piece of softwareunderstand o well that they are not limited by the
original rules of that system and cainalsor eati ve
used taneancriminalswho break into computeyss t e ms, vi ol ate peopl eds p
damage. This book us eHackérdharecdok Criinalsare jushpeoplei r st s
wh o t hi relkeind cleweyb§ breaking stuff.Personally, my day job as a software

developer pays me way more fess work thamvriting a virus or doing ainternet scam would

On a side note, donét use any of the encryptio
Theyére fun to play with but they donét provid
the ciphers that you yourself make. Alyene,l egenda
from the most clueless amateur to the best cryptographer, can credggerithm that he himself

c atrbr@ak. I6s not even hard. What is hard is creatinglgorithm that no one else can break,

even after years of analysis. And the only way to prove that is to subject the algorithm to years of
analysis by the best cryptographers arodind.

This book is released under a Creative Camsricense and is free tomoanddistribute(as
l ong as you don &The bobkecande dowmtoadedyfor ffee fribswiebsite at

feel free to email me at al@inventwithpythocom.
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CRYPTGGRAPHYTOOLS

Topics Covered In This Chapter:

What is ecyptography?

Codes andiphers
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Cipherwheels

St. Cyr $ides

Doing cryptography withpaper angencil
i Do ush I e negctyption

= =) =) = = =) =)

Al couldnd help but overhear, probably because |
was eavesdropping.

Anonymous
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What is Cryptography?

Look at the following two pieces of text:

1f uve¥!r u, zu}lv V¥ LRx®a ] j,i 1innz8, v}
nx jnymjw ktqqd tw bnxitr; ny iyn fqq kngrgt xj mh ndyn

nx anwyzj ns bjfqgym fsi anhj ns jxwagswhbj. Dyi jjkxxx sg ttwt

utajwyd. Ns ymj bnsyjw tk tzw gdhz js jwsn; wnjyiyb aijnn

gnkj, bj hfs jsotd ns ujfhj ymj snagdg t nnjwww, xstsxsu jdnxzz

kwznyx bmnhm ns nyx xuwnsl tzw xkw znfs uwwh xni xjzw jzwyjy

nsizxywd ugfsyji. Htzwynjwx tk jwnmns mnyfjx. Stjj wwzj ti

Igtwd, bwnyjwx tw bfwwntwx, fnu, gt uyko qgsbay jmwskj.

XQgzrgjw nx ujwrnyyji dtz, gzy Sxitwru nwngn nxfzfbl yy

i tp,8¢i ,}r8ov}¥:° tzejp v,ytz¥jiin,y;,

The text on the left side is a secret message. The message hastmgated or turned inta

secret code. It will be compl etel gecryptir eadabl e
(that is, turn it back into the plain English message.) This book will teach you how to encrypt and
decrypt messages

The message on the rightjust random gibérish with no hidden meaning whatsoever
Encrypting your written messages is one way to keep them secret from other people, even if they
gettheir hands otthe encrypted message itséffwill look exactly like random nonsense.

Cryptographyis the scienc®f usingsecret codesA cryptographeris someone who uses and
studies secret codebhis book will teach you what you need to know to become a cryptographer.

Of course, these secr et Amgptanalysissomdomewhocarm!| way s
haksecret codes and read o.Cilymanalystsregsd alitdodee ncr ypt
breakersor hackers This book will also teach you what you need to know to become a

cryptanalystUnfortunately the type of hacking you learn in this book dadigerougnoughto
get you in trouble with the lawl mean, fortunately.)

Spies, soldiers, hackers, piratesjalty, merchantstyrants,political activists Internet shoppers,
and anyone who has ever neetteshare secrets with trusted friendséeelied on cryptography
to make sure their secrets stay secret.

Email questions to the author: al@inventwithpython.com
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Codesvs. Ciphes

The development of the electric telegraph in the earlycgatury allowed for neanstant
communicatiorthrough wiresacross continents. This was much faster than sendingsaliack

rider carrying a bag of lettersko wever , the telegraph coul dndét di
on paper. Instead @ould sencelectricpulses. A s hort pulse is called a
called a Adasho.

Figure ¥1. Samuel Mors Figure 2. Alfred Vall
April 27, 179X April 2, 1872 September 25, 1807 January 18, 1859
In order to convert these dots and dashesto A 0 Z T Z
English letters of the phabet, an encoding B Z000 U 00Z
system (occode) is needed to translate from  C Z 0 ? 0 V. 000 z
English to electric pulseode (called D ? 00 W o ZV ?

di d at th h q | E O X Z00%
encoding and at the other en trans.ate E 686Z 6 Y ZOZ Z
electric pulses to English (callek&coding. G ZZ9 Z ZZ080
The code to do this over telegraphs (andlate H 00600
radio) was called Morse Codand was Il 00
developedy Samuel Morsand Alfred Vail J 6z22zz2 1 62zz2z2
By tapping out dots and slaeswith a one K ZozZ 2 00Z Z 2
button telegrapha telegraph operator could L 9% 00 3 000Z 2
communicate an English message to someo M-z ? 4 ? 9 ? 9 %

. . N Z20 5 00000
on the other side of the world almost instantl e o
| f 5d |k i | O 2 2 % 6 Z0000
(1t youod ke to le p 5z3z4 7 ZZ660
http://invpy.com/morsg Q ZZO0Z 8 ZZZ086
R 0Z 0 9 2ZZZO0
S 0060 0 222 2 Z

Figure 13. International Morse Codavith
characters represented as dots and dashe:
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Codes are made to be understandabkend publicly available. Anyoneshould be able ttmok
upwhatacode® s s y mb t dexoderas ancoded message

Making aPaperCipher Wheel

Before we learn how to program computers to do encryption and decryptionlfoeus 6 s | ear n
how to do it ourselves withiraple paper tools. It is easy to turn the understandable English text
(which is called thelaintext) into the gibberish text that hides a secret code (called the

ciphertext). A cipheris a set of rules for converting between plaintext and ciphefthete

rules often use a secret k&ye will learn several different ciphers in this book.

Letds | ear n &aesarcpleghis ciphariwhseiskd by Budus Caesar two thousand
years ago. The good news is that it is simple and easy to learn. Thevsd that because it is

so simple, it is also easy for a cryptanalyst to break it. But we can use it as a simple learning
exerciseMore information abouthte Caesar cipheis givenon Wikipedia:

To convert faintext to ciphertext using théaesar ciphemve will create something called a
cipher wheel(also called &ipher disK. You can either photocopy the cipher wheel that

circlesand lay them on top of each other like in Figw@ 1

Email questions to the author: al@inventwithpython.com
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Figure 4. The inner circle of the cipher wheel cutout.
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Figure 15. Theouter circle of the cipher wheel cutout.

D o n Gtout the page from this book!

Email questions to the author: al@inventwithpython.com
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Figure 16. Cuting out Figure 7. The cutout circles. Figure 18. The
the cipher wheel completed cipher
circles. wheel.

After you cut out the circles, place the smaller omnthe mddle of the larger onéPut a pin or
brad through the center of both circles so you can spin them aroptate You now have a tool
for creating secret messages with @aesar cipher

A Virtual Cipher Wheel

There is also a virtual cipher wheel onlifhgou [GETE———
d on 6 t h ave s C | sSsor s a &« € © inventwithpython.com/cipherwhee B @ ¥ & @ == A
Open a web browser to

| _ @@Eb@
http://invpy.coméipherwheeto use the software @ % 9@
version of the cipher wheel. é@gﬁw%

To spin the wheel around, click on it with the
mouse and then move the mouse cursor arour

o2
until the keyyou want is in place. Then click the %%
% LB

Y
3
mouse again to stop the wheel from spinning. Q@ﬂ%%%é

Click wheel to rotate.

Figure 19. The online cipher wheel.
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How to Encrypt with the Cipher Wheel

First, write out your message in Englisi paper For this example we will encrypt the message

firThe secret password i s Ros e bunttlitslettelsmatcup s pi n t
with letters in the outer wheel. Notice in the outer wheel there is a dot next to the letter A. Look at

the number in the inner wheel next to the dot in therowheel. This number is known the

encryption key

Theencryptionkey isthe secret to encrypting or decrypting the messaggone who reads this

book can learn about tligaesar ciphejust like anyonevho reads a book about lockan learn

how a doordck works But like a regular lock and key, unless they have the encryptigrhiesy

will not be able taunlock (that is, decrypthe secreencryptednessage. In Figurk9, the outer
circleds A is over the i nnerusiogithe key &téencryptu mber 8
our messageThe Caesar cipheuses the keys frofito25.L. et 6 s use the key 8 fo
Keep the encryption key a secret; thighertextcan be read by anyone who knows that the

messagevas encrypted with key 8.

Ia e SECRET PASSWORD
Z Z Z Z Z Z Z Z Z Z Z Z Z Z Z Z Z
B P M AMK 2Z M B X1 A A E W Z L
l' s ROS EBUD
Z Z Z Z Z Z Z Z Z
QA ZWAMIJCL
For each letter in our message, we Wil where it is in the outer circlendreplaceit with the
lined-up letter in the inner circle. The first letter in our messagetk B( f i r&8Th & To i n
secretéo), so we f icimckk, andhhen findahte tinedp letEr inithe inmeh e o ut e
circle. This letteris B,sinour secr et message we wifwelweral ways r
using some other encryption key besides 8, the

different letter)

The next letter in our message is H, which turns into P. The letten&into M. When we have
encrypted the entire message, the message has
Ro s e b u Bpmamkiznob xiiaewzl ga Zwamjcldo Now you can send this
(or keep it written down for yourself) and nobody vad able to read it unless you tell them the

secret encryption key (the number 8).

Email questions to the author: al@inventwithpython.com
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The secret Passwom[ is Rosebud.

Bpm amkzmb xlaaewz! qa Zwamijcl.

Figure 110. A message encrypted with the cipher wheel.

Each letteon the outer wheelill always be encrypted to the same letter on the inner wheel. To
savetime,afteyou | ook up the first T in AThe secret éc
replace every T in the message with B. This way you only need to loaketigronce.

How to Decrypt with the Cipher Wheel

To decrypt a ciphertext, go from the inner cirdett he outer <circl e. Let 6s
ci phert ext nMtctlephhldgs xh Hldgesurha,, Y#@brud everyone el se wo
to decrypt it unless you know the key (or unless you are a dieekej. But your friend has

decided to use theey 15for each messaghe sends you.

Line up the letter A on the outer circle (the one with the dot below it) over the letter on the inner
circle that has the number 15 (which is the letter P). The first letter in the secret message is |, so
we find | onthe inner circle and look at the letter next to it on the outer circle, which is T. The W
in the ciphertext will decrypt to the letter H. One by one, we can decrypt each letter in the

ciphertext back to the plaintext, AThe new pas
I W T C T L E PHH L DG S
zZ 7 Z zZ 7 7 Z 7 Z Z 2 72 72 Z
T H E N E W P A S SWOWRD
X H H L DGSUXHW
Z Z Z 72 2 727 72 72 72 7 Z
I S S WORUDF I S H

If we use an incorredtey like 16 instead of the correct key 15, the decryptezls s a §ggd i s 7
mdv ozrrvngc hr Rvngqcehy. Thi s pl ai ntext doesndét | ook pl ai.
used, the decrypted message will never be understandable English.
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A Different Cipher Tool: The St. Cyr Slide

|
'
g

[AlB[c[D|E[F[GIH[I[I[K[L[M[N[O[P]Q[R[S[TIU[VIW[X]Y[Z]

01234 |5/6|78]19/10{11|12/13|14|15|16(17|18|19|20|21|22|23]|2425

A/B|C/DEF|GIHI J|K/ILIM|NJOP|IQIRIS TIU|VIWIX|Y Z

BN Cc/D[E[F[GIH[I[I[K[L[M|N[O[P]Q[R[S[TIU[V]W[X]Y][Z]

Figure 111.Photocopy
these stips to make a St.
Cyr Slide.

Thereb6s another paper tool t
decryptioncal |l ed the St. Cyr slid
except in a straight line.

Photocopythe image of the St. Cyr slide on the following page

strips.

Tape he two alphabet strips togetheiith the black box A next to
the white box Z on the other strip. Cut out the slits on either sic
the main slide box so that the tagedeher strip can feed throug!
it. It should look like this:

© 12 3 4 5 6|7 8 91011[12]13]1415/16/17]18]1920/21[22]23]24]25
HI 3 K LMNOPRQIRISITIUIVIWIX]YZ

EFG
| I3 vauxy zB¥eco e FligH I KIL/IM N[O[P]QIRTS vwx/vy[z

Figure 112. The completed St. Cyr Slide

When the black box A is underneath teger H (and theumber
7), then to encrypt you must find where the plaintext letter is ol
the long stripand replae it with the letter above it. To decrypt,
find the ciphertext letter on the top row of letters and replace it
with the letter on the long strip below it.

The two slits on the larger box will hide any extra letters so thz
you only see one of each lettar the slide for any key.

The benefit of the St. Cwlideis that it might be easier to find th
letters you are looking fpsince they are all in a straight line anc
will never be upside down like tilesometimes are on thogpher
wheel

A virtual and pmtableSt. Cyr slide can be found at

Email questions to the author: al@inventwithpython.com
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Practice Exercises, Chapter 1, Set A

Dondot 1 gnore the prac

There isndt enough ruioalithepracticdhhi s book
exercises, but theydore stildl | mport a

You dondt become a Ingabéuehackibgyandj ust r e
programming. You have to actually do it!

Doing Cryptography without Paper Tools

The cipher wheednd St. Cyr slidarenicetools todo encryption and decryption with the Caesar
cipher. But ve can implement the Caesar cipher with just pencil and paper.

Write out the letters of the alphabet from A tavih thenumbes from O to 25 under each letter.
0 goes underneath the A, 1 goes urile B, and so on until 25 is under Z. (Thare 26 letters
in the alphabebut our numbers only go up to 25 because we started at 0, ttowill. End up
looking something like this:

A B C D E F G H I
0 1 2 3 4 5 6

\I
(o]
[(e g &N
=
o
[EnY
[N
[EnY
N

N O] P Q R S T U \% W X Y z
13 14 15 16 17 18 19 20 21 22 23 24 25

With the abovdettersto-numberscode we can use numbers to represent letléis is a very
powerful concept, because math uses numbersolW we have a way to do matfon letters.

Now to encrypive find the number undé¢he letter we wish to encrypnhd add the kegumber

to it. This sum will be the number under the encrypted Idt®rexampleweencrypt fiHel | o.
How ar evithythe key T83Frst we find the number under the Whichis 7. Then we add

the key to this number. 7 + 13 = 20. The number 20 is under the letidridh, meanshe letter

H encrypts to the lettdd. To encrypt the letter E, we add the 4 under E to 13 to get 17. The
number above 17 is R, so E gets encrypted t#nd. on.

This works fine until we get to the letter O. The number under O is 14. But when we add 14 + 13
we get 27. But our list of numbers only goesuptd26. t he sum of the | etter
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key is 26 or more, we shlolisubtract 26 from it. So 2726 is 1.The letter above the number 1 is
B. So the letter O encrypts to the letBewhen we are using the key I3ne by one, we can then
encryptthdettersin  AiHel | o. H oUwgibaUbjmeriblmdu ? o

So the steps to encrypt a letter are:
1. Dedde on a key from 1 to 2Keep this key secret!
2.Find theplaintextl et t er 6s number .
3. Add the key to th@laintextl et t er 6 s number .
4.1f this number is larger than 28ubtract 26.
5, Find the |l etter for the nueanbxelatteryoubdve calc
6. Repeasteps 2 to %or every letter in the plaintext message.

Look atthe following table to see hothis is done with each lettern fiHel | o . How ar e
key 13 Each column shows the steps for turning the plaintext letter daftlie the ciphertext
letter on the right

Table 11. The steps to encrypi | S. Hdwre yoé with paper and pencil.

Plaintext Plaintext + Key Result Subtract Result Ciphertext

Letter Number 267 Letter
H 7 + 13 =20 =20 20=U
E 4 + 13 =17 =17 17 =R
L 11 + 13 =24 =24 24 =Y
L 11 + 13 =24 =24 24 =Y
0] 14 + 13 =27 -26 = 1=B
H 7 + 13 =20 =20 20=U
O 14 + 13 =27 -26 = 1=B
W 22 + 13 =35 -26 =9 9=J
A 0 + 13 =13 =13 13 =N
R 17 + 13 =30 -26 = 4=E
E 4 + 13 =17 =17 17 =R
Y 24 + 13 =37 -26 =11 11 =L
@) 14 + 13 =27 -26 = 1=B
U 20 + 13 =33 - 26 =7 7=H

Email questions to the author: al@inventwithpython.com
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To decrypt, pu will have to understanghatnegative numberare I f you donét know

To decrypt, subtract the key instead of adding itFor the ciphertext letter B, the number is 1.
Subtract I 13togetl1 2. Li ke our Asubtract 260 ptngdnee f or e
the result is less than 0, Wea v e ada2® fr. -0 +€26 is 14. So the ciphertext letter B

decryptshackto letter O.

Table 12. The steps to decrypt the ciphertext with paper and pencil.
Ciphertext Ciphertext - Key Result Add Result Plaintext

Letter Number 267 Letter
U 20 - 13 =7 =7 7=H
R 17 - 13 =4 =4 4=E
Y 24 - 13 =11 =11 11 =L
Y 24 - 13 =11 =11 11 =L
B 1 - 13 =-12 +26 =14 14 =0
U 20 - 13 =7 =7 7=H
B 1 - 13 =-12 +26 =14 14 =0
J 9 - 13 =4 +26 =22 22 =W
N 13 - 13 =0 =0 0=A
E 4 - 13 =-9 +26 =17 17 =R
R 17 - 13 =4 =4 4=E
L 11 - 13 =-2 +26 =24 24 =Y
B 1 - 13 =-12 +26 =14 14 =0
H 7 - 13 =-6 +26 =20 20=U

As you can see, wipherdvbentd dotheCaesat ciphatf yau mémorizé
the numbers and | etters, then you dondt even n
under them. You could just do some simple math in your head and write out secret messages.

Practice Exercisg Chapter 1Sd B

Double-Strength Encryption?

You might think that encrypting messagéwice with two different keys would double the
strength of our encryption. But this turns oat to be the case with the Caesar cipher (and most
ot her ci pgrpdoubegncryptinga message to see why.
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I f we encrypt the word AKITTENO with the key 3
ANLWWHQO. | f we NWWWSVHQOp twitthhe , thehoesutlingiiyphedtext of

t hat w®&®BAAUObe Bt this is exactly the same as i
AKI TTENO once with a key of 7. Our fAdoubl ed en
isndébt any stronger.

Thereasonisthatwherew encr ypt with the key 3, we are ad:«
Then when we encrypt with the key 4, we are ad
adding 3 and then adding 4 is the exact same thing as adding 7. Encrypting twice withuihkeys 3

4 is the same as encrypting once with the key 7.

For most encryption ciphers, encrypting more than once does not provide additiah
strength to the cipher.In fact, if you encrypt some plaintext with two keys that add up to 26, the
ciphertext you endpiwith will be the same as the original plaintext!

Programming a Computer to do Encryption

The Caesar cipheor ciphers like itwere usedo encrypt secret information for sevecahturies.
Her e 6 s akofcaidgsigneinventdly Albert Myer that vas used in the American Civil
War in 1863.

Figure 113. American Civil War Union Cipher Disk at the National Cryptologic Museum.

If you had a very long message that you wanted to encrypt (say, an entire book) it would take you
days or week$o encrypt itall by hand. This is how programming can help. A computer could do

Email questions to the author: al@inventwithpython.com
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the work for a large amotiof text in less than a secorBilit we need to learn how to instruct
(that is, programdhe computer to do the same steps we just did.

We will have to be able tspeak a language the computer can understand. Fortyheaehng a
programming | anguage isndét nearly as hard as |
Spani sh. Y oeedtodkmow thuach reath desidesldition subtractionand

multiplication. You just need to download some free software called Python, which we will cover

in the next chapter.
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CHAPTER 2

INSTALLINGPYTHON

Topics Covered In This Chapter:
Downloadng and installing Python
Downloading the Pyperclip module
How to start IDLE

Formatting use in this book
Copying and pasting text

= =4 =8 -8 -9

APrivacy I n an open soci ety
cryptography. If | say something, | want it

heard only by those for whom | intend it. If the

content of my speech is available to the world, |

have no privacy. o

Eric HughesfiA Cypherpunks Manifesté , 19 9 3

The content of this chapter is very similathe first chapteof Invent Your Own Computer
Games with Pythanf you have already read that bomkhave alreadynstalled Pythonyou only
needto read thdiDownloading pyperclip.pgy secti on i n this chapter.

Email questions to the author: al@inventwithpython.com
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Downloading and Installing Python

Before we can begin programming o lun&ed to install software called the Python interpreter.
(You may need to ask an adult for help here.) The intergseteprogram that understands the
instructions that ya@ll write in the Python language. Without the interpreter, your computer won't
understandthesen st r u ct i o n sthe PythdfeirterptetémsaPftieord from mowion.)

B e ¢ a u # lme writisg@urprograns in the Python language we need to download Python from
is a little different dependlng 777777 6n idrayour com
Linux distributionsuch as Ubuntuyou can also find videos of people installing the Python

Important Note! Be sure to install Python 3, and not Python 2. The programs in this book use
Python 3, and ydil get errors if you try to run them with Python 2. It is so important, | am
adding a cartoon penguin telling you to install Python 3 so that you do not miss this message:

Be sure to
install Python 3,
not Python 2!

Figue2v® & . S &dz2NB (2 Ayaildlff tedK2ygunz y20 tea&i

Windows Instructions

Download link to go to the download page, then look for the file called PytBadhWvBindows
Installer fWindowsbinaryd does notnclude souro® andclick on its link to download Python
for Windows.(If there is a newer version than Pytho8.8.you can download that one.)
Doubleclick on thepythor3.3.0.msifile that yowbse just downloaded to start tRgthon

installer. (If it dee strstért, try righiclicking the file and choosing Install.) Once the installer
starts up, click the Next button and accept theadwin the installer as you gch B r reo deed
to make any changes. When the instafl finished, click Finish.
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OS Xnistructions

The installation for OX is similar. Instead of downloading the .msi file from the Python
website, download the .dmg Mac Installer Disk Image file instead. The link to this fileokll
somet hing I30Kac fiBgn XDbmaldGiPython Softwareweb page.

Ubuntu and Linux Instructions

If your operating system is Ubuntu, you can install Python by opening a terminal window (click
on Applications 3 Accessories3 Terminal) and enteringudo apt - get install

python3 . 3 then pressing Eat. You will need to enter the root password to install Python, so
ask the person who owns the computer to type in this password.

You also need to install the IDLE software. From the terminal, typado apt - get
install idle3 . You will also need the rogassword to install IDLE.

Downloading pyperclip.py

Almost every program in this book usesustommodulel wrote calledpyperclip.py This
module provides functions for letting your program copy and paste text to the clipboard. This

This file must be in the sanfielder as the Python program files that you tyffefolderis also
called adirectory) Otherwise you will see this error messageen you try to run yar program

ImportError: No module named pyperclip

StartingIDLE

We will be using the IDLE software to type in our programs and run them. IDLE stands for
I nteractiveDevd. opmentEnvironment.While Python is the software that interprets and runs
your Pythorprograms, the IDLE software is what you type your programs in.

If your operating system is Windows Xy®u should b able to run Python by clicking tisgart
button then selectingPrograms3 Python 33 3 IDLE (Python GUI).For Windows Vista or
Windows7c |l i ck t he Wi ndows button in thfDLE ower
(Python GUI.

If your operating system Max OS X,start IDLE byopering the Finder window and clickg on
Applications, therclick Python 3.3thenclick the IDLE icon.

Email questions to the author: al@inventwithpython.com

ef
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If your operating system Idbuntu or Linuxstart IDLE byclicking Applications3 Accessories
3 Terminaland then typéle3 . You may also be able to click on Applications at the top of
the screen, and then select Programming and then IDLE 3.

Figure 22. IDLE running on Windows (left), OS X (center), and Ubuntu Linux (right).

The window that appears will be mostly blank except for text that looks something like this:

Python 3.3.0 (v3.3.0:bd8afb90ebf2, Sep 29 2012, 10:57:17) [MSC v.1600 64 bit
(AMD64)] on win32

Type "copyright", "credits" or "license()" for more information.

>>>

The window that appears when you first run IDLE is called the interactive statielis a

program that lets you type instructions into the computer. The Python shell lets you type Python
instructionsn andthensends these instructionsttee Pythoninterpretersoftwareto run. We can

type Python instructions into the shell and, because the shell is interactive, the computer will read
our instructions angerform thenmimmediately.

The Featured Programs

fiHackingSecret Ciphersvi t h Py t h o ifram other pragramrhirg baoks because it
focuses on the source code éompleteprograms. Instead of teaching you programming
concepts and leaving it up to you to figure bow to makeyour ownprograms, his book shows
you completgrograms and explairsw theywork.

As you read through this bodlype thesourcecode from this book into IDLE yourseBut you
can also download the source codesfitem this books websiteGoto the web site

In general, you should read this book from front to backThe programming concepts build on
the previous chapters. However, Python is such a readable language that after the first few
chapters you can probably piece togetiwhat the code does. If you jump ahead and feel lost, try
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going back to the previous chapters. Or email your programming questions to the author at
al@inventwithpython.com.

Line Numbers and Spaces

When entering the source code yourself, do not typerteenumbers that appear at the beginning
of each line. For example, if you see this in the book:

1. number = random.randint(1, 20)
2. spam =42
3. print("Hello world!")

€ t h eon doynot need to type tlfie.0 on the left side, or the space that immediatellpws it.
Just type it like this:

number = random.randint(1, 20)
spam = 42
print('Hello world!")

Those numbers are only used so that this book can refer to specific lines in the code. They are not
a part of the actual programside from the line numberbe sure to enter the code exactly as it
appearsThis includes the letter casing. In PythbiELLOandhello andHello could refer to

three different things.

Notice that some of the lines dibbegin at the leftmost edge of the page, but are indentéaliby

or eight spaces. Be sure to put in the correct number of spaces at the start of each line. (Since each
character in IDLE is the same width, you can count the number of spaces by counting the number
ofcharacter s above or tebokiogat)t he | i ne youd

For example, you can see that the second line is indented by fous bpaeese the four
¢ h a r a whil edy os thd lifie above are over the indented space. The third line is indented by
anotherfourspae s (t he f i roare dbave thecthr edr sdnddimezl 8pace):

while  spam < 10:
if number == 42:
print("Hello")

Text Wrapping in This Book

Some lines of code are too long to fit on one line on the page, and the text of the code will wrap
around to the next line. When you typesdh lines into the file editor, enter the code all on one
line without pressing Enter.

Email questions to the author: al@inventwithpython.com
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You can tell when a new line starts by looking at the line humbers on the left side of the code.
The exampldelow has only two lines of code, even though the firstifirieo long to fit on the

page

1. print('This is the f irst line! XXXXXXXXXXXXXXXXXXXX XXXXXX XXX X XXXXXXXXXXXXKX
XXXXXXXXXXXX X X O )
2. print('This is the second line! )

Tracing the Program Online
Tracing a program means to step through the code one linavad, art the same way that a

eachprogramin this book. The traces Webpage hasnotesandhelpful reminders at each step of
the trace to explain what the pragr is doing, so it can help you better understand why these
programs work the way they do.

Checking YourypedCodewith the Online Diff Tool

Although it is very helpful to learn Python by typing out the source code for phegens, you
may accidentallynake typos that cause your programs to crash. It may not be obvious where the
typo is.

You can copy and paste the text of yoyredsource codetdite onl i ne di fsf t ool 0
website. The diff tool will show any differences between the sourceicdde book and the
sour ce vetyped. Thisdswad easy way of finding any typos in your program

use the diffé o | i s avai l aslweklste dthttpdinvpytconihackinyoeok 6

Copying and Pasting Text

Copying and pasting text is a very useful computer skill, especialthitobook because many of

the texts that will be encrypted or decrypted are quite long. Instead of typing themuoceyo

|l ook at electronic versions of the text on thi
and paste it intdDLE.

To copy and paste text, you first need tagthe mouse over the text you want to copy. This will
highlight the text. Thegou can either click on thedit 3 Copy menu item, oon Windows
pressCtHC. ( That 0 s theCtrebston then presh@dnak, then let go of the Cirl
button.)On Macs, the keyboard shortcu@smmandC (the  button) This will copy the

P

highhi ght ed text t ory ordighoad.o mput er 8s me mo
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To paste the texhat is on the clipboaranove the cursor to theace you want the text tme

inserted Then either click on thEdit 3 Pastemenu item or press C&d or CommaneV.

Pasting will have the same effect as if you typedatitthe characters that were copied to the
clipboard. Copying and pasting can save you a lot of typing time, and unlike typing it will never
make a mistake in reproducing the text.

You should note that every time you copy text to the clipboard, theopietext that was on the
clipboard is forgotten.

Thereisatutorialoncpyi ng and p aswebsieghtta/invpy.domceopygasteo k 6

More Info Links

There is a lot that you can learn about programgnaind cryptographyt you dondét need
learn all of it now. There are several times where you might like to learn these additional details

and explanations, but if | included them in this book then it would add many more pages.

Publication of this larger book would place so maombustiblepaperinto a single space that

the book would be afirehazard | nst ead, | have included Amor e
can follow to this booé website. You do not have to read this additional information to

understand anything in this book, buwitl help you learnThese links begin with

http:/finvpy.com( whi ch i s the shortened URJWebsitepr t he Al n

Even though this book is natdangerous fire hazargleasalo not set it offire anyway.

Programming and Cryptography

Progamming and cryptography are two separate skills, but learning both is useful because a
computer can do cryptography much faster than a humafreaaxample, here is the entire text
of Wil | i am fiBdmadkaadsJpliétencryptéddswith a simple suiistion cipher

WUMIU FOT LZNCIB JWUNURZI Dguwzh Bk guzhigunth, qubg fcei co tcrocbx, Co afew Piwuof, kgiwi ki nfx uzw hdioi, Awum fodiab qwife bu oik mzbcox, Kgiwi depen gnuut mieih dopen gfoth zodnifo. Awum nucoh ua bfeibgicw ncai; Kguni mehftpiobzwit jcbiuzh
UpWbQWK Tu Kehg bgiow ibg qavs bgcw Wb howcal, Bg!afwazn i s byiow bty nup,Fot i cuobozfo ua bgicw JwioBh wit Kgcdg, qzb bl dgcnBule, 0z duznt wimup, Ch ouk byl bku guzh bwiaacd ua uzw b Bgikgodg ca <z ke focia oot Kglgeimchin,zw bucn g Rowzpibu
miot WUMIU FOT LZNCIB FDB C HDIOI C Phwuol.  jzqned nf labiw HEMIHUO fot RWIRUWX, uaiizh ua Dijzni, it kb hkuwth ot zdeniwh] HEMIHUO R, m ke, kinn oub dfvws: dufth. RWIRUWIX Ou, auskdiguznt g dunncih. HEMIHUO C mif, 0 ki gico dguniw, Kinn twfk. RWIRUWX . kgeri xuz
nepi, twik 1JHUO C . qicor mupit. RWIRUWX Qzb bguz b oub yzcdenx mupit bu hbwcei HFMJHUO F tur ua by guzni i Wiupih mi. RWIRUWX Bu mupich bu hocw;fo bu qi pinciob ch bu hbfot:bgiviauw, ca bguz fwb mupi, bouz wzoo b fKHWO F tur ua bofb guzh hyfn
mupi mibu hbfot: C kenn e bgi kinn ua fox mfo uw mfct ua Muobfrzih. RWIRUWX Bfb hgukh bii f kife hnfpi; auw byilkifeih bu bgi kinn. HFMIHUO Bwzi; fot bgiwiauwi kumio, gicor bi kifeiw pithinh, fwi ipiw bgwzhb bu tiankbgiwiauwi C kenn jzhg Muobirzih mio awum bgi kinn, fot bgwzhib gch mfcth bu bgi kinn. RWIRUWX Bgi
‘yzfwwin ch gibkio uzw mihbiwh fot zh bgicw mio. HFMIHUO ‘Bch fn uoi, C kenn hguk mxhina  bxwiob: kgio C gfpi auzrgb écbu C kenn gi dwzin kebbgi micth, fot dzb uaa bgicw gifth. RWIRUWX Bi gifth ua bgi mfcth? HFMJHUO Fx, bgi gifth ua bgi micth, uw bgicw mfctidféiich co kgfb hiohi bguz kenb. RWIRUWX Bgix mzhb.
bfei cb co hiohi bfb aiin cb. HFMJHUO Mi bgix hgfnn aiin kgeni C fm fqni thidt: fot ‘beh eouko C fm f jwibbx jcidi ua aning. RWIRUWX ‘Bch kinn bguz fwb oub achg; ca bguz gfthb, bguz gfthb giioygowTatk bgx buun giwi dumih bku ua bgi guzhi ua bgi Muobfrzin. HFMIHUO Mx ofeit kifiuo ch uzb: yzfwwin, C kenn gfde b
RWIRUWX Guk! bzwo bgx gfde fot wz0? HFMJHUO Aifw mi oub. RWIRUWX Ou, mfwwx; C aifw bgiil HFMIHUO Nib zh bfei bgi nfk ua uzw Iniiagim girco. RWIRUWX C ke awuko fh C jfhh x, fot nib bgim bfei cb fh bgix nchb. HFMIHUO Ofx, fh baix thwi. C kenmobgama fb bgim; kgedg ch f tohnwfdi bu bgim, ca bgix gifw cb.
[lobiw FQWFGFM fot QFNBGFHFW] FQWFGFM Tu xuz qebi xuzw bgzma fb zh, hew? HEMJIHUO C tu qbi mx bgzma, how. FQWFGFM Tu xazzacbigzma fb zh, hew? HEMIHUO [Fheti bu RWIRUWX] Ch b nfk ua uzw, it hix fx? RWIRUWX Ou. HFMJIHUO Ou, hew, C tu oub ebi mx bgzma fb xuz, how, gzb C qobi mx bgzma,
how. RWIRUWX Tu xuz yzfwin, hew? FQWFGFM Yzfwwin how! ou, how. HFMIHUO Ca xuz tu, how, C fm auw xuz: C hiwpi fh ruut houéz {FQWFGFM Ou gibbivv. HFMAUO Kinn, hew. RWIRUWX Hix ‘gibbiw: giwi dumih uoi ua mx mfhbiuh ecohmio. HFMIHUO Xin, qibbiv, hew. FQWFGFM Xuz nci. HFMAK, ca xuz gimio.
Ruiruwx, wimimaiw bgx hkihgcor qnuk. [Bix acrgb] [lobiw QIOPUNCU] QIOPUNCU Jfwb, auunh! Jzb zj xuzw hkususheouk oub kb xuz tu. [Qifbh tuko bgicw hkuwth] [lobiw BXQFNB] BXQFNB Kgfb, fwb bguz twiko fmuor bgini gifwbnihh geativd Bgii, Qiopuncu, nuue zjuo bgx tifbg. QOPUNCU C tu azb eij bgi idi:jzb 2} bgx
hkuwt, Uw mfofri cb bu jfwb bihi mio kebg mBXQFNE Kgfb, twiko, fot bine uajidil C gibi bgi kuwt, Fh C gfbi ginn, inn Muobfrzin, fot bgii: Gfpi fb b, dukdwt! iBgcrgb] [lobi, hipiwfn ua qubg guzhih, kgu luco bgi awfx; bio iobiw Debcvioh, kebg dnzgh] Acwhb Debevio Dnzgh, gerifibébfon! hbweei! gifb bgim tukol Tuko kebg bgi
Dfiznibh tuko kebg bgi Muobirzint lobiw DFIZNIB co geh ruko, fot NFTX DFIZNIB] DFIZNIB Kgfb ouchi ch bgch? Repi mi mxhiuost, gu! NFTX DFJZNIB F dwzbdg, f dwzbdg! kgx dfnn xuz auw f hkuwt? DFJZNIB Mx hk@itfx! Unt Muobirzi ch dumi, Fot anuzwehgih geh anft co hicbi ua mi. [lobiw MUOBFRZI fot NFTX MUOBFRZI]
MUOBFRZI Bguz pennfco Dznib-Gunt mi oub, nib mi ru. NFTX MUOBFRZ! Bguz hgfnb oub hbcw f auub bu hie f aui, namw IWCODI, kebg Fbbiotfobh] JW@RBNCuzh hzqidbh, iomcih bu jidi, Jwualoiwh ua bgch oicrogHzblcoit hbiin- Kenn bgix oub gifw? Kgb, gu! xuz mio, xuz giihbh, Bgfb yziodg bgi acwi ua xuzw jiwocdcuzh
witi Kebg jzwjni auzobfcoh chhzor awum xuzw picoh, Uo jico ua buwbzwi, awurhiagruuitx gfoth Bywuk xuzw mehbimjiwt kifluoh bu bgi wuzot, Fot gifw bgi hiobiodi ua xuzw mupit jwcodi. Bgwi depen quditua fo fowx kuwt, Qx b, unt Dfznib, fot Muobirzi, Gipi bgwedi tchbzwat byi yzcib ua zw hbwiibh, Fot mfti Piwumttids
debevioh Dihb qx biow rwfpi qihiimeor uwofmiobh, Bu keint unt fwbchfoh, co gfoth fh unt, Dfoewt kebg jidi, bu jfwb xdfowiwt gfbi: Ca ipiw xuz tchbzwa uzw hbwibh frfco, Xuzw ncpih hgfn jfx bgi auwaich ua bgi jifdi. Auw bgch bemi, fnikigtib flix: Xuz Dffznib; hgfn ru fuor kbg mi: Fot, Muobfrzi, dumi xuz bgch fabiwouuo, Bu
eouk uzw azwbgiw jnifhzwi co bgeh dihi, Bu nt Aviidko, uzw dummuo [zrmiofnfdi. Uodi muwi, uo jfco ua tifbg, fan mio tjfwb. [isizob inn gzb MUOBFRZI, NFTX MIBFRZ, fot QIOPUNCU] MUOBFRZI Kgu hib bgch fodciob yzfwwin oik fqwufdg? Hife, oijgik, kiwi xuz ax kgio cb girfo? QIOPUNGI @iwi bi hiwplobh ua xuzw
fipiwhfwx, Fot xuzwh, dnuhi acrgbcor iwi C tct fjwufdg: C twik bu jfwb bgim: co bgi cohbfob dimidigine Bxqfnb, kebg geh hkuwt jwifwit, Kgedg, fh gi qwitbgit tiacfodi b mx itwh, Gi hikzor fauzb geh giftfot dzb bgi kékgh oubgcor gzwb kebgin gehht gem co hduwo: Kgeni ki kiwi cobiwdgforcor bgwzhbh fot anukh, Dfmi muwi fot muwi fot
auzrgb uo jiwtfot fiw, Benn by jweod dimi, kgu jiwbit icbgiw jiwb. NFTX MUOBFRZ! U, kgiwi ch Wumiu? hik xuz gem-t Wergh mft C fm gi kih oub fb bgch awix. QIOPUNCU Mitim, fo guzw giauwi bgi kuwhgcjt hzo Jiwt auwbg bgi untiokaatbgi i, F bwuzgnit mot twfpi mi bu kine fqwut; Kgiwi, zotiwoibg bgi rwupi ua
hxdimuwi Bafb kihbkfwt wuubibg awum bgi debx heti, Hu ifwnx Kinecor tot C i xuzw huo: Bukfwth gem C mfti qzb gi kifufwii Fot hbuni cobu bai dupiwb ua bgi kuut: C, mifhzweor geh faaialacgx mx uko, Bgfb muhb fwi azhcit kgio bgixwi muhb fuoi, Jzwhzit mx gzmuzw oub jzwhzcor gch, Fot mftnx hgzoo't kgunitfoeum mi
MUOBFRZ1 Wi { musiocor g i b i hio, Kb i frmiobcor by awig muioer i Fcor b dnuzh reth ke gen U gh Q2 1 o bfgicor 0 Hguent o b azwbgh i o bk Bg\ hgftx dzwbicoh awum Fzwuwfh qit, Fkix awum bgi ncrgb hbifnme.gifx huo, Fot jwepibi co gch
dgfmiw jioh gemhina, Hgzbh 2] goh kcotukinudeh afi tixncrgb uzb Fot mfeih gemhina fo fwbcacdcfn ocrgb: Qnide fot juwbiobuzh mzhb pi. QIOPUNCU " MUOBFRZI C oicbgiw eouk cb ouw dfo nifwo ua geUREIFGHpi xuz cmjuwbzoit gem
(e mioh? MUOBFRZI Qubg  mahina ot mio ubiw aucelh Q2 g, ch ko faadbeuoh duzoinnun, Ch b e oub s uk b Q2 by gcmhma m. i fot i, H a s huzotcor o chp, agginthg fo iopcuzh kuwm, hwi gi dfo hiwift geh hikib nifpih bu bgi fcw, Uw titcdfbi gh gifzbx bu bgi
hzo. Duznt ki qzb nifwo awum kgiodi geh huwwukh rwuk. Ki kuznt f kenncornx rcpi dzwi fh eouk. [lobiw WUMIU] Qi hu jnihi xuz hbi fh ipfodi, uw qi mzdg tiocit. MUOBFRZI C kuznt bguz kiwb hu gfijx ax bgx hbfx, Bu gifw bwzi hgieabi, mitm, nibh fkx. [isizob MUOBFRZI fot NFTX
MUOGFRZ1) QIOPUNCU Rutamuwik, dzhco, WUMI C bt h xuzor? QIOPUNCUIGaKk oz ocol WUMIU P il f uzvh him nuo. K b mx i g o g a? QIOPUNCU Cb . Koo Wamish guzsi? WUMIU Ot gfcor b, ko, gfcor,ieh bom g, QIOPUNCU Co nup?
WUMIU Uzb-- QIOPUNCU Ua nupi3VUMIU Uzb ua giw afpuzw, kgiwi C fm co nupi. QIOPUNCU Fnfh, bgfb nupi, hu riobni co gch peik, Hguznt ai hu bxwioouzh fgtamjanuual WUMIU Fafh, bgfb nupi, kguhi peik ch mzaanit hbenn, Hguznt, kebguzb ixih, hiijfbgkfxh bu geh kenn! Kgiwi hgbaik) mit Kgfb awfx kih giwi? Xib binn mi
oub, auw C gipi gifwt cb fn. Giwi'h mzdg bu tu kebg gibi, gzb muwi kebg nupi. Kgx, bgio, U gwlkncor nupil U nupcor giiltgdor, ua oubgcor acwhb dwifbil U gwpx nergboinh! hiweuzh plocbx! Mghio dgfuh ua lan-hiimcor auwmh Afbgiw ua nift, qwergh hmuei, dunt acwi, hede giinbg! Hikfeeor hnij, bgfb ch oub kgib cb ch Bgch
nupi aiin C, bgfb aiin ou nupi o bgch. Tuhb bguz oub nfzrg? QIOPUNCU Ou, duv, C wibgiw kil WUMIU Ruut gifwb, f kafb@IREIPFbbgx ruut gitwbh ujwihhcuo. WUMIU Kg, hzdg ch nupih bwfohmwinihcuo. Rwciah ua mcoi uko nci gifpx co mx quifhb, Kgcdg érguififbi, bu gfpi b jwinb Kebg muwi ua bgcoi: bgeh nupi bafb bguz
gihb hguko Tubg ftt muwi rwcia bu buu mzdg a mcoi uko. N hmuei wichit kebg bgi azmi ua hergh; Qicor jzwii, f acwi hifiwencor co nupiwh’ ixin; Qicor pis' f hif ouzwehg lsgight bifwh: Kgfb ch cb inhi f mftoihih muhb tchdwib, F dguecor rinn fot  jwihiwpcor hiib. Afwikinn, mx duv. QIOPUNCABHBKenn ru fnuor; Fo ca xuz nifpi
mihu, xuz tu mi kwuor, WUMIU Bzb, C gfpi nuhb mxhina; C fm oub giwi; Bgch ch oub Wumiu, gih humi ubgiw kgiwi. QIOPUNCUrBmhftoinh, kgu ch ngm XUz nupi, WUMIU Kgfb, hafin C rwufo fot binn bgii? QIOPUNCU Rwufo! bgxQzb hitnx binn mi kgu. WUMIU Qet f hede mfo co hitoihh mfei geh kenn: Fg, kuwt cnn zwit bu uoi
bgfb ch hu ean' Co hitoihh, duzhco, C tu nupi  kumfo. QIOPUNCU C fem't hu oifw, kgio C hzjuhit xuz nupit, WUMIU Fot hgih afcw C npi afcw miwe, afcw duv, ch huuoihb geb. WUMIU Kinn, co bgfb geb xuz mehh: hginin oub gi gcb Kebg Dajotéfigi gfbg Tefor keb; Fot, co hbwuor jwuua ua
ugmncux o i, A i e dgen(ch quk i neph zoghu.Hol ke 8 bl e ua nupeor b, O 4 b eduzobn ua icncer . Ouw (giw nff bu Hiaticor runt: U, hgi ch wedg o gitzbx, uonx juuw, Bgfb kgio hgi tcih kebg gitzbx tcih giw hbuwi. QIOPUNCU Bgio hi gfagHtigib hgi kenn hbenn ncpi
. fot co bfb hifweor Auw qifzbx hibfwpit kebg giw hipiwebx Dzbh gifzbx uaa awum filssiebx. Hgi ch buu afew, buu kehi, kchinx buu afcw, Bu miwcb anchh qx miecor mi thjfcw: Hgi gfbg auwhkuwo bu nupi, g eakTu C ncpitift bgfb nepi bu binn cb ouk. QIOPUNCU Qi waznit qx mi, auwrib bu

bocoe ua g, WUMIU U, bidg mi guk C nguzm auwrib bu bgcoe. QIOPUNCU Qx rcpor ncqiwbx Zobu bycoi ixin; Isfmcol ubgaingieUMIL Bh bi kix Bu dinn ginh isyzchebi, co Jibcuo muw: Bgih gfjx meh bafb echih afcw nitcih' qwukh Qicor gnfde j2b zh co Mot byix get bgiafew; Gi bgth ch hbgaded dfooub auwib Bgi
jwideuzh bwifhzwi ua geh ixihcrgb nuhb: Hguk mi f mehbwih byt ch jihhcor afcw, Kafb tubg giw gitzbaihaeb fh f oubi Kgiwi C mix wift kgu jfhht byt jiahcor afcw? Afwikinn: bguz dfohb oub bifdg mi bu auwrib. QIOPUNCU Gigfb tudbwicoi, uw inhi tci co tigb. [isizob] WUMIU FOT LZNCIB FDB C HDIOI CC F hbwib. [lobiw
DFJZNIB, JFWCH, fot Hiwpfob] DFJZI8 Qzb Muobfrzi ch quzot i kinn fh C, Co jiofbx cei; fot bh oub gfwt, C bgcoe, Auw mio hu unt fh ki bu e bgIMICH Ua guouzwigni wideuocor fwi xuz qubg; Fot jebx och xuz npit b utth hu nuor. Qzb ouk, mx nuwt, kgfb hfx xuz bisMBRZINIB Qzb hixcor uw kgfb C gipi hict giauwi: Mx
dgent ch xib f hbwioriw co bgi kuwnt; Hgi gfbg oub hiio b dgfori ua auzwbiio xifwh, Nib blku muwi hzmmiwh kebgiw co by i ki mfx bgcoe giw i bu ai f qeti. JFWCH Xuzoriw bafo hgi fwi fjx mglwvh mft. DFJZNIB Fot buu huuo mfwwt fwi bguhi hu ifwnx miti. Bgi ifwbg gfbg hkinnuk' fnn mx guiih zb hgi, Hgi ch biiaguj
i U mx bg: Q2 ku g, iobni I, i g i, Mx ke bu g duoiob ch Gz b Fo il kcbgco gifadgucdi Ncih mx cuohio fo afew fdduwtcorpucl Bgch ocrgh C gunt fo unt fddznbun afhb, Kghou C gfpi copetiuait Hzdg h C nup ot sz, fmuor bl hbuw, ol muw, muhb kindum, i m ozmaiw
muwi. Fb mx aiguradh ocrgh Ifwbeby btb mfei thwe gifpio ncrgb: Hzdg dumauwb fh tu nzhbx xuzor mio aiin Kgio-§jfwinn't Fiwen uo bgi giin Ua ncmjcor kcobiw buwifth, ipio hzdg tincrgb Fmuor ih hgfnn xuz bgch gifw fm, fn hi, Fot ncei giw muhb kguhi miwch
muhb hgnn gi: Kgedg uo muwi pcik, ua mfox meoi gicor uoi Mix hbfot co ozmgiw, bguzrg co wideuocor ouoi, Dumi, ru kebg MifBob, rcpeor f fjw] Ru, hewwig, bwztri fquzb Bgwuzrg afcw Piwuof; acot bguhi jiehuwizb Kguhi ofmin fwi kwcbbio bgw, fot bu bgim hfx, Mx guzhi fot Kindumiuo bicw jnithzwi hbix. Isizob DFIZNIB fot
IFWCH] Hiwpfob Acot bgim uzb kguhi ofmin fwi kwebbio gt Cb ch kcbbio, bfb bgi hguimfeiw hguznt mitin kebg goh xfighédcnuwkebg geh nfhb, bi achgiw kebg geh jioden, fot b jfcobiw kebg geh oibh; azb C fm hiob bu acot bguhi jwhuoh kguhi ofgbiwicb, fot dfo oipiw acot kg ofmih bgi kwebcor jwhuo gfbg giwi kvcb,
€ mzhb bu bgi nifwoik-Co ruut bemi. lobiw QIOPUNC ot WUMIL] QIOPUNCU Bzb, mifo, uoi acwi gzwoh uzb foubgiwh gzwocor, Uol jfco ch ninhio't gx foubgiwh forzchg; Bzwo rait danj ax qfdekft bzwocor; Uoi tihjwibi nwcia dzwih kebg foubgiwh nforzchg: Bfei bguz humi oik coaidbcuo bu bgx iigRefoe juchuo ua bgi unt kenn
tei. WUMIU Xuzw jnfcobfconta ch isdinniob auw bafb. QIOPUNCU Auw kgfb, C jwfx bgii? WUMIU Auw xuzw quiueio hgeo. QIOPUNCU Kgx, Wurniu, fwb bguz miHWOub mft, gzb quzot muwi bgfo f minfo ch; Hgzb 2} co jwehuo, eilb kcbgla mx auut, Kgcijt fot buwmiobit fotRutto, ruut ainnuk. Hiwpfob Rut rc' o, C jwfx, hew,
dfo xuz wit? WUMIU Fx, mcoi ko auwbzoi co mx mchiwx. Hiwpfob Jiwgfih xuz gfpi nifwoit cb kebguzb quue: qzb, C jwtx, dieritdax bgcor xuz hii? WUMIU &, ca C eouk bgi nibbiwh fot bgi nforzfri. Hiwpfob Xi hfx guoinbnx: wihb xuz miwawx! WUMIU Hofx, ainnuk; C dfo witt. [Wilthifocuw Mfwbcou fot geh keai fot tfzrgbiwh; Duzobx
Fohinmi fot geh gifzbiuzh hehbiwh; byi nftx ketuk ua Pebwipeu; Herocuw Jnfdidbibgeh nupink ocidin; Miwdzbeu fot geh qwubgiw Piniobcoi; meoi zodni Dffznib, gch keai fot tfzrgbiwh; mx afew ocidi WuhMaai; Herocuw Pniobcu fot geh duzhco Brafitb, Nzdeu fot bgi nepinx Giniof.! F afew fhhimanx: kgebgiw hguznt bgix durpfoby
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'WUMIU Kgcbgiw? Hiwpfob Bu hzjjiw; bu uzw guzhi. WUMIU Kguhi guzhi? Hiwpfob Mx mfhbiwh. WUMIU Cotiit, C hguznt gfpi fhe't agib giauwi. Hiwpfob Ouk C'nn binn xuz kebguzb fhecor: mx mhbiw ch bgi wifb wedg Dfjznibs fot ca xuz qi oub ua bgi giibiizih, C jwix, dumi fot dwzhg f dzj ua kcoi. Wihb xuz miwwx! [Iscb]
QIOPUNCU Fb bch himi fadciob aifib ua Difznibh Hizjh boi afcw Wuhincoi kgum bouz hu nupihb, Kebg fn bai fimcvit ifztiuat: Ru bacbgi fot, kebg zofbbicobit i, Dumjfi gafdi kebg humi batb C hgfnn hguk, Fot C kenin mfei byii bgcoe bg ko f dwuk. WUMIU Kgio bgi tipuzb vincrcuo ua meo iifbtbchzdg ainhiguut,
bgio bzwo bifwh bu acwih; Fot bgihi, kgu uabio twuko't duznt oipiw tci, Bwfohjfwiob giwibcdh, qi gzwob atwhhUoi afcwiw bgfo mx nupil bgi fnshiicor hzo Ofiw hfk giw mfbdg hcodi acwhb bgi kuwnt qirzo. QIOPUNCU Bzb, xuz hfk giw afcw, ouoi inhi gicor gx, Giwhina lblgi giwhina co ichgiw ixi: Qzb co bgfb dwxhbfn hdfnih nib bgiwi
qikicrgt Xuzw nftxh i rcohib humi ubgin mict Bafb C kenn hguk xuz hgeocor b boch aihib, Fot i hgfnn hdfob hguk kinn bofb ovk hgukh GIEUAI nuor, ou hzdg hergb bu i hguko, Qzb bu viucdi co hniotu ua meo ko [sizob] WUMIU FOT LZNCIE FDB C HOIDFG@uM co Diznibh guzhi. flobiw NFTX DFJZNIE fot
Ozwhi] NFTX DFJZNIB Ozwhi, kgiwih mx tizrgbiw? dfnn giw auwbg bu mi. Ozwhi Ouk, gx mx mfctiogitt, fb bkinpi xifw unt, Gyatdumi. Kgfb, nfmq! kgfb, nftxqewt! Rut auwqct! Kgiwih bgch rown? Kafb, Lzndiiabiw LZNCIB] LZNCIB Guk ouk! kgu dfnnh? Ozwhi Xuzw mubgiw. LZNCIB Mftfm, C fm giwi. Kgfb ch xuzw kenn? NFTX
DFJZNIB Bgch ch bgi mibbiw:Ozwhi,repi nifp fkgeni, Ki mzhb bine co hidwibozwhi, dumiqfde ico; C gfpi wimimaiwt mi, bguzh giw uzv o, Bguz eoukhb mx tzrgbiw ua {jwibb Iri. Ozwhi Afcbg, C dfo binn g fr zobu o guzw. NFTX DFJZNIB Hgih oub awzzinhi C'in ik auzwbio ua mx bibg ot xb, bu mx bibg qi cb
hjueio, C gfpi qzb auzw Hgi ch oub auzwhbiio. Guk nuor ch dak Bu Nfmmfhbcti? NFTX DFIZNIB F auwbocrgb fot utt thh. Ozwhi Ipio uw utt, ua fn thh co bgi xifw, Dumi Nfmipitb ocrgb hgfnn hgi gi auzwbilo. Hzhfo fot heRut wihb fnn Dgwehbefo huznh!Kiwi ua fo fri: kinn, Hzhfo ch kebg Rut; Hgi kfh buu ruatiw mi: gzb, fh C hct,
Uo Nimmivipi fb ocrgb hginn hgiai auzvibio; Bgfb hainn hi, miwwe; aiw cb kinn. Beh hodi bgi ifwbgidh Kifot~C ofpiw hginn aurib o Us fn b tixh ua bgi xfw, zuo bgfo tfx: Auw Gitbgio nft Kunmkuut bu mx zr, Hebbcor co byi hzo zotiw b gpzhi Kinn; M nuvi fot xuz ki bgio o
Mfobzf:-- Ofx, C tu gifw f qwfco:-qzb, fh C hfct, Kgio cb tct bfhbi bgi kuwmkuut uo bgi ocjini Ua mx tzr fot ainb cb qcbbiw, jwibbx auun, Bulsibdgx fot afnn uzb kebg bgi tzr! Hgfei yzubg bgi tupizhi: ‘bkfh ou oit, C bwuk, Bu qet mi bwaztri: Fot hcodi bgfb bemi cb ch inipio xifwh; Auw bgio hgi duznt hbfot fnuogobgi wuut, Hgi duznt gfpi
‘wzo fot kfttnit fan fquzb; Auw ipio bgi tfx qiawi, hgi qwuei giw qwuk: Fot bgio mx gzhqfeRut i kebg geh huzn! F' kfh f miwwx méduue zj bgi dgent: *Xif,' yzubg gi. ‘tuhb bguz afnn zjuo bgx afdi? Bguz kenb afnn qfdekft kgio bguz gfhb muwi keb; Kenbithduzni?” fot, gx mx gunctimi, Bgi jwibbkwibdg niab dwxcor fot hfct 'Fx." Bu hii, ouk,
uk b hgfnn dumi fquzb C Kiwfob, fo C houznt ncpi f bguzhiot xifwh, C oipiw houznt auwrib cb: Kenb bguz oub, Lz g Fot, jibbx auun, cb hbcobit fot hct . NFTX DFJZNI louzrg ua b b qunt bo i Ozwhi X, mitims xib C diooub dguuhi azb nizrg, Bu bgcoe cb hguznt nifp dwxcor fot hix Bbkls: C

. ¢b gft zjuo ebh qwuk F gzmj fh qer fh f xuzor dudeiwin'h hbuoi; F jfwnuzh eoude; fot cb dwcit qcbbiwnx: 24Bigynx gzhqfot, afn’hb zjuo bgx afdi? Bguz kenb afnn qfdekfwt kgio bguz duminb bu fri; Kenb bguz oub, Lzni?' cb hbistebiFiat LZNCIB Fot hbcob bguz buu, C jwix bgii, ozwhi, hix C. Ozwhi Jifdi, C gfpi tuoi. Rut miwe
by bu geh rwidi Bouz kihb bi jwibbcihb i bgth fin C ozwhit: Fo C mergh ncpi bu hi bii miwcituodi, C gfpi mx kehg. NFTX DFJZNIE Miswx, bgfb nfieh bai piwx bgimi C difi bu bine ua. Binn mi, tzrgbiw Lzncib, Guk hboth xuz tchjuhcbuo bu i mifwvict? LZNCIE Clyhgay bofb C twim oub ua. Ozwhi Fo guouzw! kini
‘oub C bgcoi uonx ozwhi, C kuznt hfx bguz gfthb hzde't kchtum awum bgx bifb. NFTX DFJZNIB Kinn, bgcoe ua mfwwecfri ouk; bgfonwz, Giwi co Piwuof, nftcih ua inbiim, Fwi mfti fawiftx mubgiwh: gx mx duzobkf@ xuzw mubgiw mzdg zjuo bgihi xifwh Bgfb xuz fwi ouk f mfct. Bgzh bgio co qweia: Bgi pfncfob Jfwch hileh xuz auw gch nupi.
OzwhiF mfo, xuzor nfoc nfx, hzdg  mfo Fh fnn boi kuwigx, 9h  mfo ua kis. NF-TX DFJZNIB Pivuofh hzmmi gibg oub hzdgai. Ozwhi Ofx, gh  anuki; co afcbg,  phwx anukin. NFTX DFIZNIE Kgfb hix xuz? dfo xuz nupi boiriobnimio? Bgch ocagbgfan aigunt gem fb uzw ail Wit ' b punzmi ua xuzor Jfwchy afdi, Fot
acot tincrgh kwcb bgiwi kebg qifzbx'h jio; Isfmegiwx mfwwecit ncoifmiob, Fot hii guk uoi foubgiw nioth duobiob Fot kgfb ughdzwit co bgch afcw punzmi ncih Acot kwebbio rdagob ua geh ixih. Bgeh jwidcuzh quue ua nupi, bgch zoguzot nupiw, Bu gifzbcax gem, uonx nfdeh f dupiw: Bgi achg ngiit dtibch mzdg jweti Auw afew
Kkebguzb b afcw kebgeo bu get: Bafb quue co miox' ixh ubg hgfi bgi muvex, Bgfb co runt dnfih nudeh co bgirunto Hothgén xuz hgfi fan bafb gi tub juhhih, QX gfpcor gem, miecor xuzvihina ou ihh. Ozhi LA e kumio rwk ax mio. NFTX DFJZNIE Hife qwcians, dio xuz nceiua Jfwchy nupi? LZNCIE C'nn nuue bu
ncei, ca nuuecor ncecor mupi: Qzb ou muwi tilj kenn C otfwb meoi ixi Bgfo pih hbwiorbg bu bagi rzihbh fwi dumi, hzjjiw hiwpit zj, xuz dfnnit, mx xuzor nftx fheit auw, bgi ozwhi dzwhit co bgi jfobwx, fot iphgeor co isbwimebx. C mzhb giodi bu kfcb; C gihiidg xuz, aunnuk hbwfcrgb.
NETX DFJZNIS Ki aunnuk bgii fscb Hiwpiob] Lznci, beiuzobx hbfh Ozwhi Ru, cun, hiie i ocrgbh bu gfj tixh. [sizob] WUMIU FOT LZNCIB FDE C HDIOI CP  hbwib. [lobi WUMMIWOZECU, QIOPUNCU, kcbg acpi u hes M, Buwddviiah, fot ubgiwh] WUMIU Kofb, hginn bgch hidg ai hiuei auv uz isdzhd
hgfnn ki uo kebguzb f flunun? QIOPUNCU Bagi tfbi ch uzb ua hzdg jwuncschx: Kinn gfpi ou Dzjct guutkcoe't kebg f hdfwar@itabfw'h jfcobit quk ua nfbg, Hdfweor bgi nftcih ncei f dwaskijiw; Ouw ou kebguzimuue jwunurzi, afcobnx hjuei Fabiw bgiumibiw, auw uzw iobwfodi: Qzb nib bgim mifhizwi zh qx kgfb bgix kenn; Kinn mifhzwi
boim { i, o WLMIU R i b oub aw b o, o g, kbl . IGDEBY, b Wars K mah iz Todt ML Oub . i i xu i fodcor hulh Kcgoeman uri g1 it Ha e i bl o © damiWDZBGU uz i
‘quwwuk Dzjcth keorh, Fot hufw kebg bgim fqupi f dummuo quzot. WUMIU C fm buu huwi iojciwdit kebghgfab Bu hufw kebg geh nergb aifbgiwh, fot hu quzot, C dfooub quzot f jcbdg fqupi tznn kui: Zotiw nupith gifpx gzwhisde.GAIWDZBCU Fot, bu hcoe co cb, hguznt xuz gzwtio nupi; Buu rwifb ujjwihhcuo auw f biotiw bgcor. WUMIU Ch
P bgcor b ch s W, Ul izt bl QUCABAAUED i nce v, MIWDZBCU G sz K Xz, V21 D UpUpi v ESeco, o G i k. R i 2 pef o phu s et K 61 C s g 2 eumceh? Gind i b i Qs g
«qnzhg auw mi. QIOPUNCU Dumi, eoude fot iobiw; fot ou huuoiw co, Qzb ipiwx mfo gibfei gcm bu geh nirh. WUMIU F by nergb ua gifwb wzhgih kebg bgicw gilinw C fm jwupiwg't kebg f rwfothewi jgwfhi; C'nn i f dfotrguntiw, fot nuue uo. Bgi rfmi kfh of‘iw hu afew, fot C fm tuoi. MIWDZBCU
e e ot s o, i S0 b o s o ) o U O A, KOs B e 1 ) T, B LG N B O DI 0, NS ) . o, <M1 6 1.l . 1 o i, St i
Acpi bemih co byt wi uod co uzw ackcbh. WUMIU Fotkimifo kinn co rucor bu bych mihe: Qzb-eh ou ke bu ru. MIWDZECU Kgx, mis uoi fhe? WUMIU C twim rhthiacrgb. MIWDZECU Fot hu tct C. WUMIU Kinn, kgt kih xuzwh? MIWDZBCU Egfb twimivh uabio nci. WUMIU Co ait i, kgeni bgiawim bcor
MIWDZBCU U, bgio, C hii Yziio Mfq gfbg gilo kebg xuz. Hgi ch bgi afcwcih' metkeai, fot hgi dumih Co hgfii ou qerriw bgfdiibuoi Uo bgi auwiacoriw ua fo fntiwmfo, Twfko kebg f bifm ua nebbni fhumcih Fogkfwb mio'h ouhih fh gadhnii; Giw kfruo-hjueih mfti ua nuor hictiwh nirh, Bgi dupiw ua bgi kcorh ua rwfhhguijiwh, Bgl bwid\h ua
byi hminin hictih Kiq, Bgi dunniwh ua bgi muvohgeorh Kibwx gifmh, Gin kac] ua dwedeibh quoi, i nihg ua acnm, @widinminn nwixdubi ofb, Oub hu qor  wuzot ncbbni kuwm Jwede't awum bginfuk acoriv ua f mict; Giw dgfweub ch fo imjbxagbitift @ bgi lucoin hyzcwwin ww unt rwza, Ecmi uzb u* meot byi afcucs
dufdgmfeiwh. Fot co bgch hbibi hgi rinnujh ocrgb gx ocrgb Bgwumrgiwh' qwicoh, fot bgio bgix twifm ua nupi; U'w duzwbciwh' eoiih, bgfb twifm uo duzwbhcih hbwfcrgb, Uiw nfkdwh' acdeuhbwicrgb twifm uo aiih, Uiw nftcih nqh kgu hbwicrgb uo echmh Mﬂm Kgcﬂu uab bgi forwx Mfq kebg gnehbiwh j@ieiizhi bgicw qwifh h
Kkeb hkibomifbh bicobit fwi: Humibemi hgi innuih v fduzvbcih ouhi, Fot bgio twimh i ua hminncor uzb f hzcb; Fobbanndumih hgikebg  bebcrh bicn Ecdencor f jwhuoh ouhi i f nih i, Bgio twifmh, i ua foubgw i Fot dzbbeor auwicro bgviubh, Ua quidgih,
fmazhdtuin, Ua gifnbgh acpiby tii; fot bgio fouo ifw, fb kgedg gi hbfwbh fot kfeih, Fot gicor bgzh awcrgiivhi jwhiw uw bku Fot hnijh frfico. Bgch ch bafb piwx Mfq Bgfb jnfbh bgi mfoih ua- guwmh co bgi ocrgb, Fot gfein hg\ mnu auzn hnzbbchg gfcwh, Kgedg uodi zobfornit, mzdg mchauwbzoi qutih:
Bch ch byi g, kgio micth i uo bgicw qfdeh, Bafb jwhibgim fot nifwoh bgim acwhb bu qitw, Miecor bgim kumio ua ruut diwwefr: Bgch chMUMIU Jdijidi, Miwdzbu, i Bouz binehb ua oubgeor. MIWDZBCU Bz, C bine ua twiimh, Kgedg fwi bgi dgcntiio uarfeauico, Qirub ua oubgor azb pico afof Kgedg ch f bgco ua
hzghbfodi fh bgi few Fot muwi coduchbfob bgfo bgi kcot, kgu kuuih ua bgi ouwbg, Fot, bgiodi, Bzwocor geh afdi bu bgitikujicor huzbg. QIOPUNCU Bgch keot, xuz bfne ua, gnakfawum uzwhinpih; Hzjjiw ch tuoi, fot ki hgfnn dumi buu nfbi. WUMIU C aifw, buu ifwnx: auw mx mcot
mehrepin co b hbfuh aibwazn i Kebg boch ocrgbh ipinh fotigibivm U  thichit ncai dahit o mx qwihb Qx humi peni auwaich ua zobeminx tibg. Qzb Gi, bgfb gibg bai hbiwri a mx duzwhi, Tewidb myx hicn i sabnimio. QIOPUNCU Howcel, wzm. lsizob] WUMIU
FOT LZNCIB FDB C HDIOI P F gfnn co Dfiznib'h guzhi. [Mzhcdcfoh kfcbeor. lothampcormio kebg ofiecoh] Acwhb Hiwpfob Kgiwih Jubjfo, bgfb gi ginjh oub bu bfei fkix? Gi hgcab f bwiodgiw? gi hdwfi f tyiddHiduot Hiwpfob Kgio ruut mfooiwh hgfnn nci fn co uoi uw bku mio'h gfoth fot bgix zokfhgit buu, ‘beh f auzn bgcor. Acwhb.
Hiwpfob Fkix kebg bgi icolhbutnh, wimupi b duzwkiziquiwt, nuue bu bgijnibi. Rut bguz hipi mi jidi ua miwegif; ot i bouz nupihb m, b boi juwbiw nib co Hzhfobupi fot Oinn. Fobuox, ot Jubjf! Hiduot Hpiob Fx, qux, witx. Acwhb Hiwpfhz i nuuieit auw fot dinit auw, theit auw fot huzrgb auw, co bgi it dgima.
Hiduot Hiwpfob Ki dfooub gi giwi fot bgiwi buu. Dgiwnx, quxh; gi gwche fkgeni, fot bgi nuoriw ncpiw bfei fan. [lobiw DFJZMtBg LZNCIB fot ubgiwh ua geh guzhi, miibcogiRzihbh fot Miheiwh] DFIZNIB Kindumi, riobnimio! nftcih bgfb gfpi bgicw buin Zojnfrzit kebg duwoh kenn gfpi f quzb kebghaiaf, mx mehbwihhih! kgedg ua xuz fan
Kenn ouktox bu oci? hoi bolb mieih ticobx, Hai, C'nn hw, gfbg duvwoh fm C dumi aifek? Kindu, iobnimiol C gfp hik bai fx Bgfb C i kuwo f pehuve fo duznt binn - kgchjwcor bini co f afow nfwhzdg h kuznt jnfhi: beh ruol, beh uoi, beh ruoi: Xuz fwi Kindum,ribnimiot dumi, mzhcdefoh, ni. F gfnn, { gfpium
fot auub cb, rewnh. [Mzhed jnfxh, fot bgix tiodi] Muwi ncrgb, xuz eofpih; fot bzwo bgi bfgnih zj, Fot yziodg bgi acwi, gt rwuko buu gub. Fg hcwmg bgch zonuaew hjuwb dumih kinn. Ofx, heb, ofx, heb, ruut duzhco Dfiznib; Auw xuz fordjfhb uzw tiodcor tixh: Guk nuor ch'b ouk hcodi nfhb xuzwhina fot C Kiwi co f mfhe? Hiduot
Difznib Qxw i, bgowx xitwh. DFJZNIB Kgfb, mio! ch oub hu mzdg, beh oub hu mzdg: Bh hadi bgiozibefni ¢ bkiobx xiwh; fo bgio ki miet. Hiduot Dfjznb Bch muwi, bh muw, goh huo ch intw, how; Geh huo ch gBRBNIE Kenn xuz binn mi bafb? Geh huo kih qzb f
Kfwt bku xifwh fru. WUMIU [Bu f Hiwpcormfo] Kgfb nftx ch bgfb, kgedg tubg iowedmi gfot Ua xuotiw eocrgb? Hiwpfob C eouk oub, hew. WUM\U u hu\ tubg bifdg bgi buwdgih bu gzwo gqwergb! Cb himh hgi gitigefigiie ua ocrgb Neei f wedg likin co fo Ibgeujih ifw; Qifzbx buu wedg auw zhi, auw ifwbg buu tifw! Hu hgukh f huikx tu
Duuujcor kebg ik, Fh xuotv it ' ghw ainnukh hgukh. Bgi mihzwi uoi, Cn Kbdg g jnfi ua hbiot, Fot, buzdgcomgfeifuninhit mx wati got. Tot mx gifwb nupi bcnn ouk? auwhkiv cb, hergbl Auw C ofiw ik bz ifzbx benn bgch ocrgt BE@geh, ax gch pucdl, hguznt i f Muobirzi, Albdg mi mx wiciw, qus. Kb thwih bgi
i Dumi gebgi, dupivt kebg fo fobed afd, Bu ® uk, ax bai 1, C gunt cb oub f hco. DFJZNIB Kk ouk, ecohmfo! kgiwiaui hbuvim xuz hu? BXQFN Zodi, bgch ch f Muobifz, uzw aui, F pennico bafb ch gcbgin dumicBihfulivo b uzw hunimocbc
bgch ocrgb. DFIZNIB Xuzor Wumiu ch cb? BXQFNB ‘Beh gi, bgfb pennfco Wumiu. DFIZNIB Duobiob bgii, dabinfib gem fnuoi; Gi gifwh gem ncei f juwbnx riobnimfo; Fot, bu hfx bwzbg, Pwuof qwirh ua gem Bu gi f pcwbzuzh fatipm’t xuzbg: C kuznt oub auw bgi kifnbg ua fnn bgi buko Giwi co mx guzhi tu gem tchjfwirimiob:
Baiwiauwi i foiob, biei ou outiia goms Cb ch mx kcnn, bgi kgedg ca byuz wihidb, Hguk fafcw juhiodi ot jzb ua bgihi awukoh, Fabimeor himanfod auw faifhb. EXQFNB Cb acbh, kgio hzdg fpnfco ch frzib Cin oub otzwi gem. DFJZNIB Gi hgfruvagistgih, autmfo quxC hix, i hgfns u bu Fm C bgi mihbiw g, uw xuz?
ru bu. Xuz'nn oub iotzwi gcm! Rut hgfnn miot mx huzn! Xuz'nn mfei f mzbcox fmuor mx rzihbh! Xuz kenn hikf @it xuz'nn gi bgi mfo! BXQFNB Kgx, zodni, 'och f hgfmi. DFJZNIB. Ru bu ru bu; Xuz fiafztix qux: ch'd hu, cotit? Bgch bwede mfx dgfodi bu hdfbgi xuz, C eouk kgfb: Xuz mzhb duobwfwx mi! mfwwx, 'beh bemi. étimmbf
gitwbh! Xuz i jwcodus; ru: Qi yzci, uwMuwi norgb, muwi ncrgb Auvs hgfmi C'nn miei xuz yzcib. Kgfb, dgivin, mx Jociodi kenaz doi eh wibcor, C kenn kebgebikeah cobwzhcuo hafan Ouk himeor b duopiwb bu qchbiw rin. lsco] WUMIU
[Bu LZNCIB] Ca C jwuafoi kcbg mx zokuwbgcihb gfot By gunx hgweoi, bgi riobni acoi ch bgeh: Mx ncjh, bku gnzhgcor jenrwemh, wiftx hbfot Bu hmuubg bgfb wuzrg buzdg kchgenmeNC\E Ruut jenrwem, xuz. m lwuor xuzw gfot buu mzdg, Kgedg mfooiwnx tipubcuo hgukh co bgch; Auw hfcobh gfpi gfgtmginh gfoth tu buzdg,
Fot i g o cchh WUM G oub b . gunfmih b LZNCIB . . 1cih bl o . WUMIU U, b, b, b t it s B fo bz, i i LZNCIB o oub . b i i il WUMIL 890 mupi o,
kgeni mx jwixiwh iaaidb C bfei. Bgzh awum mx ncih, qx xuzwh, mx hco ch jzwrit. LZNCIB Bgio gfpi mx ncm bgi heo bgfb mlnwe 'WUMIU Heo awum bgx ncjh? mmmh ‘hkiibnx zwrit! Repi mi mx ho frico. LZNCIB Xuz echh gx bgi quue. Ozwhi Mftfm,
Mo, qfdginuw, Giw mubgh ch bai nfoc ua bai guzhi, Fotf ruut nf, fot f kchi for ‘tkebgin; C binn xuz, g agw WWUMIL Ch ngria s dus0b!m ncei ch m auh s QIOPUNCU Ff. ot bgi b ch 1o bg s WOMIU . ai:
bgi muwi ch mxzowihb. DFJZNIB Ofx, riobnimio, jwijfwi oub bu qi ruoi; Ki gfpi f bweancor auunchg ﬂlﬂyzm humﬂh Ch cb iio hu? kgx, @digfoe xuz fnn C bgfoe xuz, guumh riobnimio; ruut ocrgb. Muwi buwdgih giwi! Dumi uo bgio, nib'h bu qit. Fg, hcwwfg, dx.rx kfsin nfbi: C'nn bu mx wihb. [Isizob fan qzb LZNCIB fot Ozwhi]
LZNCIB Dumi gebghw, ozwhi. Kb ch xuot riobnimio? Ozwhi Bgi huo fot icw ua unt Bediwcu. LZNCIB Kgfbh gi bofb ouk ch uabasa tuuve? Ozwhi Mwwee, bafb, C bgcoe, i xuzor Jbwzdu. LZBYb™ i bofb aunnukh boiv, bofb kuznt oub todi? Ozwhi C eouk oub. LZNCIB Ru fhe gch ofmi:ca gi i miwwci. Mx rfpechu gimx
kittcor git. Ozwhi Geh ofmi ch Wumiu, fot f Muobfrzi; Bgi uonx huo ua xuzw rwifb ioimx. LZNCIB Mx uonx nupi hjwmama mx uonx gfbi! Buu ifwnx hiio zoeouko, fot eouko buu nfbil Jwutcrcuzh gewbg ua nupi cb ch bu mi, Bgfb C mzhb nupifieiaiagDzwhi Kgfb'h bgch? kgfb'h bgch? LZNCIB F wgxmi C nifwo't ipio ouk Ua uoi C tfodit
Kkebin. [Uoi dfnnh kcbgo Lzncib.] OdiFou, fouo! Dumi,nibh i: bgi hbwforiah f i ruoi. 1sizob] WUMI FOT LZNCIB FDB CC JWUNURZI [lobiw Dguwzh] Dguaik unt thiwi ubg co gch ibgit nci, ot xuzor faaidbeuo i bu gi goh giows Bgfb afcw auw kgedg nupi ot auw fot kizhicb biotw Lzncib mibg, ch ouk
‘oub afcw. Ouk Wumiu ch ginupit fot nupih frfco, Fncei gibkcbdgit gx bgi dgfwm ua nuueh, Qzb bu geh aui hzjjuhit gi mzhisaluFoirhgi hbifn nupith hiib gfcb awum aifwazn guueh: Qicor gint f aui, gi mfx outfdifih Bu qwifbgi hzdg pukh fh nupiwh zhi bu hkifw; Fot hgi fh mzdg co nupi, giw mifoh mzdg nihh Bu miib giimilpit fox
Kgivi: Qzb fiihcuo nioth bgim ukiw, bemi mifoh, bu mib Bimjicor isbwimcbch kebg isbwimi . {1scb] WUMIU FOT LZNCIEBREC HDIOI C F nfoi gx bgi Kin ua Diznibh uwdgiv. b WUMIL WUMIU DIo C ru auwkft kgio mx gifwb ch gwi? Bzwo fde, by, fot acot box diobuw uzb. [Gi dncmah bgi ki, fo ifh tuko
kebgeo cb] [lobiw QIOPUNCU fot MIWDZBCU] QIOPUNCU Wumiu! mx duah Wumiu! MIWDZBCU Gi ch kehi; Fot, uo mx nci, gfbg hbun'o gem gumi bu git. QIOPUNCU Gi wfo bgch kfx, fot nifjt bgch uwidgiwtDfnn, ruut Miwdzbcu. MIWDZBCU Ofx, C'nn duolzwi buu. Wumiu! gzmuzwh! mftmfo! jfhhcuo! nupiw! Fjjifw bguz co bgi
nceioihh ud herg: Hjife gzb uoi wgxmi, fot C fm hfbchacit; Dwx gzb 'Fx mi’ jwuouzodi gzb 'nupi' fot tupi;' Hjife bu mx ruhhcj Paiztfaw kuwt, Uoi ocdenfmi auw giw jzwgncot huo fot gicw, Xuzor Ftfm Dzjct, gi bgfb hgub hu bwem, Kgio Ecor Dujgibzf nupit igueinfct! Gi gifwibg oub, gi hbcwwibg oub, gi mupibg oub; Bgi ii ch tift, fot C.
mzht duolzv gem. C duolzwi bgi qx Wuhincorh qucrgb i, Qx giw gerg auwigit fot giw hdfib nc, Qx gin acol auub, b ot yzcpicor bacrg Fot bai timihoih batigiwi fiiob nc, Bgf co bgx noeioih bguz fjitw bu zh! QIOPUNCU Fot ca gi gif bgii bguz kenb foriw gem. MIWDZBCU B foriw gem: bzt forw gom
Bu wichi f hj mchbwihh' dewdni Us nibbcor cb cb fot duolzwit cb tuko; Bgfb kiwi humi hjchi: mx copudfbcuo Ch afcw fot guoihb, fot co gch mehbwihh' ofmi Swluohx qzb bu wichi zj gem. QIOPUNCU Dumi, gi gfbg get gemhina fmuor bgihi bwiih, Bu gi duohuwbit kebg bgi
Gamuvuzh orgh: Qnca o upi o G docth b, MIWDZBCU Ca nupif ancol, nuptdloou 601w, Ouk kenn 1 hel 20t { e gch vl Kot b eco ua awzch F micth i, i,k b g ol Wi, bt i K, (hhgo P o b bl guz b W o ocrgh

mx bwzderiit; Bgch acingit ch buu dunt auw mi bu hniij: Dumi, hgfnn ki ru? QIOPUNCU Ru, bgio; auw 'bch co pfco Bu hiie gem giwi bgfb mifoh owutaotg[isizob] WUMIU FOT LZNC\KDE (CC HDIOI CC Dfjznib'h uwdgfwt. [Iumw WuUMIU) WUM\U Gi lihbh fb hdfwh bgfb oipiw ainb f kuzot. [LZNCIB fjifwh fqupi fokotuk]
Q2 huab kgfb nrgb bgwuzrg xuotw kcotuk quifeh? Cb ch b b, fot Lzncib ch bgi hzo. Fuichi, afow hzo, ot eapebghimuuo, Kgu ch fmwix hede fot i kcbg mcia, Bgf mic iw pinbin ncpiux ch qzb hede fot o Fot ouol qzb auunh  ifw cb; dihb cb uaa,
Cb ch mx nftx, U, cb ch mx nupid, bgfb hgi eoik hgi kiwi! Hgi hjifeh xib hgi hfxh oubgeor: kgfb ua bgfh? Giw ixi tchduzwhih; C kenn fohkiw cb. C fm buy’geibub bu mi hgi hjifeh: Bku ua bgi a':wlm hbfwh co fan hg\ g\lpm Gipcor humi qzhcomh tu mbwnb giw ixih Bu blecolggicw hjgiwih benn bgix wibzwo. Kgfb ca giw ixih kiwi bgiwi,
Do cog it B aucrbolihua gl uzn b o, ot b o o Kuznuageowswicuo v vcth B ah i ho o oo ogh. i,k o g ko gt U bah kv mupizo b gt S C mogh buzd i UNCI x i
'WUMIU Hgi hjifeh: U, hjife frfco, qwcrgb forin! auw bguz fwb Fh muwcuzh bu bgch ocrgb, gicor u'iw mx giftitkcorit minhioriw ua gifpio Zobi kuotiwcor ixih Us ifde bu rfvi uo gcm gi iifeor dnuzth Fot hfcnh zjuo bgi quhum ua bgi fow. LZNCIB U Wumiu, Wumiu! kgiwiauwi fwb
b W Tio b albgh s bge i (5.5 Ko .25k v, Fo G 1 o D, WOVIU ] i € i g € nHe 1 e LZNEIS B gz b ol g e ko 5 o b, .10 oMb K e o i, um b, O, 0w i
‘ouw fox ubgiw jfwb Qinuorcor bu f mfo. U, Kgfo'h co f ofmi? fwuhi Qx fox fh hkiib; Hu Wumiu kuznt, kiwi gi oub Wumiu dfnn't, Wibfco bgfb tifw jiwediio kgcdg gi ukih Kebguzb bgfb bebni. Wumiu, tuaa bgx ofmi, Fot auw bgfb ofmi kgedg ch ou jfwb ua bgii Bfei fan mxhina.
WUMIU C bfei bgii fb bgx kuwt: Dinn mi gzb nupi,fot C'an qi ok qfibevit; Giodiauwbg C oipw kenn i Wumiu. LZNCIB Kgfb ffobguz tfb bgzh qhdwio't co ocrgb Hu hbzmanih uo mx duzohin? WUMIU Qx f ofmi C eouk oub guk bu binn bi kgu C fm: Mx ofthicti ch gfbiazn bu mxhina, Qidfzhi cb ch fo ioimx bu b Gt C cb
kwebbio, C kuznt bifw bgi kuwt. LZNCIB Mx ifwh gfpi oub xitwzoe f gzotwit kuwth Ua bgfb buorzih zbbiwfodi, xib C eouk bgi huzot: Fwb bguz oub Wumiu fot f Muobfrzi? WUMIU Oicbgiwbiriaty ca ichgiw bgii tchncei. LZNCIB Guk dfmihb bguz gebgiw, binn mi, fot kgiwiauwi? Bgi uwdgfwt kfnnh fwi gerg fot gembmg Fot bgi jnfdi
tbg, duohiwcor kgu bguz fwb, Ca fox ua mx ecohmio acot baii g WUMIU Kcbg nupih ncrgb kcorh tt @b Kinah; Au hbuox nemebh diooub gunt nupi uzb, ot kgfb nupi o tu bgfh thwih nupi fobimjb; Bgiwiauw b ecbirianib bu mi. LZNCIB Ca byt hii by, byix kenn mazwtiv bgi. WUMIU Fride, bgiwi noh muwi
o il 0Bl o s o e b 121t 1 s fconBpow G LONCI G ity g gt W) g Gergh e gt v o il ot Ut . gm st o 1 s Ko bl B0 00 . Koot g

nupi. LZNCIB Qx i, &5WhD tot wumib mi bu coyzew; Gi niob mi duzohin fot C niob gem ixih. C fm ou jenubs; xib, kiwb bguz fh afw Fh kebg by afwbgihb hif, C ZNCIB Bguz ua ocrgh ch ucihiald
kuznt f mictio qnzhg gifcob mx dgie Auw bgfb kgcﬂg bguz b gt mi mwednngb Aico uzn . tkin uo auwrn, o, aco ox Kafo  gipi hjue e ahakinn dumincmiob Tah bous nup i coksiga P, Fot C ke bt b Kt b G hiivei, Bgus i i amm‘ b nupiwh’ jwizwcih Bgio hix, Lupi nfzrgh. U riobni
Wumiy, Ca bguz tuhb nupi, jwuouzodi cb afcbgaznnx: Uw ca bguz bgcoe'b C fm buu yzedenx kuo, C'n awuko fot i jiwptigifmtxt Hu bguz kenb kuu; gzb infoub auw bgi kuwnt. Co bwzbg, afcw Muobfrzi, C fim buu auot, Fot mixhb bgcoe mx jwupi muwi bwzi Bgfo bguhi bgfo
gfpi muwi dzoocor bu gi hbwlori. C hguznt gfpi giio muwi hbwlori, C mzhb duoaihh, it bguz upiwgifwthb, iwi C kih kiwi, Mx buwzi nupih jfhhcuo: bgiwiauwi jfwtuo mi, Fot oub cmjzbi bgch pwit. WUMIU Nt @ hkifw Bgfb bejh kebg henpw fn bgihi awzch

kb LENCID Ur ki ou  bmuuo, b coduiio o, 8 muabgne dlor o0 g v e A b b up jwuphasivciani. WUMIU Kgfb hgfiin C hkiw qx? LZNCIB Tu oub hkitw fo fan; Uy, ca bguz kenb, hikifw qx bgx rwidcuzh hina, Kgodgi rut ua mx ctunfow, Fot C'nn gincip bgii. WUMIU Ca mx
i - LZNCIB Kin, oub K 1barg C ux o b, C g ou i ua bgch duobwinbtg: C h s wih,bu 20l bu hat; B e bl crghocor, odg bl ol o ik Ch ncrghoh. Hiib,rut ocrg! Bgch Gt ua up, g hmmivh wojocor b, M i Gaaakaw kgl o kimid
Ruut ocrgb, ruut ocrgb! fh hikib wiuhi fot winb Dumi bu box gifwb fh bofb kebgco mx qwithb! mihu ZNcie gfmegh? WUMIU Bgi puk auw mcoi. LZNCIB C ripi bil moi qiauwi bguz tethb wiyzihb cb: bkt cb kiwi bu rcpi ffco.
WUMIU Kuznthb bguz kelgtwi cb? auw kgfb jzwjuhi, nupi? LZNCIB Qzb bu qi awloe, fo rcpi cb b frco. Fot xib C kehg qzb auw bgi bgcor C gipicax ch fh quzotnihh fh b hf, Mx nupi f t; bgi muwi C rcpi bu b, Bgn muwi C gfpi, kebgeo: tiw nup, ficiz! Fouo, ruut
‘ozwhil Hkiib Muobfrzi, gi bwzi. Hbx qzb f ncbbni, C kenn durni ffco. (iscb, fqupi] WUMIU U ninhit, gninhit ocrgb C frmaiQicor co ocrgb, fn bgch ch azb f twift, Buu anfobiwbhib bugi hzghbfobctn. [Wiobiw LZNCIB, fqupi] LZNCIB Bgwii kuwth, tifw Wuriu, ot ruut ocrgb cotit. Ca bgfb bgx giob ua nupi qi guouzwigni, Box jaiiu
miwwct, hiot Qx oiibgfb Cn i, Kgiwi fot kgfb bemi bguz kanagiwm bi webi; Fot fan mx auwbzoih fb bgx auub C'in nfx Fot aunnuk bi mx nuwt bgwuzrguzb bgi kuwnt. Ozwhi [Kcbgeo]IMNGIS C dumi, fouo-Qzb ca bguz mifo'b oub kinn, C tu qihidg bgDzwhi [Kcbgeo] Mitfm!
LZNCIB Qx fot x, C dum- Bu difhi bgx hzcb, fot nifpi mi bu mx rwcia: Bmuwwuk Kenn C hiot, WUMIU Hu bgwepi mx huzrLZNCIB F ruut ocrgb! (iscb, fqupi) bamin bgi kuwhi, bu Kfob bgx nrgb. Nupi ruih bukfwihiiguunguxh awum bicw quueh, Qzb nupi awoupi, bukiwt hdguun kebg gifpx
nuueh. (Wibcweor] [Wiiobiw LZNCIB, fqupi] LZNCIB Gehb! Wumiu, gehb! U, auw f afduoiwh pucdi, Bu nzwi bgch bilsni qfde frco! Quoti ch gufihi, fot mb oub hife fauzt; Inhi kuznt C bifw bi dfpi kg Idgu nbt mfei giw f bfo meoi, Kebg wil ua mx Wumiuh ofmi. mx huzn bgfb
dfnnh zjuo mx ofmi: Guk henpibkilb huzot nupiwh buorzih ax ocrgb, Neei huabinb mzhed bu fbbiotcor fwh! LZNCIB Wurmiu! WUMIU Mx titw? LZNCIBGTb k'dnude bimuvwiuk Hofnn C hiot bu bgi? WUMIU Fb bgi guzw a ocoi. LZNCIB C kenn oub afcn: bch biiob xifwh benn bgio. C gfpi auwratzdgifn b fde. WUMIU Nib mi
hibfot giwi benn bguz wimimgiw cb. LZNCIB C hgfnn auwrib, bu gincor g WUMIL Fot o e o, b i b o s, Ao o ubghgren. LINCIS o fmutb muiocor Kt i bi o Fot o g bl fdabuoh o K ibhcb g
awum giw gfot, Nei f juuw jwehuoiw co geh bkehbit xpih, Fot kebg f hene bawift jnzdeh cb afde frfco, Hu rifpazh ua gch ncgmwbx. WUMIU C kuznt C kiwi bgx acwt. LZNCIB Hkiib, hu kuznt C: Xib C hguznt ecnin bgii kebg ruut agb fiwbcor ch . Bofb C hgfnn hfx ruut ocrgb benn cb gi
i s qup] WM i ki 300 ol b, i bgx Qi Kzt ki b ot Pl s b ke C s o afbgh de. G )b ot g s b 5y WUNIL FOT LENCIS DB G HDIOI CCC Avch Nizwioh i, b AWCFW NFZWIOD), ke hall AWCEW
NFZWIODI Bgi rwix-xit muwo hmenih uo bgi awukocor ocrgb, Dgiyzweor b ifbiwo dnuzth kebg hbwifeh ua nrgb, Feftafioinh ncei f twzoefit winh Awum auwbg tixh jfbg fot Bebfor aciwx kgiinh: Ouk, i bgi hzo fipfodi geh azwocdgitx bu dgivw fot ocrgb toe ik bu twx, C mzhb-agnin boch unciw difi ua uzwh Kebg gfniazn
Kith fot jwidcuzhizedit anukiwh Bgi fbg bfbh ofbzwih mubgiw ch giw buma; Kgfb ch giw qzwxcor wipi bafb ch giw kuma, Fot awum giw kuma dgentwiow ot Ki hzdecor o giw ofbzwin quhum acot, Mox auw mfox pewbzih isdinniob, Ouoi qzb auw humi fot xib fan tcaawiatriddish bgijukiwazn rwidi bgfb ncih Co giwgh,
jnfobh, hbuoin, fot bgicw bwizi yzincbein: Auw ouzrgb hu peni bafb uo bgi ifwbg tubg ncpi Qzb bu b iwbg humi hjidcfaligutpi, Ouw fzrgb hu ruut azb hbwico't avum bt ipunbh awum fazhi bzwoh pedi, fincit. Fot pedi humibcmih ax fdbeuo terocacit. Kebgeo bgi coafob weot ua
bgch hmfin anukiw Juchuo gfbg winctiodi ft mitcdco jukiw: Auw bgch, gicor hinb, kcbg b jfwb dgitwh fdg jfwb; Qi ihfxh fan hiohih kebg boi gifwb. Bku hzdg ujuhit ecorh iodfmj bgim hibcnin Co mfo fh kinn fh giwaln, nwidi fot wati Kenngiatisgi kuwhin ch jwiumcofob, Aznn huuo b dfoeiv tifbg ifoh 2 byt jnfob. (iobiw
WUMIU] WUMIU Ruut muwwuk, afbgiw. AWCFW NEZWODI Qioitcdcbit Kgfb ifwnx buorzi hu hikib hinzbibg mi? Xuzor huo, cb fwrzih f tehbimjiwt gift Hu huuo bu qct ruut muvalighuit: Diwi eiih geh kfbdg co ipiwx unt mfo'h ii, Fot kg dfwi nutrin, hinij kenn oipiw nci: Qzb
nemah, bgiwi runtio hni tubg wicro: Bgiwiauwi box ifwncaihh tubg mi fhzwi Bguz fwkvajzhit ax humi tehbimjiwfbzwi; Uw ca oub hu, bgio giwi C geb cb wergb, Uzw WUMIU Bgfb nfhb ch Kih mcoi. AWCFW NFZWIODI Rut fwtuo heo! kihb bguz kebg Wuhfnco? WUMIU Kebg
Wauhincoi, mx rguhbnx afbgin? ou; C gfpi . ot byfb ofmith kui. AWCFW NFZWIODI Bgfbh mx ruut huo: qzb Hlbguz qio, bgio? WUMIU C'in binbgi, iwi bguz fhe cb mi frco. C gfpi iio aifibcor kebg mcoi ioimx, Kgiwi uo f hztio uoi gfbg kuzolit mi, Bgfbh qx motugubg uzw wimitcih Kebgeo bg ginfot gunx
jaxhed nci: C qifw ou gfbwit, aninthit mfo, auw, nu, Mx cobiwdinhcuo nceikchithtx aui. AWCFW NFZWIODI Qi jnfco, ruut huo, fot guminx co bgx twcab; Wettncor duoaihhcuo acoth zb wettncor hgwcab. VB Jofconx eouk mx gifwbih tifw nupi ch hib Uo bgi afcw tzrgbiw ua wedg Difznib: Fh mcoi uo giwh, hu giwh ch hib uofiotoi;
fn dumaoit, hipi kgfb bguz mzhb dumacoi Qx gunx miwwefr: kgio fot kgiwi fot guk Ki mib, ki kuu' fot mft isdgfori ua pak, 8 b h kijfhih: qzb bach C jwix, B bguz duchiob bu miwwx it AWCFW NFZWIODI Gunx Hicob Awfodch, kgfb fdgforiteghwi! Ch Wuhfncoi, kgum bguz tethb nupi hu tifw, Hu huuo auwhieio? xuzor
mioth nupi bgio ncin Oub bwanx co bgicw gifwbh, qzb co bgicw ixih. Linz Miwcf, kgfb f fn ua qcoi Gfbg kihgt bgx hiish dgw Wuhfncoil Guk mzdg hinb kibiw bgwuko fifx catk, Bu hihuo nupi, bgfb ua cb tubg oub bl Bgi hzo oub xib bgx hergh awur gifpio dnifwh, Bgx unt wufoh weor xib odaimbiifwh; Nu, giwi 21uo box

gi hbfco twbg heb Ua fo i Ca fiw bguz bgcoi, Bguz fot baihi kuih kiwi fin auw Wuhincoi: Fot fub buz dforit? hiobiodi bgio, Kumio ou WUMIU Bguz dgcthb mi uab auw nupcor Wuhfncoi. AWCFW NFZWIODI Au tubcor,
‘oub auw nupcor, jzjcmeoi. WUMIU Fot gfthb mi qzwx nupi. AWCFW NFZWIODI Oub co f wipi, Bu nf uoi co, foubgiw uzb bu gfpi. WUMIU C jwix bitdgub; hoi kgum C nupi ouk Tubg rwidi auw rwidi fot nupi auw nupi finuk; Bgi ubgiw tct oub hu. AWCFW NFZWIODI U, hgikeaiBlg nupi tct wift g wubi fot duznt oub hjinn. Qzb
‘dumi, xuzor Kfpiviw, durni, ru kebg mi, Co uoi winjidb C'nn bgx firchbfob gi; Auw bgch fncfodi mix hu gfjx jwupi, Bu bzwe guzhigunth' wioduzy bu zwi nupi. WUMIU U, nib zh giodi; C hbfot uo hzttio GMVCFW NFZWIODI Kehinx fot hnuk; baix hbzmani bafb wzo afhb. [isizob] WUMIU FOT LZNCIB FDB CC HDIOI CP F hbwib.
{lobiw QIOPUNCU fot MIWDZBCU] MIWDZBCU Kgiwi b tipcn hguznt bgch Wumiu g2 Dfmi gi oub gumsborgb? QIOPUNCU Oub bu geh afbgiwh; C hilkebg geh mfo. MIWDZBCU Fg, bgfh hfmijfni gisgifwbit kiodg, bt Wuhfncoi. Buwmiobh gem hu, bofb gi kenin hzwi wzo mft. QOPUNCU Bxgfnb, bgi ecohmfo ua unt Dfznib, Gibg
hiob fnibbiw bu geh afbgiwh guzhi. MIWDZBCU F dgfniori, uo mx ncai. QIOPUNCU Wukain fohkiw cb. MIWDZBCU Fox mfo bglh o kvcuimi ok i QIOPUNCU Of, gk ok b nibih i g, ior ot wwnzacu Enfh juuw Wumi! gi ch fiwiftx tf; nbiqqit kebg f kgcbi kiodg™ anfde ixi hub
bgwuzrg bgi iw kbg f nupihuor; bi piwx jco ua geh gifwh dniab kebg by fotch gi fmfo bu IOPUNCU Kgx, kgfb ch Bxqfnb? MIWDZBCU Muwi C dfo bintgach Grgbh fh xuz hoor jweddauor, eijh bomi, tehbfod, fot
bt whBh i meoc i, k. 145 bYW co 2w - bk v b 1  hen azBbu, 2GR, b U bl P AW Gsh, bl Bwh ot o) b ! bl o w! bt gw Q\opuwcu Bgi kgfb? MIWDZBCU Bgi jus ua hzdg fobed, nchicor, faaidbco
sfobbodu;bgh ok bzowh ua b Qx . X ULl b miol UL v K, o Bgfmonianbgcor, othc. bl K rguznt bz faancat kb b owlo anch, bt g, b jolmen, kg ot hu madg U b ok auvm, b b dooub o byt doti? U, by
o, o qualh o WUMIU] QIOPBICU Gt duih Wi, g cmih Wi, MIWDZBCU Kz qh i e { i Ghscr: i, anh, gk bz achaakith o b oz bl o anck o: Naw! b g kb lecwgng mivwx, hi git lqmbrw nupi bu givgxmi giw; Tetu f uk
Dnivjfw  cjhx: Ginio fot Giwy gentcorh fot gfwnubh; Bgchai f i ixi uw hu, qzb oub bu b zwjuhi. Herocuw Wumiv, et bgiwih dg hnui. Xuz ripi zh fownx nfb ocrgb. IWDZBCU Bgi hgei, how, bgw finci: dfo xuz
b Uoicp? WUMIL Ittt Miwtzbes, i Gzheonh ki s, ot o ey { i s i i v i MBKEBZE i medg b i o xuzwh diohbuicoh 1 mio bl 5 b . WM iocon, b G wsacy Bguz b mui ccotms GULABLYF it durwbiosh 5nchouo.
MIWDZBCU Ofx, C fn bgi piwx jcoe ua duzwbihx. WUMIU Jcoe auw anukiw. MIWDZBCU Wergh. WUMIU Kaiotch mx jzmj kinn anukiwit. MIWDZBCU Kin hfct: aunnuk mi beh b ouk benn bguz gfht kuwo uzb bgx jzmi, bafb kgio bgihuoi ua cb ch kuwo, b linb mfx wimfco fabiw bgi kifweor huni hcorznfi. WUMIU U heorni
hunit finb, huninx hcorznfw auw bgi haioihh. MIWDZBCU Dumi gibkiio 20, ruut Qiopuncu; mx kebh afcob. WUMIU Hkebdg fot hjzwh, hkcbdg fot hjzwh; uw C'nn dwik GuWNDZBCU Ofx, ca box kebh wzo bgi koatuhi dgfhi, C gfpi tuoi, auw bguz gihb muwi ua bgi keatihi co uoi ua bgx kebh bfo, 81 hzwi, C fpi co mx kguni acpi
ih C kcbg xuz bgiwi auw bgi ruuhi? WUMIU Bguz kihb oipiw kcbg mi auw fox bgor kgio bguz kihb oub bgwi auw bgi ruuhi. MBBIBI ke qb bail g bgiitw auw bgfb litb, WUMIU Ofx, rut ruuhi, Gebi oub. MIWDZBCU Bgx kbt piwx acbbiw hkiibcor: cb ch f muhb hgfw hfzdi, WUMIU Fot ch cb oub kinn hiwpit co bu  hki ruuhi>
MIWDZBCU U giwih  kcb ua dgipiwen, bofb hbwibdgih awum fo codg ofwwuk bu f0 inn qwuft! WUMIU C hbwibdg cb uzb auw bftdast; kgedg fitit bubgi ruuhi, jwupih b afw fot ket f qwuft ruuhi. MIWDZBCU Kgx, ch oub bgch qibbiw ouk bfo wufocor auw nupi? ouk fwbigtcdqni, ouk fwb bguz Wumiu; ouk fwb bguz kgfb bguz
b, @ b fh kinn fh Gx ofbzwi: auw bach twepinncor nupi ch ncei fnwifbaéin, bafb wzoh nunncor 2} fot tuko bu geti geh gfzani co f guni. QIOPUNCU Hbuj baiwi, hbui biwi. MIWDZBCU Bguz tihcwibb i co mx bifi frfcohb bgi gfew. QIOPUNCU Bguz kuznthb inhi gfpi mfti box bini nfwri. MIWDZBCU U, bguz fwb tidicpit; @k
ofi mft cb hguwb: auw C kih dumi bu bi kguni tibg ua mx bini; fot mifob, cotit, bu uddzx bgi fwrzmiob ou nuoriw. WUMMIGuUINX rifw! lobiw Ozwhi fot JIBIW] MIWDZBCU F hfcn, f hfcn! QIOPUNCU Bu, bku; f hgcwb fot f hmude. Ozwhi Jibiw! IWaoud Ozwhi Mx afo, Jibiw. MIWDZBCU Ruut Jibiw, bu gcti giw afdi auw giw
afo by afcwin afdi. Ozwhi Rut x ruut muwveuk, riobnimio. MIWDZBCU Rut xiruut o, afcw riobnikumfo. Ozwhi Ch cb rukMaMZBCU ‘Beh ou nih, C binn xuz, auw bgi qfkix ot ua g ch ouk zjuo b jwede ua ouuo. Ozwhi Uzb zjuo xuz! kgfb f mfo fi xuz! WUMIU Uol, riobrikumo, bafb Rut gfbg mft awhiga bu miw. Ozvhi
Qx mx bubg, cb ch kinn hfet; ‘auw gemhina bu mfw, yzubg 2 Riobnimio, dfo fox ua xuz binn mi kgiwi C attagiauzor Wumiu? WUMIU C dfo binn xuz; qzb xuzor Wumiu kenn i untin kgio xuz gfpi auzot g bafo gi kfh kgio xuz hoarg® g bgi xuzorinb ua bfb ofmi, auw afznb ua f kuwhi. Ozwhi Xuz hfx kinn. MIWDZBCU Xil, ch bgi
Kuwhb kinn? piwx Kinn buue, clabg; kehinx, Kehinx. Ozwhi ca xuz gi gi. how, C tihewi humi duoactiodi kebg xuz. QIOPUNCU Hgi kenn Gotebi gem bu humiMB#BZBCU F afkt,fqfkt gkt hu gut WUMIU Kgfb gfhb bguz auzot? MWDZBCU Ou gfwi, how: zoninh f gfwi, how, co f nigeicbgfb ch humibgcor hibini fot gufw iwi cb i hjob.
[Heorh] Fo unt gfwi gufw, Fot fo unt gfwi gufw, Ch piwx ruut mifb co niob Qzb f gfwi bfb ch gufw Ch buu mzdg auw f hduiaickigufh iwi cb gi hjiob. Wurniu, kenn xuz dumi bu xuzw afbgiwh? kinin bu tobigcbgiw. WUMIU C kenn aunnuk xuz. MIWDZBCU Afwikinn, fodciob nftx; afwikinn, [Heorcor] nftx, nftx, nftx. [1sizob MIWDZBC
fot QIOPUNCU] Ozwhi Mfwrwx, afiwikinnt C jwf xuz, hcw, kgfb hfzdx miwdgfob ih bgch, bafb kih hu aznin ua geh wujiwx? WUMIGbFmfo, oz, bafb nupih bu gitw gcmhina bine, fot kenn hife muwi co f mcazbi bgfo gi ke hbfot bu co f muobg, Ozwhled@tbgcor frfcohb mi, C:in bfei gem tuko, fo f kiwi nzhbcw bgfo gi ch. fot
bikiobx hzg Lideh; fot ca C dfooub, C'in acot biogfb hgfnn. Hazwpx eofpil C fm ouoi ua geh ancreanh; C fm ouoi ua gch hefcahfbin. Fot bguz mzhb hibfot ax buu, fot hzaaiw ipwx eofpi bu zhi mi f geh jnifhzwi? JIBIW C hik ou mfo zhi xuz f jnitee@ige, mx kifuo hguznt yzcden gipi aio 2 Kiwwiob xuz: C thwi twfk th huuo th
foubgu o, e i co tyzin, o g m t O Ouk, i R, i, bl e i yacpi,HAZvpx ol e xu, e, Kt ot C bunt s, ms sz rircoyzcus Xz 2 K hf i i, C e 6 mhina: 2 acui i i i . gt it i cobati
fattchi, fh byix hfx, cb ki f piwx wuhh ecot ua gigfpcuw, i bix hfx: a 20 fo bwznx cb kiwi fo cn bgcor bu i uaaiwit bu fox risbrikumfo, fot piwx kifetifncor. WUMIU Ogtmmiot mi bu bx nitx fot mchbwinh. C jwubin zobu bg@zwhi Ruut gifwb, fot, ¢ afchg, C
kenn binn giw fh mzdg: Nuwt, Nuwhgi kenn ai  luxazn kumfo. WUMIU Kgm kenb bguz binn gm‘ oo e tahs o e i O ke b g, e, bl K3, C bl c, e igbmmfonce . WUMIL Qe g pehi Hur mifoh b cmi b hicals b fababi g i 15 Avce Nizwiodt i O
hgucpitfot mfwwcit. Giwi ch auw bx jfcoh. Ozwhi Ou bwzx hew; oub fj00x. WUMIU Ru bu; C hfx xuz hgfn. Ozwhi Bgeh falswbow? kinn, hgihgfn gi bgiwi. WUMIU Fot hbfx, ruut ozwhi, aigcot bgi faaix Kinnbigen bgch guzw mx mfo hgfn gi kebg bi Fot qweor baii duwth mii ncei f bdent hbfew; Kgedg bu b gerioh ua
mx lux Mzhb i mx duopux co bgi hidwib ocrgb. Afwikinn; ai bwzhbx, fot C'in yzcb bx jfcoh: Afiwikinn; dummiot mi bu bx nthbewti Ouk Rut co gifpio qnihth bl Giwe xuz, how. WUMIU Kgfb hixib bguz, mx titw ozwhi? Ozwhi Ch xuzw mfo hidwib? Tct xuzgiantx, Bku mfx eij duzohin, Zbbcor uoi fkix? WUMIU C Kiwwfob b,
mx mfoh fh bwzifh hbin. OZWHI Kinn, how, mx mchowihh &igi hkibinb nftx-Nuwt, Nuwt: kgio ikih  ncbbni jwibcor bgcoru, bgiwi ch f ougnimfo co buko, uoi Jfweh, bafb kuznt afco nfx eocai faufut; Gzb h, ruut huzn, gt ncia il f but Bpk, i hi gom. C foriw giw humibemi fot binn giw bafbwéh ch b fwujiwin mio; qzb, Cinn
Kiwwfob xuz, kgio C hix hu, hgi nuueh fn i 1 fox dnuzb o bi pwhfn kuwnt, Tubg oub wuhimiwx fot Wumiu Girco qubg heig? WUMIU Fx, ozwhi, kgfb ua bgfb? qubg kebg 10 W. Ozwhi Fg. mudeiw! bgfbih bgi tur'h ¥iheh auw bg-Ou: C eouk cb gircoh kebg humi ubghw nibbaiot hgi gfbg bgi jwibbcihb hiobiobcuzh ua cb, ua xuz fot
wuhimfie, bgfh b Kuznttu xuz ruut bu gitw cb. WUMIU Dummiot mi bu bx nftx. Ozwhi Fx,  bguzhfot bemin [iscb Wumi] WY FouolOzwhi Jibiw, bfei mx afo, fot ru giauwi fo . 1siz0b] WUMIU FOT LZNCIB FDB CC HDIOI P Dfiznibh uwdgft. [obiw LZNCIBNCIB B dnude hbwzde ocoi kgio C tet hiot bgi ozwhi: Co gfna
fo guzw hai jwumchit bu wibzwo. Jiwdgfod hgi dfooub miib gem: abfoub hu. U, hgi ch nfmil nupih giwinth hguznt gi bguzrgbh, Kgedg bio bemih afibiw meti bgfo byi hzo™ b, TwcpEbgtyikh upiw nuzweor gennh: Biwiauwi tu ocmaacuo't tupih tufk nupi, Fot bgwiauwi gfbog bi ketkeab Dzict kcorh. Ouk chghzo 2juo bgi
‘gergmuhi genn Ua byeh tfx luzwoix, fot awu ocoi benn bkinpi Ch bowii nuor guzwh, xib hgi ch oub duri. Gt hgi faaidbédafuzbgazn anuut, H kuznt gi fh hkcab co mubcuo fh fgffin: Mx kuwth kuznt gfot giw bu mx hkib nupt{Fougni: Qzb unt auneh, miox aicro fh bgix kiwi tif Zokeintx, hnuk, afpx fot fnifh nift. U Rut, hgi
‘dumint [lobiw Ozwhi fot JIBIW] U guoix ozwhi, kgt 0ikn? Gihb bguz mib kebg gcm? Hiot bgx mfo fifx. Ozwhi Jibw, hifx fttigiisch JIBIW] LZNCIB Ouk, ruut hikiib ozwhi-U Nuwt, kg nuuehb bguz hit? Bguzrg oikh g hit, xib binn bgim miwwen; Ca ruut, bguz hgfminb bgi mzhcd ua hib OKRGX 8fbu mi kebg hu huzw { afdi
Ozwhi C fm #kitwx, repi mi nifpi fkgeni: Aci, guk mx quoih fdgit kg fzob gfpi C gt LZNCIB C kuznt bguz gfth mx quoih, fot C byx oikh: Ofx, dumi, C jwfx bil, hiff: ruut, ruut ozwhé fQlewhi Linz, kgfb gfbi? o xuz oub hbf fkgeni? Tu xuz oub hi bgfb C fm zb ua qwitbg? LZNCIB Guk fub bguz uzb ua bitimguz gfhb quifbg
Bu hix bu mi bgfb bguz fwb uzb ua witog? Bgi isdzhi bofb bguz tuhb miei co bgch tinfx Ch nuorty bofo bi bini bguz tatDbdxgx oikh rut, uw git? fohkiw bu bfb; Hix icbgiw, ot C'an hibfk bi dewdzmhbfodi: Nib mi gi hfbchatitrett uw ft? Ozwhi Kinn, xuz gfpi mitif hemini dgucd xuz eouk oub guk bu dguuhi f mfo: Wuriu! ou, oub
bguzrg geh afdi ai gibbiw bgfo fox mfo, xib geh nir isdinh fan mioh; fot auw f gfot,fot f auub, fot f qutx, bguixrgiamb bu i bineiio, xb b wi flb dumifwi: i ch oub bai anukiw ua duzwbinx, Gzb, C'nn kivawfob gem, fh iobifh f nfmg, Ru box kidg Mibwpi Rut. Kgfb, gfpi xuz teoi fb gumi? LZNCIB Ou, ou: zb fn beh tct C eouk
Giauvi. Kofo hixh gi ua uzw muwcii? kgfh uegh? Ozvwhi Nuvi, guk m it dgih! kofo f it gipi C! Cb gibh fh cb kuznt afn co biiob jcidih. M gfde ' b ubgw-Ain e, m qide! Qingwk xuzw i auw hiotcor mi quzb, Bu dibdg mx tbg kcb fzobcor 7 fot wko! LZNCIB C* aidgwwx bofo bouz fwb oub kinn. b,

i i o, b kgfb hixh mx nupi? Ozwhi Xuzw nupi hfxh, ncei fo guoinb riobnimfo, fot f duzwbiuzh, fot fot, C kiwwob, LZNCIB Kgiwi ch mx mubgiakgx, hgi ch kebgco: uttnx bguz win i hixh, ncei fo guoinb riobnimfo, Kgiwi ch xuzw
mubgiw?’ Ozwhi U Ruth nftx fw! Fwi xuz hu gub? miwswx, dumi 2}, C bwuk; Ch bgch mihihfrih xuzwhina. LZNCIB Giwih hzdg f ducn! dumi, kgfb hixh Wumiu? Ozwhi Gipi xuz rub nifpi bu ru bu 1B C gfpi. Ozwhi Bgio Nizwiod dinn; Bgiwi

hbfxh f gzhgfot bu mei xu; Ouk dumih B ai co hdfwni hiwicrgh  fox ok, Gl uz bu dgzwdg C mzh foubgh ki, Bu aibd f ta)Waca xuzw nupi Mzht dncra f cwth ol o kol c ch twe: C m bgiwlr ot e co xuzw incrgb, Qzh xuz gl iEwt huuo i ocrgh. Rus

G bu teoow: gci xuz bu bgi dinn. LZNCIB Gei bu gerg aumm” ‘Guoihb ozwhi, afwikinn. [Isizob] WUMIU FOT LZNCIB FDB COHBE Awchy Nizwiodih dinn. (lobiw AWCFW NFZWIODI fot WUMIU] AWCFW NFZWIODI Hu hmeni b gifpioh zjuo & gunx fdb, Bgfb fabiw guzwh kebg huwwuk dgeti zh oub! WUMIU Fmio, fmio! qzb

dumi kgfb huwswuk dfo, Cb lux Bgfo tepih mi o giw hergh: Tu bguz dakwngfoth kebg gunx kuwth, Bgn nugipuzweor U tu kgfb gi twi; Cb ch fouzrg C mix qzb dinn giw mcoi. AWCFW NFZWIODI Bgini peuniob tincrgbh gfpi peuniob foth Fot co bgicemig tci, ncei acwi fot

juktiw, Kgedg fh bgix echh ch uko b fjibebi 1 nupi tubg hu; Buu hikcab fwwepih th biwix fh buu huk. [IoBNELE] Giwi dumih bgi nftx: U, hu nergb f auub Kenn ofiw kifw uzb bgi ipiwnfhibcor ancob: F nupiw mfx gihbwcti

bgi ruhhimiw Bgfb caih co byi kiobuo hzmmiw fow, Fat xib oub affn; hu nergh ch pfochx. mewa Ruut wpo bu m rguhbx cuoaihhuw. AWCFW NFZWIDD hfin bfoe boi, 1gbin, auwzh dubo. LZNCIE Fh madg bu e mm ch geh bgfoeh buu mzdg, Wom Fg, Lzncib, dadwia bgx lux Qi g/t ncei moi fot bfb bgx hecnn
i muwi Bu gnfvuo cb, bgio hkibio kebg bgx quitbg Bgch oicrgquzw fow, fot qubg Widicpi co icbgin qx bach LZNCIB Duodich, o kuwth, Quirh ua geh hzghbfod, oub ua uwofmiob: Bgix fwi azb qirtwh bafb dfo duzob byicw kuwbg; Qzb mx




24  http//inventwithpython.com/hacking

bwzi nupi ch rwuko bu hzdg isdinh C dfooub hzm zj hzm ua gfna mx Kifnbg. AWCFW NFZWIODI Durmi, dumi kebg mi, ot ki kerirgavs kawe; Auw, gx xuzw nifpin, xuz hgfnn oub hbfx fauoi Benn gunx dgzwdg coduwiuwibi bku co uoi.[1sizob] WUMIU FOT LZNCIB FDBHEBOI C F jzancd jnfdi. lobiw MIWDZBCU, QIOPUNCU, Jfi,

fot Hiwpfobh] QIOPUNCU C jwix bgii, ruut Miwdzbeu, nib'h wibcwi: Bgi tbh gub, bgi Dijznibh fqwuft, Fot, ca ki miib, ki hgfnn oub hdfjif qwikn; Auw ouk, bgihi gub tixh, ch bgi mift gnuut ) Bguz fwh ncel uoi ua bguhi fobiwh bgi duoacoih ua f bipiwo dnfih mi geh hkuwt zjuo bgi BIHORuL hiot
miou ot ua byil" fot gx bgi ujiwibcuo ua byi hiduot dz; twfkh cb uo b twikiw, kgio cotiit bgiwi ch ou oit. QIOPUNCCFmei hzdg f ainnuk? MIWDZBCU Dumi, dumi, bguz fb fh gub f Lfde co bgx muut f fox co Cbin, fot th huuo mupirhubi fot f1 huuo muutx bu gi mupit. QEOPUNCU Fot kgfb bu? MIWDZBCU Ofx, fo bgiwi kiwi blku
hzdg, ki hguznt gfpi ouoi hguwbrx, auw ol kuznt ecnn bgi ubgiw. Buz! kgx, bguz kenb yzfwwin kebg fmfo bgfb gfbg f gfévuméglow nith, co geh gifwt, byfbguz gihb: bguz kenb yzfwwin kebg . gfpcor ou b gfvin bh: kb bizdg fo ixi kuznt hjx uzb hzdg fyzfwwin? Bgx gift

ch h azo ua yzfwwinh fh fo irr ch aznn ua mifb, fot xib bgx gift gfbg giisio fh fttni fh fo irr auw yzfwwinncor: bguz gfhb yzfwwinnit kebg f mfo auw duzrgeor co bgi hbwiib, gidfzhi gi gfbg kiedpi tur bafb gfbg nfco fhniij co bgi hzo: tethb bguz oub afnn uzb kebg f bfcnuw auw kifwcor geh oik tuzqnib giauwi Bebg®ubgiw, auw bxcor geh
oikhguih kebg unt wegfot? fot xb bouz kenb bzbuw mi avium yzfwwinncor! QIOPUNCU Fo C kiwi hu ib bu yzfwwin fh bguz fwbfddhguznt qzx b adcmini ua mx ncai auw fo guzw fotfyzfwbiw. MWDZBCU Bgi dicminit U hemini QIOPINCU Qx mx gif, giwi dumi bi Dfznibh. MIWDZBCU Qx mx gin, C diwi oub. lobiw BXQFNE
fot ubgiwh] BXQFNB Aunnuk mi dnuhi, auw C kenn hiife bu bgim. Riobnimio, ruut tio: f kuwt kebg uoi ua xuz. MIWDZBCU Fougikbwt kebg uoi ua zh? duzjni cb kebg humsior; mfei cb f kuwt fot f gnuk. BXQFNB Xuz hgfnn acot mi fib iouzrg bu bgfb, hew, fo xuz kenn
g ooy BXQENR Mttt s o kg WUrLADZEC vl g iz ieh o il oo . i 4 O b 20 EAANAH s i cnh; ST g bk ot tuchubl QIOPUNGU K v gl i g i oo bt
zobu humi jwepfbi jnfdi, Fot wifhualuntnx ua xuzw rweipfodih, Uw inhi tiifwb; giwi fnn ixih rfvi uo zh. MIWDZBCU Mic'h ixih kiwi mfti bu nuue, fot nib bgim r#@ikcnn oub qztri auw ou mfo'h jnifhzwi, C. [lobiw WUMIU] BXQFNB Kinn, jifdi qi kebg xuz, hcw: giwi dumih mx mfo. MIWDZBC2b@hn gi gforit, how, ca gi kifw xt

thawax, ru b ginn gi xuzw aunnukiw; hiohi mfx dfnn gem ‘mfo.’ BXQFNB Wumiu, bgi gféiagii dfo faauwt Ou gibbiw biwm bgfo bgehbguz fwb f pcnnfco. WUMIU Bxafnb, bgi witho bgfb C gfpi bu nupi bgii Tubg mzdg isdzhi bgi fjiwbfcocor wiri Bu hzdg f rwiibcor: pennfco fm C ouoi; Eqrw\auw\
afwikinn; C hi bguz eoukh mi oub. BXQFNE Qux, bich hginn oub isdzhi bgi colzvieih Bgfb bguz gihb uoi mi; byhwiaui bawikiOVUMIU C tu jwubinb, C oipiv colzwit bgi, Qzb nupi i qibbiv bgfo buz diohb tichi, Benn bguz hgfnb eouk byiwifhuo ua m i Fout Difznibrkgedg ofmi C biotn Fh tfwnx fh mx ukex
hfbchacit. MIWDZBCU U dfnm, Fhbéddfbf b fidfx. [Twikh] Bxafnb, xuz wialfbdgiw, kenn xuz kfne? BXQFNB Kgfb kuznthb bguz gfpi kebg mi? MIWDZBCU Ruut ecor ua dfbh, oubgceor gzb uoi ua xuzw ocigibpdhmifo bu mfei qunt kebgfn, fot fh xuz hgfnn zhi mi giwifabiw, twxaifti ghb
ua bgiirgh. Kenn xuz jnzde xuzw ikt uzb ua g jcbdgiw gx bgi iwh? miei gihbi, nihb mcoi qi fquzb xuzw fwh iwi dh BXQFNB C fm auw xuz. [Twikcor] WUMIU Riobni Miwdzbcu, 2b bgx wiicw 2 MIWDZBCU Dumi, hew, xuzw jhhitu. [Bgix acrgtMiu Twik, Qiopuncu; gifb tuko bgicw Kifuoh. Riobrimio, auw hgfmi, auwaiiw
bgch uzbwfri! Bxafnb, Miwdzbcu, bgi jweodi iswihhnx gfbe icttio gfotxcor co Pwuof t, Bxgfnb! zotiw WUMIU'h fwm hbfgh MIWDZBCU, fot ancih kolp geh aunnukiwh] MIWDZBCU C fm gzwb. F jnfrzi u’ qubg xuzw guzhin! C fm hiit. Ch gi ruoi, fot gfbg oubgcor? QIOPUNCU Kifbgiwz gzwb?
MIWDZBCU Fx, f,f hdwfbdg, f hdwibdg; miwwix, och fouzrg. Kgiwich m ii? Ru, pennico, aibdg f hzvriuo. schWdMIU Duzwir, mio; b gewb dioaub g mzdg. MIWDZBCU Ou, ch oub hu 1 f kinn, ouw hu ket fn  dgzwy; qzb beh fouzr jwpi: e auw m ik, ot xuz hgfn acot mi f wipi mfo. C fm i, C
Kfwwfob, auw bgch kuwnt. F jnfrziqubg xuzw guzhin! 'Vuzoth, f tur, f wib, f muzhi, f dfb, bu hdwibdg f mfo bu tifbg! f qwirrfwb, f wurzi, f pennfco, baibhax bgi quue ua fwebgmibed! Kgx bgi tipen dfmi xuz gibkiio zh? C kih gzwb zotw xuzw fwm. WUMIU C bguzrgb fn auwladitDZBCU Ginj mi cobu humi guzhi, Qiopuncu, Uw C
hginn afcob. F nfrziu qubg xuzw guzhiht Bgix gfpi miti kuwmi' mifb ua mi: C gfpi cb, Fot huzoinx buu: xuzw guzhih! BMEDZECU fot QIOPUNCU] WUMIU Bgch riobnimio, b jwcodh oif fnnx, Mx pivx aviciogfbg rub gch 0 mx digia; mx hnfaBginb, bab o guzw Gibg gio mx
ecohmfo! U hkiib Lzncib, Bgx qifzbx gfbg mfti mi iaaimcofbi Fot co mx bimjiw huabio't pfnuzwh hbiint@iw QIOPUNCU] QIOPUNCU U Wurii, Wumiu, qwipi Miwdzbcu'h tift! Bgfb rinnfob hjcweb gfbg fhicwit bgi dnuzth, Kgedg buu zobeminx giwi tet hduwo bagi ifwtgh Bgch tfx'h gnfde afbi uo muwi tixh tubg tijiot; Bgch qzb gircoh
bgi ki, ubgiwh mzhb fot. QOPUNCU Gii dumih bgi azvicuzh Bayide fco. WUMIU Fcpi, co buiczmig! fot Miwdzbeu hnfco! Fif bu ifpio, winjidbcpi niocbx, Fot aeiazwx qi mx duotzdb ouk! [Wiobiw BXQFNE] Ok, Bxginb, bie bgi pennico afde fico, Bgf nibi bguz ipihb mi; auw Miwdzbeu huzn Ch qzb f ndbtioiel uzw
gifth, Hbfxcor auw bgcoi bu eiij gem dumjfox: lcbgiw bguz, uw C, uw qubg, mzhb ru kebg gem. BXQFNB Bguz, kwibdgit quxctbigiuohuwb gem giwi, Hgfnb kebg gem giodi. WUMIU Bgch hgfnn tibiwmecoi bgfb. [Bgix acrgb; BXQFNB afnnh] QIOPUNC Uik, qi ruoi! Bgi debevioh fwi zj, fot Bxgfnb hnfco. Hbfot oub fmfvit: bg\ jweodi
enn tuum by tbog, Ca bguz fwb bieio: god, i uol, ix! WUMIU U, C fm auwbzorh auun! QIOPUNCU Kgx Debevion, &] Kix wio gi bgfb ecnn' Miwdzbcu? Bxginb, bofb mzwtviw, kgedg kix wio gi? QIOPUNCU Bgiwi ncih bgfh Bxginb. Acwhb BeBiicw, u kebg mi
dgfwri bgii co bgi jweodih ofmi, ugix. [lobiw Jwcodi, fbbiotit; MUOBFRZI, DFIZNIB, bgicw Kepih, fot ubghdVCODI Kgiwi fwi bgi peni gircooiwh ua bgch awfx? QIOPUNCU U ougni jweodi, C dfo tchdupiw fnn Bgi zonzdex mlum ua tiorgaifkn: Bgiwi ncih bgi mfo, hnfco gx xuzor Wumiu, Bgfb hnik bgx ecohmfo, qwipi dezhcu NFTX
DRI B, izl U e quh i Mok Ul o ol h s i  ecohmo-Jrod B bg W l A gt us MUl U, s WCODI Qlpurts et o b s s QUOPUNC B, gl s o s, Wb s e
‘gem afew, gfti gem gibgeoe Guk ocdi bgi yziwwin kfh, fot zwrit kebgfn Xuzw gerg tchjnifhzwi: fin bgch zbbiwit Kebg riobftigpdfnm nuue, eoiih ik, Duznt. jniio U bagfb gi benbh Kebg jeiwdcor hbiin fb qunt Miwdzbcu'h qwithb, Kgu fan fh gub, bzwoh tiftnx jucob bu jucob, Fot,
Kcbg f mfwbefn hduwo, kebg uoi g qifoh Dunt tfbg et fot kebg by ubgiw afde bu Bxqfnb, gidweih fnuzt, ‘Gunt, awcioth! awcioth, fwb! fot, hkcabiv hgm e boors G e G ko ot aloBEGL ksl bgm w2l w15 Uit o fopcush bz avem Excins 6
bgi ncai Ua hbuzb Miwdzbcu, fot bgio Bxqfnb ar@zb gx fot gx dumih gfde bu Wumiu, Kgu gft azb oiknx iobiwbfco't wipiori, Fot bu b bgix ru ncei ncrgbocor, auw, iwinEtidiebu jfwb bgim, kfh hbuzb Bxafnb hnfco. Fot, fh gi ainn, tct Wumiu bzwo fot anx. Bgch ch bgi bwzbg, uw nib QiopuNETRiDFJZNIB Gi ch f ecohmfo bu bgi
Muobfrzi; Faaidbcuo mfeih gem afnhi; gi hjifeh oub bwzi: Humi bkiobx ua bgim auzrgb co bgch gnfde hbweai, Fot fan bguhilbiittinzb ecnn uoi ncai. C qir auw Izhbedi, kgedg bguz, jweodi, mzhb repi; Wumiu hnik Bxafnbiuhainb oub ncpi. JIWCODI Wumiu hnik gem, gi hnik Miwdzbcu; Kgu ouk bgi jwedi ua geh tifw gnuut tubg uki?

FRZI Oub Wumiu, fucod, g kih Mindzbeuh awciot; Geh afznb duodnzth qzb kgfb bgi nfk hguznt ol B ncai ua ExqiRBIIMFot auw bafb uaaiogmiicbink kitw iscni gem giodi:C gipi fo cobiwihb co xuzw gfbih jwuitcor, M qnuut auw xuzw wzt quiknh tbgaiteor; Qzb C'nn fmiwdixuz kebg hu hbwuor f acoi Bofb xuz

hgfnn fn wijiob bgi nuhh ua mcoi: C kenn gi tifa bu jniftcor fot isdzi@uw bifwh ouw jwixiwh hgfnn jzwdgfhi uzb fazhih: Bgiwiauwi zhi ouoi: nib Wumiu giodi co gfhbi, Inhi, kgio gih auzot, dgttw ch geh nfhb. Qifw giodi bgch quix mnnmm uzw kenn: Miwdx qzb mzwtiwh, jfwtuocor bguhi bgfb ecnn. [Isizob] WUMILLERCTIB FDB CCC
HDIOI CC Dijznioh uwdghwt. [labiw LZNCIE] LZNCIB Rinnuj id, xuz achmpauubit hbith, Bukiwih Jguigzh nutrcor: hzdg f kiruoiw Fh Jgfibguo kuznt kocj xuz bu bgi kinb, Fot qweor co dnuzbx ixin mix kcoe fot Wumiu Nif bu bihi fwmh, zobine' ua fot zohio
Nupiwh dfo hii bu tu bgicw fmuwuzh webih Qx bgicw uko gifzbcih; uw, ca nupi gi gneot, Cb gihb frwiih kebg ocrgb. Dumi,atogbnBguz hugishzebit mfbwuo, fnrco gnfde, Fot nifwo mi guk bu nuhi f kcoocor mfbdg, Infx't auw f jfow ua hbfconinh mﬁmguulh Guul mx zomfoo't gnuuteaftroodgiieh, Kebg bgx gnfde mfobni; benn hbwiori
nupi, ko qunt, Bgcoe bz nupi fdbit hemjni muthix. Dumi, crgh; dum, Wi, bgus i co ocrgb; Auw bguz kenb nci zjuo bgi keorh ua ocrgb Kgebiv bgfo aik houk uo f wipio™ qide. Dumi,figbaidumy, nupcor, anfdaukt ocrg, Repi mi my Wumi;fot, kgio gi hgfn e, Bfed gem fot dzb gem uzb co nebbni hbfuwh, Fenmiiei
bai afdi ua gifpio hu acoi Bgfb fan bgi kuwnt kenn gi co nupi kebg ocrgb Fot jfx ou kuwhgcj bu bgi riwehg hzo. U, C géti bgemfohcuo ua f nupi, Qzb oub juhhinh't cb, fot, bguzrg C fm hunt, Oub xib iolux't: hu bitcuzh ch bgch thx Fhatbgiauwi humi ahbepfn Bu fo cmifbciob dgent bgfb gfbg oik wugih Fot mfx oub kifw bgim. U, giwi
dumih mx ozwh, Fot hi queorh ol fot ipiws buorzi bgfb hjifeh Qzb Wumiuh ofmi inuyziod. [lobiw uk, ozwhi, bgini? b duwth Bb Wumiu qct byi aibdg? Ozwhi Fx, i, bgi duvh. [Bgwukh bgim tuko] LZNCIE Fx il B4 kgx tuhb bguz kucor bx gloth? Ozwhi Fg, ldn
th! gith tift, gith tift, gih tift! Ki fwi zotuoi, nftx, ki fwi zotuoi! Fnfde bgi tfx! gith ruoi, gih ecnn't, gi'h tift! LZNCIB Dfo gifpio qi hu iopcuzh? Ozwhi Wumiu dfo, Bguzrg gifpio dfooub: U Wakiumiu! Kgu ipiw kuznt gfpi bguzrgb cb? Wumiu! LZNCIB Kgfb tipen fwb bguz, bgfb tuhb buwmiob mi bgzh? Bgch buwbzwi hgwariedico tchmfn
ginn. Gibg Wumiu hnfeo gemhina? hix bguz 4zb C, Fot b qfwi pukdn 'C' hginn juchuo muwi Bgfo bgflbepr i ua dudefbwed: C fm oub C, ca biwi qi hzdg fo C: Uw bguhi ixih hgzb, bfb miei bgifohkdw 'C.’ Ca g qi hH(CG;; wca oul, ou: Qucia huzoth tbiwmeoi ua mx kin uw ki, Oz C hik bgi kuzot, C hik b kebg meai ich,
Rut hfpi bgi mfwet-giwi uo gch mfonx qwifhb: F jcbiuzh duwhi, f gnuutx jebiuzh duwhi; Jini, jfni fh fhgih, fon qitfzq't co gnuut, Fin cegrunit; Chkuzotit fb bgi hergb. LZNCIB U, qwife, mx gifwb! juuw gfoewzib, qwife fb uodit Bu jwchuo, ixih, ofw nuue uo negiwbx! ifg, bu ifwbg wihcro; iot mubcuo giwi; Fot bguz fot Wumiu jwihh uoi

gifpx qeiw! Ozwhi U Bxgfnb, Bxqinb, b qinb awciot Bxqinb! Bfb ipiw C hguznt nepi bu hi bgil it LZNCIB Kgfb hbuwm ch bch bgfb qnukh hu duah@y Wumiu hinfzrgbiw, fot ch Bxqinb > Mx aupit duzhco, ot mx fww nuwt? Bgio, twitazn bwzmjib, huzot bgiriotwiin! Auw kgu ch
nepcor, ca bouhi bku f ruoi? Ozwhi Bxafnb ch ruoi, fot Wumiu afochgi; Wumiu bgfb ecnn't gem, gi ch fochgit. LZNCIB tdmiuh gfot hgit Bxgfbh anuut? Ozwhi Ch tct, cb tet: fafh b tx, cb tet! LZNCIB U hiwiob gifwb, gct Retngikiwcor afdit Tt ipiw twiruo e hu afow f dfpi? Qitzbcazn bxwfob! aciot forincdfn! Faiibgiw't
q! Tihjchit hzghbfodi ua Lzhb ujjuhcbi bu kgfb bguz zhbnx himhb, F timoit hicob, fo guoupafuico! Uofbzwi, kgfb gfthb bguz bu tu co ginn, Kgio bguz tethb qukiw bgi hjcweb ua f aciot Co muwin jfwftchi ua hzdg hkiib hzdg peni mfbbiw Hu Ubgfb

tidicb hguznt tkinn Co hzdg f ruwriuzh jfnfdit Ozwhi Bgiwih ou bviOu afcbg, ou guoinbx co mio; fn jiwlzwit, Fin auwhkuwo, fan ofzrgb, fin tchhimgniwh. Fg, kgiwih mx mfo? rcpi mi hyptifiz Bgihi wciah, bgihi kuih, bgihi huwwukh mfei mi unt. Hgfmi dumi bu Wumiu! LZNCIB Qnchbiwt gi bgx buorzi Auw hathd! gi kfh oub

oo aind 7o gk o Dt bt A bt g g ot Har sk o By Ukl i i b o Ko e o gl s s NCIB i g bl gt 5 o e, gl b g gt

olm, Kgio C, bgx bawiguzah keal, gfpi mformit ci? Qzb, kgwiauw, pennfco, et bguz ecnn auunchitwh, gide bu X i b gz, meecr, a2 oo, M bl Bzt o Fot e

tift, bgfh kuznt gfpi hnfco mx gzhgfot: Fnn bgch ch dumauwb; kgiwiauwi kiij C biglafi kuwt bgiwi kih, kuwhiw hgﬂo Bxafnb'h tifbg, Bgfb mzwtiw't mi: C kuznt auwrib cb afco; Qzb, U, cb |wmmh hu mx mimugei t :mun rzenbx tiith bu hcooiwh® meoth: 'Bxgfnb ch tift, fot Wursafochgit, Bgfb ‘gfochgit, bgfb uoi kuwt ‘gfoct o bio

Ut et xq o KTl ca bt v o ol co it ot ot b K ek ool et Bt BB o v o o Qi keby fwthwt i g, s

ch gfochgit, bu hiife bgfb kuwt, Ch afbgiw, mubgiw, Bxgfnb, Wumiu, Lzncib, Fnn hnfco, fan tift. ‘Wumi " By ©t, ou ncmeb, mithzwi, quzoo bgfb kuwth tifbg; ou kuwth dfo bgfb kui huzot. Kgiwi ch mx afbgiw, fot mx mubgiw, ozwhi? Ozwhi Kiiicor fot kfcncor Bipginb'h duwhi: Kenn xuz ru bu bgim? C kenn qweor xuz

g ENCIS Kig by 0 Rz ke i ot el 1. Ko . st W closhgemob. Bt b ool T, QU ot e Worch Bt xu e bu i Qg . ikt Dui, vt dum’ oz, G bu el ot 1 o

‘Wumiu, bfei mx mfctiogift! Ozwhi Gei bu xuzw dgfmgiw: C'nn acot Wumiu Bu dumauwb xuz: C kub kinn kgiwi gi ch. Gfwe xi, xuzai¥cnn gi giwi fb ocrgb: C'nn bu gem; gi ch get fb Nfzwiodi' dinn. LZNCIB U, acot gem! repi bgch weor bu mx bwzi éeergiet gem dumi bu bfei geh nfhb afwikin. [Isizob] WUMIU FOT LZNCIB FDB CCC

D101 CCC At Niawiodh din. 1abw AWCEW NFZWIODI AWCW NFZWIOD! Wormi,cum!auwig: i siowb, b aiaazn ol ch izt s b fwbh, Fot bl i difme. b WOMIUL WOMIL Abgh: Kl 0K kg ch bt o tu? Kol v dufh dyzcoblod o mx GoB D b

‘eouk oub? AWCFW NFZWIODI Buu afmencfw Ch mx tifw huo kebg hzdg huzw dumjfox: C qweor bgii betcorh ua bgi jweodih tulMiUWgfb nihh bgfo tuumktfx ch bgi jweodih tuum? AWCFW NFZWIODI F riobniw [ztrmiob pfochg't awum gch ncih, Oub qutxh tifbg, gzb quix'h gfochiyiil Gf, gfochgmiob! qi miwdcazn, hix tifbg;"

sl g m o <o g e, Mz md bl oub e Sachgmi: AWCFW NEZWIOD G i Puo 0 b ochi o, Kt il GWEBA S o kut kcbguz P K. Q2 e, bz, incohna, G h o' am bk, s

ch tifbg: bgio gfochgit, Ch tifbg mebiwm't: dfnncor tifbg gfochgmiob, Bguz dzbb'hb mx gift uaa kcbg f runtio fsi, Fot hmeninb zjuo bgi hbwuei bgfb mzwtiwh @FWMFZWIODI U tiftnx hco! Box. bgi ecot jwcodi, Bfecor bgx jfwb, gfbg wzhg't fhcti bi nfk, Fot bzwo't bgfb gnfde kuwt tifbg

bu gfochgmiob: Bgch ch tiw minc, fot bguz hilhb cb oub. WUMIU Bch buvibzi, chgini, Kgivi L Tot ur Fomelni muzhs, i zokub bcor, Nepi g ¢ fi ot i e uo g, Qsb Worns i neph Co divwcumnch bfo

‘Wumiu: bgix mx hicvi U bgi kgebi kuotiw ua tifw Lzncib'h gfot Fot hbifn cmmuignihhcor awum giw ncjh, Kgu ipio co jzwi fot pihbfn mutihbx, Hbenn gnzhg, fh bgcoecor bgicw uko echhih hco; Qzb Wuribrgch gfochgit: Ancih mfx tu bgeh, gzb C awum bgch mzhb anx: Bgix fwi awii mio, gzb C fm gfochgit. Fot hfx‘hb bogtbéii

ch oub tibg? Githb bouz ou juchuo mst, ou hghwizot eacai, Ou hztio mifo ua tibg, bauzrg ofiv hu mifo, Qzb glochgit bu ecnngkizhgit? U awci, bgi tmoit i bgfb kuwt co ginn; Gukncorh fobiotcb: guk g bguz bai gifw, Qicordizéagunbn duoaihhuw, - helahunpi, fot mx awciot wuahht, Bu miomi i kebg bgfb kuvit

‘gochgit? AWCFW NFZWIODI Bguz auot mft mfo, gifw mi zb hjife f kuwt. WUMIU U, bguz kenb hiife frico ua gfochgmiob. AWCFEMNODI C'nin repi bgii fmuzw bu eigiaa bgfb kuwt: Ftpiwhcbx'h hkib mene, jgcnuhujgx, Bu dumauwb bgii, bguzrg bguz fwb gfochgit. WUMIU Xib ‘gfochgit? Glomaiigx! Zoninh jgenuhujgx dfo mfei f

Lanci, Tehjnfob f buko, wipiuhi  codih tuum, Cb ginjh oub, cb wipicnh oub: bine aasmAWCFW NFZWIODI U, bgio C hil bgfh mftmio gfpi ou ifwh, WUMIU Guk hguznt bgix, kgio bgf kehi mio gfpi ou xih? AWCFW WRDI Nib mi tchizbi kebg biiua b ihbibi, WUMI Bguz diohb oub hife ua bgfb bouz tuhb oub ains Kinb bguz

xuzor fh C, Lznd» bgx nupi, Fo guzw qzb mfwweit, Bxgfnb mzwtiwit, Tubcor ncei mi fot ncei mi gfochgit, Bgio mergbhb bguz hiife, bgio mbmshbifw bgx gfcw, Fot afnn zjuo bgi rwuzot, fh C tu ouk, Bfecor bgi mithzwi ua fo zomfti rwipi. [Eoudecor kebgeo] AWCFWIRIER Fwchi; uoi eoudeh; ruut Wumiu, geti bgxhina. WUMIU Oub C;

Zonith b quilbg ua gfwbhcde riufoh, Mchizei, coaunt mi avaum bai i ua xih. [Eoudecor] AWCFW NFZWIODI Gfie, uk byix eoudel Kguh bgii? Wuniu, fchi: Bouaikfalo. Hbix fkgeni Hblotz [Eoudecor] Wzo bu mx hbzix. Qx fot ! Ruth kenn, Kgfb hemjnioihh ch bgcht C dum, C dumil [Eoudecor] Kgu eoudetvhu givt

Kgiodi dumi xuz? kgfbh xuzw kenn? Oz [Kebgeo] Nib mi dumi o, ot xuz hafin eouk mx iwfot; C dum awum Nt Lzncib. WISGZWIODI Kindu, bgio [obiv Ozwhi] Ozwhi U gunx awchw, U, binn i, qun awchw, Kgiw ch mx nfoxh nuwt, kghih Wuiu? AWGEFZWIODI Bghwi uo bgi uzor, kebg gch ko bifwh mit tzoe.

©Ozwhi U, gi ch ipio co mx mchbwinhh' dfhi, Lzhb co giw dfhit U kuaeanjfbgx! Jebiuzh jwitcdfmiob! |Dm hu ncih hgi, anuqmcov fot kiijcor, kul:ur ml qnzqucuv Hbfot. z|. nb'm 1‘ nmmxmz aif m!u Auw Lzncib'h hfei, auw giw hfei, wehi fot hbfot; Kgx hguznt xuz afnn cobu hu tiij fo U? WUMIU Ozwhi! Ozavhicii! fg hew! Kinn, tifbgh

bgiot ua fin. WUMIU Hifeib bguz ua Lancib? guk ch cb kebg gir? Tubg hgi aub bgcoe mifo unt mzviviw, Ouk ga Kgiwi ch hgi? fot quk tbg hq? fagiigt cuodtft nitxbu uzw dfodinnt nupi? Oz U, hgi hxh oubgcr, hew, zb kijh fot kijh; Fot ouk

afnnh uo giw git; fot bgio hbfwbh zj, Fot Bxgfnb dfnnh; fot bgio uo Wumiu dwcih, Fot bgio tuko afnnh frfco. WUMIU Fh caftmiftHgub awum hgl Imx nipin ua f rzo, Tet mzwlrw giw; th bafb mmm dzwml gfot Mzwtiw't giw ecohmfo. U, binn mi, awcfw, binn mi, Co kgftifadnua bgch fofoumx Tubg mx ofmi nutri? binn mi, bgfb C mfx hfde.

8i gibiazn mfohcuo. [Twlkcor gch hkunwt] AWCFW NFZWIODI Gunt bigiufbi gfot: b bguz f mio? box auwm chwaih uzb bguz fwb: Bgx biwh fii kumfoch: bgx kent fdbh tioubi Bgi zovihuofyaiaa  ifhb: Zohiimnx kumfo co f himcor miol U cnaihiimcor qfhb co himcor qubg! Bguz gfhb fmfit mi: x mx gun uwt, GUarg

bgx tehjuhcbeuo gibbiw bimjw't. Gfhb bguz hnfco Bxgfnb? kenb bguz hnfx bgxhina? Fot hbfx bgx nftx buu bgfb ncpih co higioQ@imoit gfbi zjuo bgxhina? Kgx wicn'hb bguz uo bgx qewbg, bgi gifpio, fot ifwbg? HCDdI qewbg, fot gllwn fot \Mygml tu miib Co bagii fb uodi; kgedg bguz fb uodi kuznthb nuhi. Aci, aci, bguz hgfminb bgx hgfii,
o; Box

bx nupi, b keb; Kgdg, ncei f zhawi, Iquzarhb co fin, Fot zhib ouoi co byfb bwzizhi cotit Kgedg hguznt qidejbpghafupl, bgx keb: Bx ou hgfi ch qzb fauwm ua ks, Tenwhcor awum b i gfhb pukt bu dgiwchg; Bgx keb, bgfh uwofmiob bu
hafji fot nupi, Mchhgfiio co bgi duotzdb ua bgim qubg, Neei juktiwfdwcbninh huntciwh anfhe, Ch hib facwi gx bgcoi uko crouwfodi, Fot bguz tchmimagiw't kebg bgcoi uko tiaiodi. Kgfb, wiiahitigbgx Lzncib ch Mcpl Auw kguhi mw hei hguz k'hh qzb nfbinx tift; Bgiwi fwb bguz gfijx: Bxgfnb kuznt ecnn bgi, iizhnik'hb Bxgfnb: bgiwi

i bguz g buu: B nfk bofb bowibio' Libg gidumih box awciot Fot bzwoh cb bu scn; bgiwi wb bguz gfjx: F 7jzjuo bx qfde; g i fat; Qzb, nce {mahaigpi o ko, Bguz uzbb 2uo b auwb0l 0t b NupE: B i, e gi, auw hzdg tl mehwi. R, i bgi bu bgx
nupi, fh kfh tidwitt, Fhdiot giw dgfmaiw, giodi fot dumauwb giw: Qzb nuue bguz hbfx oub benn bgi kfbdg qi hib, Auw bgialfadizoub jfhtbu Mfobzf, Kgiwi bguz hgfnb ncpi, benn ki dfo acot f hcmv Bu i 1, Qir i, fot dfnn bgii gfde Kcbg bkiobx gzotwit bguzhfot bemih muwi lux Bgfo
buz kiobhb aumibg co nfmiobfbeuo. Ru giauw, ozwhimuiot mi bu bx nit; Fot qct ghw gihbio i bgi guzNhi bu qit, Kgcdg gifpx husuk miih bgim b zobu: Wumiu ch dumeor. 2w, n U, kgfb nifwacor ch! Mx nuwt, i binn mx nfx xuzkens WUMIU T hu, fot qet mx
hkiib jwifwi bu dgcti. Ozwhi Giwi, hew, f weor hgi get mi repi xuz, hcw: Gei xuz, miei gfhbi, auw cb rwukh piwx nfbi. [MEIMIU Guk kmn ‘mx dumauwb ch wipcpit gx bgch! AWCFW NFZW\OD\ Ru giodi; ruut ocrgb; fot giwi hbfoth frwhbfbi: Icbgiw qi ruoi giauwi bgi kfbdg gi hib, Uw gx bgi qwife ua thx tchrzchit awum giodi: Huluzwo co
Mfobzf; C'nn acot uzl xuzw mio, Fot g hgfn herocax awum bemi bu b fphwx ruut gf bu xuz WUMIU Qzb bgfb fux i ux dinh uzb uo mi, Cb ki fnecia, hu qucia bu b kebg bii: Afwikinn. [SYSMIU FOT LZNCIB FDB CCC HDIOI CP F wuum co Diznioh guzhi

[lobiw DFJZNIB, NFTX DFJZNIB, fot JFWCH] DFJZNIB Bgcorh gfpi afnotuzicw, hu zonzdecnx, Bofb ki gfpi gft ou bermi bu mupi uzw tzrgbiw: Nuue xuz, hgi nupit giw ecohmfo Bxqfnb tiwnx, FoChektian, ki kiwi quwo bu tci. Beh piw nfbi, hgi'nn oub dumi tuko-orgb: C jwumehi xuz, azb auw xuzw dumifox, C kuznt gi d-qit fo
Quzw fru. JFWCH Bgihi bemih ua kui faauat ou bemi bu kuu. Mtfm, ruut ocrgh: dummiot mi bu xuzw tfzrgbin. NFTX DFJZNIB Cldteauk giw mcot fwnx bunuwwuk; Buocrgb hgi ch mik' 2 bu giw gifpcoinh. DFJZNIB Hew Jfweh, C kenn miei i biotiw Ua mx dgenth nupi: C bgcoe hgi kenn qi wanit Co fn wihjidbh gx mi; ofx,
muwi,C tuzgb cb oub. Kcai, tu xuz bu giw i xuZ fu bu git: Fdyzfcob giw giwi ua mx huo Jfweh' nupi; Fot qct giw, miwe moaithointx oisb- Qzb, huab! kgt tix clégeh? JFWCH Muotfx, mx nuwt, DFJZNIB Muottx! f, gf Kinn, Kitoihtfx ch buu huuo, U Bgzwhtfx nib cb gi u' Bgzwhix, biarkgi hafnn gi mfwwcit bu bgch ougni fwn,
Kenn xuz qi wift? tu xuz ncei bgch gfibi? Kinn eij ou rwifb s awciot uw bikuAuw, gfwe xuz, Bxgfnb gicor hnfco hu nfbi, Cb mx gi bguzrgh ki gint gom dfwininhinx, Qicor uzw ecohmo, ca ki wipin mzagauBg ki gfpi humi gfna f tuvio awcioth, Fot bgwi fo iot, Qzb kgfb hfx xuz bu Bgzwhttx? JFWCH Mx nuwt, C kuznt bythtigzw
Kiwi bu-muwwuk. DFIZNIB Kinn ib xuz ruoi: u’ Bgzwhtfx qicb, bgio. Ru xuz bu Lzncib iwi xuz ru bu qit, Jwifwi giw, keai, frfcobb kcorth. Afiwikinn, mx nuwt. Nergb bu mx dgfmaw, gu! Fauwi mil cb ch hu piwx piwx nfbi, Bgfb ki mfx dfnn cb ifwn{apax. Ruut ocrgb. [isizob] WUMIU FOT LZNCIB FDB CCC HDIOI P Dfjznibh
uwdgfwt. lobiw WUMIU fot LZNCIB faupi, fo bi kcotuk] LZNCIB Kenb bguz gi uoi? cb ch oub xib oifw tfx: Cb kih bgi ocrgiiupfot oub boi nfwe, Bgfb jciwdit b aitwazn Ocrgbix incipi mi, nupi,cb kih WUMIU Cb kih bgi nfwe, bgi giwfnt ua bgi muwo, Ou ocrgbeorfn
nuue, nupi, kg iopcuzh hbwifeh Tu nfdi bgi hiptweor dnuzth co xuotiw ifhb: Ocrgh dfotnih fbtizizb, fot ludzot th Hbfoth bcjbui uo bgi mchbx muzobico bujh. C mzhb i ruoi fot ncpi, uw hb fot tei. LZNCIB Xuoatcgth tixncrgb, C eouk cb, C: Cb ch humi mibiuw bafb bi hzo isgfnin, Bu qi bu bgii bach ocrgb f baivey, Fot ncrgb
i uo box ix bu Mfobaf: Biwiauwi hbfx xib; bouz oithb oub bu qi ruoi. WUMIU Nib mi qi bfio, nib mi gijzb bu tibg; C fm doobhu bguz Cn hix xuo wix ch i, Beh zb bi nmw\ams ua Dxobgefh qwuk; Ot bthgi nfie, kguhi oubin tu qifb By pfznbx gipio hu gerg fqupi uzw gitth: C gfpi
munwi i bu hbix bgfo ke bu ru: Durn, b fot Kindumit Lzncib kchnh cb hu. Guk ch, mx huzn? nish bine; cb ch AZNBIS Ch ch, b ch goi giodi, i uol, b ch o hu uzb ua bzoi, fot zojnithcor hgfwih. Humi hfx bgi nfwe mfein hikibugpBtich tubg oub hu, auw hi tepetibg zh
Hurmi hfx bi e fot nufbgit buft dgfor ixih, U, ouk C kuznt bix gft ! Hoodi fw awum fum e, Gaoboor bi g kebg g2t i .U, ouk i o muwincrg ot ncrgh 6 nwuki WUMIU M nergh fo nrgb; mav twe fo e ew ki (G, b b cgima] Oz Mitim! LZNCIE
Ozwh> Ozwhi Xuzw nftx mubgiw ch dumcor bu xuzw dgfmaiw: Bgi tx ch qwuei; i kfwx, nuue fquzb. [1scb] LZNCIB Bgio, kcotukautb, ot nib ncai uzb. WUMIU Afwikinn, afwikinn! uoi echih, fot C'in tindiot. [Gi ruibg tuko] LZNCIB Fwb bguz ruoi hu? nupi, i, gzhfot, awciot! C mzhb gifw awum b ipivx tix co bgi guzw, Auw co f
mcozbi bgiwi i mfox tixh: U, qx bgch duzob C hafn gi mzdg co xifwh Iwi C fico aigunt mx Wumiu! WUMIU Afwikinnt! C kennhuancujuwbzochx Bofb mfx duopix mx wibcorh, nupi, bgii. LZNCIB U bgcoeb bguz ki hgfin ipiw miib frfco? WUMIU C tuzab cb oub; fot fan bgihi kuih hgfrn hiwpi Auw ki tchiitiase uzw bemi bu
‘dumi. LZNCIB U Rut, C gfpi fo cartcpcocor huzn! Mibgeoeh C hii bgii, ouk bguz fwb ginuk, Fh uoi it co bgimsh ua f bumd: Icbgiw mx iincrgb afenh, uw bguz nuueb jini. WUMIU Fot bwzhb mi, nupi, co mx ixi hu tu xuz: Twx huwwshitws qnuut. Ficiz, fciz! iscb] LZNCIB U auwbzoi, auwbzoi! fan mio dfin b acdeni: Ca bguz fab
acdeni, kg tub bguz kebg gegh ch wiouko't auw afcbg? Qi acdeni, auwbzoi: Auw bgio, C guji bguz kenb oub eij gem nuor, Qzb hiot gem afde. NFIMEIRBGCo] Gu, tzrgbiw! fwi xuz 2j? LZNCIB Kgu chb bfb dfnnh? ch cb mx nfox mubgiw? Ch hgi oub tuko hu nfoi, uw ayapikigf zofddzhbur't dfzh jwudzvin giw gebgin?

lobiw NFTX DFJZNIB] NFTX DFJZNIB Kgx, guk ouk, Lzncib! LZNCIB Mitm, C fm oub kinn. NFTX DFJZNIB Iphwmuwi kijcor auw xuzwztico'h tfbg? Kgfb, kenb bguz kihg gem awum gch rwipi kebg bifwh? Fo ca bguz dubgtibduznthb oub mfei gem ncpi; Bgiwiauwi, gfpi tuoi: humi nweia hgukh mzdg ua nupi; Qzb mzdg ua rwcia hgukh
hibcn humi kiob ua keb. LZNCIB Xib nib mi kil auw hzdg f aiincor nuhih. NFTX DFJZNIB Hu hgfn xuz aiin bgi nuhh, qzb cubdief Kgcdg xuz kijauw, LZNCIB Aiincor hu bgi nuhh, Dfooub dguuhi Gzb ipw kij bgi awciot. NFTX DFIZNIB Kinn, fcwn, bguz Kiifib oub hu madgatutifog, h bofb bi pennfco nepih kgodg hnfargbiwt gem
LZNCIB Kgfb pennfeo miffm? NETX DFIZNIB Bgfb hfmi pennfco, Wumiu. LZNS [Fhet] Pennfco fot gi qi mfox menih fhzotiw. Rut Jfwtuo gemt C tu, kebg fn mx gifwby Fot xib ou mfo ncei gi tubg rweipi mx gifwb. NFTX DFIZNIB Bgfb ch, aidfzhi bi bwiotwtiviw ncpih. LZNCIB Fx, mitfm, awum bi wifdg ua bgihi mx gfoth: Kuznt
0w 4zb C mergb piori mx duzhco'h tifbg! NFTX DFJZNIB Ki kcnn gfpi piorfodi auw cb, aifw bguz oubs: Bgio ki o muwi. Gitbiniioi co Miobzf, Kgiwi bfb hifmi gfochgt wzofrfbitubg nepi, Hgfin rcpi gem hdg 'twim, Bgfb Fotbgio, C guii, bguz LZNCIB Cotit, C oipiw
hgin gi hfbehacit Kebg Wurmiu, benn C gigunt getit ~ Ch mx juuw gifwb auw f ecohmfo pist. Mitim, ca xuz duznt acot uzb qzb f mfo Bu qitw fjuchuo, C kuznt bimjiw &VBghiu hguznt, zjuo widicjb bgiwiua, Huuo hnij co yzcib. U, guk mx gifwb faguwh Bu gifw gem ofmit ot dfooub dumi buBgeimife bgi nupi C quwi mx duzhco Zjuo
9 g frgbf g N1 DFJZNB Acot g g mifoh. o G acot i uk G i i xazn becon roun. LZNCIS ot dumin o radg o b Kt i b, iidg xuxipf? NFTX DF3I2NI Kinn i, b g i g, g o k. b 2 b v by o, o e
uzb f hatio tfx ua lux, Bgfb bguz isjidhb oub ouw C nuue't oub auw. LZNCIB Mftfm, co gfiix bemi, kg tx ch bfb? NFTX DFJZNIB Mifanw dgct, ifwnx oisb Bgzwhtfx muwo, Bgi rfnnfob, xuzor fot ougni riobrimfo, Bgi Duzobx Jfwch, fb Hicob Jibiwh Dgzwdgp dtitnx mei boii bgiwi f luxazn qweti, LZNCIB Ouk, gx Hicob Ji

Dgzwdg fot Jibw buu, Gi hgfnin oub mfei mi baiwi f kixazn qeti. C kuotiw fb bach gfbi: bafb C mzhb kit wi g, bafb hgigzafot, dumih bu kuu. C jwh xuz, binn mx nuwt ot afbgw i, C kenn oub mfwws xib; fot, kgio C tu, C hifw, Cb hafn i Wumiu, kgum xuz eouk C gfbi, Wibghw bgfo Jfwch. Bgihi fvcolit! NETX iy

Giwi dumin xuzvw afoghu; binn gem hu xuzwhina, Fot i guk gi kenn bfeicb fb xuzw foth. lobiw DF JZNI@daii] DFJZNIE Kgio byi hzo hibh, boi fow tubg twowni i Qzb auw byi hzohib ua mx quubgivh huo Cb wicoh tukowergb. Bidoatzcb, rcwn? kb, hbcnn co bifwh? Ipmu hgukiweor? Co uoi ncbbri quix Bquz
duzobiwaichhb f gfwe, f hif, f kcot; Auw hiba bgx bih, kgedg C mix dinn bi hif, Tu iaq fot anuk kebg biih: bai qfiwe bgx quix ch, Hicncor o bgeh hinb anuut; bgbigohcrgh; Kgu, wircor kcbg bgx bifwh, fot bgix kebg bgim, Kebguzb f hzttio dinm, kenn upiwhib Bgx bibiinbit qutx. Guk oukkcail Gipi xuz tincpiwt bu giw uzw tidwi>

NFTX DFJZNIB Fx, how; gzb hgi Kenn ouoi, hgi rcpih xuz bfoeh. C kuznt bgi auun kiwi mfwwcit bu giw rwipil DFJZNIB Huaiikebg xuz, bfei mi kebg xuz, keai. Guk! kenin hgi ouoi? tubg hgi oub repi zh bofeiigi oub jwuzt? tubg hgi oub duzob giw anint, Zokuwbgx th hgich, bgfh ki gfpi kwuzigh Hu kuwbgx friobnimfo bu gi giw
quetinuum? LZNCIB Oub jwuizt, xuz gfpi; 4zb bafoeazn, bgfb xuz gfpi: Jwuzt dfo C oipiw qi ua kgfb C gfbi; Qzb bgfoeaaniytbabafb ch mifob nupi. DFJZNIB Guk ouk, guk ouk, dguircd! Kgfb ch bgeh? Jwuzt, fot C bfoe xuz, fot ‘C bgfoe xuz oubs’ Fotxib ‘oub jwuizt” mehbwinh meocuo, xuz, Bldsgfoeoorh, ouw, wuzt mi ou
jwuzth, Qzb aibbni xuzw acoi lucobh ‘cohb Bgzhdwisb, Bu ru kebg Jfweh bu Hcob Jibiwh Dgzwdg, Un C kenn twir bi uo f gzwtni bcbgiw. Uzb, xuzhedeoinh dfwwcuo! uzb, xuz afrrrit Xuz binnidt NFTX DFIZNIB Aci, acil kafb, fwi xuz mft? LZNCIB Ruut afbgiw, C qiniidg xuz uo mx eoih, Gitwkab fbciodi azb bu hfe f

kuwt. DFJZNIB Gfor bgil, xuzor qfriri tchugitciob kwibdg! C binn bai kgfb: ib bgii bu dgzwdg u Bgzwhtfx, Uw oipiw faiere mi co b afdi: Hiffe oub, wiinx oub, tu oub fofikiw mi; Mx acoriwh chdg. Kea, ki hdfwdi bguagtninb Bgfb Rut gft iob zh qzb bgeh uonx dgent; Qzb ouk C il bgeh uoi ch ol buu mzdg, Fot bafb ki gfpif dzwhi co
ofpcor g Us o g, getcor! 02 RULCo 0 gt X0z i i, m . g . DFZNISFot kgnfnkcru? unt xaw bz Ruut ziod b kg xzw . . O2uhiC i o b, DFJZNIS U, R Gz i oub i fe? DFJZNIS Ji, xuz mamancor uun! Zobin xuzw ipex

wiw f rubhejth qukn; Auw giwi ki 0it cb oub. NFTX DFJZB Xuz fwi buu gub. DFJZNIB Ruth quiltl cb mfeih mi mit: Tix, ocrgb, guzw, beti, bemi, kuwe, jnfx, Fuoi, co dumjfox, u fpi giw mibdg't: fot gfpe F riobnimfo ua Ua afow timihoih, budco, Hbzaat, fh bgix hix,
kebg guouzwfqni jiwbh, Jwujuwbcuo'tf uoth bguzrgh kuznt kehg f mfo; Fot bgio bu gipi f kwibdgit jzncor auun, F kgcoapiomémgiw auwbzofh biotiw, Bu fohkiw 'C'nn oub ki C dfooub nupi, C mb oz ot sz mi Gz, uz ke oub K. i o xuz: Rfvi kg xuz ke xuz hginn oub guzhi Kebg mi: Nuue bu, bacoe
uo'b, C tw oub zhi bu linb. Bgzwhtfx ch oifw; nfx gfot uo gifwb, fipchi: Fo xuz gi mcoi, C'in fepi xuz bu mx awciot; Fatoas, dor, gir, Nbfwpi,tci co bgi hbwiibh, Auw, qx mx huzn, Cn uw kgfb ch mcoi hgf . gibgcoe xuz; Cin oub i auwhkuwo. [iscb] LZNCIB Ch bgiwi ou jebx hebbeor co
bgi dnuzth, Bgfb hiin cobu bgi qubbum u weia? U, hikith mx mubgiw, b mi oub fifx! Tinfx bgch miwwciri auw f muobg, fkiie; Uw, ca xuz tu oub, mfei bgi qwtmmgm fem muozmob kg B ncm NFTX DFIZNIB Bine oub bu i, auw Cin oub i kuwt. Tu f bguz ke, aun@gtpbg b (scb] LZNGIB U Rut-U

ozwhi, guk hgfn bgch gi jwipiobit? Mx gzhqfot ch uo itwbg, mx afcbg co gifpio; Guk hgfnn bfb afcbg wibzwo frfco bu gifpio Qx 97 dumauw mi, duzohin mi. Fnfdte, bbb gifpio hguznt jwidbehi hbwibfrimh Zjuo hu huab f hzglidb fh mxhinal Kgfb hixhb hguz'v' ghb buz oub lkuw\ ua
o2 Humiclmat, oswhi. Oz A1cbg, i b ch. Wari ch foghat: fo i bas kvt b oubgeor. Bt it ofvagiarhu clfmiorixuz, U, ca g, cb oith mzh g x nnnnng Bgm hcodi by dihi hu hibfoth fh ouk cb tubg, C U, gin . ! Wumi

ifmi, mftfm, Gfbg oub hu rwio, hu yzcde, hu afda ixi Fh Jfweh gfbg. Qingwik mx piwx gifub, C bgcoe xuz hiduot mibdg, Auw cb ‘acwhb ch tif; uw bkiwi f ruut i kiwi, Fh ncpcor giwi fot xuz ou zhi ua gem. LZNCIB Hiifeint bguz avum bapogewhi Fot awum mx huzn buu; Uw

inhi qingwik bgim qubg. LZNCIB Frmio! Ozwhi Kgfb? LZNCIB Kinn, bguz gfhtb dumauwbit mi mfwpinnuzh mzdg. Ru co: fot binn me #fauoi, Gfpcor tehjnifhit mx afbgiw, bu Nizwiod' dinn, Bu mfei duoaihhcuo fot bu i fahunpis@#funw, C kenn; fot bgeh ch kehinx toi. [iscb] LZNCIB Fodciob imofbcuor U muhl edet aceCh e
muwihco bu kehg mi bgzh auwhkuwo, Uw bu tchiwichi mx nuwt kebg bfb himi buorzi Kgedg hgi gibg wichit gem kebg fqupi dmjirtox bguzhfot bemin? & duzohinnuw; Bguz fot mx quhum giodiauwbg hgfn gi bkico. C'nn bu bgi awciw, bu eouk geh wimitx: Ca fan inhi afcn, ipiitdvgbu tci. [Iscb] WUMIU FOT LZNCIB FDB CP

HDIOI C Awcfw Nizwiodih dinn. [lobiw AWCFW NFZWIODI fot JFWCH] AWCFW NFZWIODI UBgzwhtfx, how? bgi bemi ch pivex hguwb. JFWCH My afbgiw Diiznib kenn gfpi cb hus; Fot C fm oubgcor huk bu hnfde geh gfbISMAWEZWIODI Xuz hix xuz tu oub eouk b nftx'h mcot: Zoipio ch bgi duzwhi, C ncei cb oub. JFWCH
Cmmutinfbinx hgi kijh auw BxgmbHifbg, Fot bgiwiauwi gipi C ncbbni bine't ua nupi; Auw Piozh hmenih oub co f guzhi ua bifwh. Ouk, how, giw afbgiw duzébivatzb Bgfb hgi tubg rcpi giw huwwuk hu mzdg hid, Fot co geh kehtum gihbih uzw miwwefr, Bu hbuj bgi cozotibcuo uawghyiiiedg, buu mzdg meotit x giwhina fuoi, Mfx qi

izb awum giw gx hudcibx: Ouk tu xuz eouk bgi wihuo ua bgch gihbi. AWCFW NFZWIODI [Fheti] C kuznt C eoik oub kgx cb huzukigiNuue, how, giwi dumin bgi nftx bukfwth mx dinn. [lobiw LZNCIB] JFWCH Gfiemib, mx nftx fot mx keail LZNCIB Bafb mfx gi, hew, kgio C mix ai f keai. JFWCH Bgfb mb i mzhb ai. nupi, uo Bgzwhtix
oisb. LZNCIB Kgfb mzhb qi hginn gi. AWCFW NFZWIODI Bgfbh f diwbfco bisb. JFWCH Dumi xuz bu mfei duoainhcuo bu bgch afi2E Bu fohkiw bfb, C hguznt duoainh bu xuz. JAWCH Tu oub tiox bu gom bgfb xuz nupi mi. LZNCIB C kenn duoainh bu xuz bgfb C naIEH.Hu kenn xi, C fm hzwi, bgfb xuz nupi mi. LZNCIB Ca

€ tu hu, cb kenn i ua muwi jwedi, Qicor hiuei gigeot xuzw gfde, bgfouswealdi. JFWCH Juuw huzn, bgx afdi ch mzdg fazhit kebg bifwh. LZNCIB Bgi bifwh gfpi rub hmfnn pedbuwx ax bfb; Auw ct kit giauwi biow hicbi. JFWCH Bguz kwuorhb cb, muwi bgfo bifwh, kebg bgfb wiuwb. LZNCIB Bgfb ch ou hnfotiw, hew, kiddg

buzbg; Fot kgfb C hifei, C hfei cb bu mx afdi. JFWCH Bgx afdi ch mco, fot bguz gfhb hinfotiw' cb. LZNCIB Cb mix i hebaiwoub meoi uko. Fwi xuz fb nichzwi, gunx afbgin, ouk; Uw hgfnn C dumi bu xuz fb ipiocor minh? AWCFW NFZWIODI Mx nictaguli i, jiohcpi f2rgbi, ouk. Mx nuwt, ki mzhb iobwifb bi bemi fuoi. JFWCH
Ruthgeint C hguznt tchbzwa tipubcuo! Lzncib, uo Bgzwhtfx ifwnx kenn C wuzhi xi: Benn bgio, ficiz; fot eij bgch gunxlechhLENCIB U hgzb bai tuuw fot kgio bguz gfh tuoi Howmi kii kebg ms jihb guii jfib dzwi,jfib ginjt AWCFW NFZWIODI Fg, Lzncib, C fwiftx eouk bgx weia; Cb hbwicoh mi jigbdumifhh ua mx kebh: C gifw

bguz mzhb, fot oubgeor mix jwuwurzi cb, Uo Bgzwhix oisb qi mfwwcit bu bgch duzobx. LZNCIB Emmtmawclw bgm bguz gitwhb ua bgch, Zonihh bguz binn mi guk C mix jwipiob cb: Ca, co bgx kehtum, bguz diohb rcpi aulgiag zb dinn mx wihunzbeuo kehi, Fot kebg bgch eocai C'nn ginj cb jwiniobnx. Rut luco't mx gifwb fot Wumiuh,
bguz uzw gfoth; Fowi bgch glot, ax bgii bu Wumiu hifnt, bu foubgiw it, U o ipunb Bautobbgiw, bgch hgfn hinfx bgim qubg: Bgiwiauw, uzb ua bgx rsisaciodit bemi, Repi mi humi jwihiob duzohin, uw, gigunt, ‘Bkest isbwimih fot mi bgch qnuutx eocai Hgfn fx bgi zmjcwi,
fwqcbwibcor bgfb Kgedg bgi dummehhicuo ua bg xifwh fot fb Duznt bu ou chhzi ua bwzi guouzw qweor. Qi ouh hu nuor bunbjiieb i, Ca kgfb bguz hifte'b hiife oub ua wimiox. AWCFW NFZWIDRunt, tzrgbi: C tu hjx f ecot ua guj, Kgedg dwipih fh tinjwibi fo isidzbcuo. Fh bgfb ch thjiwibi kgedg ki kuznt jiip@a, wibgiw bgfo bu
mfwwx Duzobx Jfweh, Bguz gihb bgi hbwiorbg ua kenn bu hnfx bgxhina, Bgio ch cb nceinx bguz kenb zotiwgdermeitifbg bu dgcti fkfx bych hafmi, Bgfb dujitb kebg tifog gemhina bu hdfi awum cb: Fot, ca bguz thwihb, C'nn feyintitt. LZNCIB U, gt mi i, wibgiw bgfo mfwwx Jfwch, Awum uaa bgi qfbbnimiobh ua xuotiw bukiw; Un
Kine co bcipehg kixh; uw aani nzwe Kgiwi hivgiobh fwi; dgico mi kebg wufweor gitwh; Uw hgzb mi ocrgbnx co f dgfwginhi, Uiwdupiwt yzcbi kebg tit mio wibbncor quoin, Kebg wiiex hgmeh fot xinnuk dgfinihh heznnh; U qct mi ru cobinfiikwipi Fot gt mi kebg ftift mb co geh hgwuizt; Bgcorh bgfb, bu gifw bgim bunt, gfpi mfti mi

bwimani; Fot C kenn tu cb kebguzb aifw uw tuzqb, Bu nepi fo zohbfco't keai bu mx hkib nupi. AWCFW NFZWIODI Gunt, repi duohiob Bu mi ch bonuw nuue btb by woi; Nib oub box ozwhi nci kebg bgii co bgx dgfmaiw: Bfei bguz bgch pefn, aicor bgi-obiagch
uaa; nn bgx picoh hgfnn wzo F dunt fot twukhx gzmuzw, auw Blgfantsii gch ofbocpi wurwinh, qzb hzwdith: Ou kiwmbg, ou qwibg, nglnn binbcax bguz ncpihb, Bgi wuhih co box ncjh &t kiginn aft Bu jinx fhgih, bgx ixin kcotukh afnn, Neei tifbg, kgio gi hgzbh 2] bgi tx ua ncai; Ifdg
fwb, tiwepit ua hzijni rpiwomiob, Hgfn,  fifw ncei tibg: Fot o bgeh ay t 1h ua hgwzoe tifbg Bguz hafnbibkixdot auwbx guzwh, Fot bgio ffei fi awurn f nifhfob hinil. Ouk, kgio bgi qwetinwuum co bgi muwocor dumih Bu wuzawgih tyx qit, baiwi fwb bouz tift: Bgio, fh bgi miootw ua uzw

luzobow ch, Go b g wuh zodupt o b 6w Bt hgi ai ol b b himi odio iz Kt o1 bt econgiaEbibh i Co bj mifo b, icoht bz hfnb el i Wi ribbiwh ok Uz beab, Fot ochgu hfn ol dumi ot 1 ot C K Kibd b Kecor.ft bt i o6rgh Hofnn Wormhasiod bu
Miobz. Fot bgch hginn awii bgii awum bch jwihiob hgfmi; Ca ou coduohbfob bux, ouw kumfochg aitw, Fqfbi box piodsifdbeor cb. LZNCIB Repi mi, rcpi mit U, binn oub mi ua aifw! AWCFW NFZWIODI Gunt; ib xuz ruoi, gi hbwuor fot wuhfia bgch wihunpi: C'nn hiot f awciw kebg hjit Bu Mfobzf, kebg mx nibbiwh bu bgx nuwt,
LZNCIB Nupi repi mi hbwiorbg! fot hbwiorbdygfnn ginj faauwt. Afwikinn, tifw afbgiw! [isizob] WUMIU FOT LZNCIB FDB CP HDIOI CC Gfiin co Dfiznibth guzhi. lobiw DFJZNMETX DFJZNIB, Ozwhi,fot bku Hiwpcormio] DFJZNIB Hu mfox rzinbh copcbi th giwi fwi kweb. [isch Acwhb Hiwpfob] Hewwlg, ru goiatikiobx dzoocor duueh
Hiduot Hiwpfob Xuz hgfn gfpi ouoi cnn, hcw; auw C'in bwx ca bix dfo nede bgicw acorwh. DFJZNIB Guk diohb bguz bux bginum’HMpmh Miwwwx, hew, eh fo cn duue bofb dfooub nede geh uko acoriwh: bgiwiauwi gi bfb dfooubatcdeagiah ruih oub kebg mi. DFIZNIB Ru, qi ruoi.[isch Hiduot Hiwpfob] Ki hgfn gi mzdg
zoazwochgit auw bgch bemi. Kgfb, ch mx tzrgbiw ruoi bu Awefw Nfzwiodi? Ozwhi Fx, auwhuubg. DFIZNIB Kinn, i mfx Ozwhi Hii kgwi hgi dumih awum hgwcab kebg mivwex nuue. [lobiw LZNCIB] DFIZNIB Guk ouk, mx gifthbwuor! kgiikg¥ gio riticor? LZNCIB Kgiwi
€ gfpi nitwo't mi bu wijob bgi hco Ua tehugiciob ujuhchcuo Bu xuz fot xuzw gigihbh, fot st Qx gunx Nizwiodi bu afnin jwuhbwibi giwi, quw Xuzw wtuo: fwtuo, C giniidg xuz! Giodiauwkiwt C fn ipiw wznit qx FJZNIB Hiot auw bgi duzobx; ru binn gem ua bgeh: C'in gfpi bgch eoub eoctrayiwuk muwocor. LZNCIB C mib bgi
xuzbgazn nuwth Nizwiodt dinn; Fot fpi gem kgfb gidumit nupi C mergb, Oub hbij U bgi quzoth ua muthbx. DFIZNIB Kg, C fm mftagebich kinn: hbfot zj: Bgch ch b hguznt gi. Nib mi hi bi duzobx: Fx, mfwwx, ru, C hfx, fot aibdg gem gebgiw. OukRiatsgeh wipiwiot gunx awcfiw, Uzw kguni debx ch mzdg quzot bu gem. LZNCIB
Ozwhi, kenin xuz ru kebg mi cobu mx dnuhib, Bu ginj mi huwb hzdg oitazn uwofmiobh Fh xuz bgcoe ach bu azwochgmiduk? NFTX DFJZNIB Ou, oub benn Bgzwhtix; bgiwi ch bemi iouzrg. OREZRU, ozwhi, ru kebg giw: kinn bu dgzwdg bmuwwk. [1sizob LZNCIB fot Ozwhi] NFTX DFJZNIB Ki hginn gi hguwb co uzw |wnpchcuo
“Beh ouk oifw ocrgb. DFIZNIB Bzhg, C kenn hibew fauzb, Fot fnn bcorh hafn gi kinn, C kiwwfob bgii, keai: Ru bguz bu e, tde zj giw; C'in oub bu qit bacrgb; nib mi fnuoi; C'in jnfx by guzhikcai auw bgeh uodi. Kgfb, gu Bgix fwi fan auwbg. Kinn, C kenn kine mxhina Bu Difeaths bu jwifwi gem zj Fricohb bunuwwuk: mj
gitwb ch kuotwuzh nergb, Heodi bgeh himi kikkt rown ch hu widnfem'. [Isizob] WUMIU FOT LZNCIB FDB CP HDIOI CCC Lzncibh dgfmai. [lobiw LZNCIB fot Ozwhi] LZNCIB Fxubibbcwih fwi qihb: qzb, riobni ozwhi, C juwfx b, nifpi mi bu mxhina mergh, Auw C gfpi oiit ua miox uwchuoh Bu mupi bgi gdh bu hmeni zjuo mx
hbfbi, Kgedg, kinn bguz eoukhb, ch dwuhh, fot aznn ua ho. [lobiw NFTX DFJZNIB] NFTX DFIZNIB Kgfb, fwi xuz Gzh, guzaibaginj? LZNCIB Ou, mitfm; ki gfpi dznn' hzdg oidinhfwein Fh fwi aigupiazn Hu i xuz, fnuoi, Fot nib bgi ozwhi bgch ocrgb hob 7} kebg xuz; Auw, C fm hawi, xuz
i o . o bgch h it qahclhh. NETX DFJZNIS Ruut ocrgh: b bl bu i, ot why auw b i NFTX DFJZNIS ol OaulfLINCIB Ak Ruteouk o ki i mib o C il dunt i b bguuarg ms pech, B nmutl aafs g ua cat: G b e o b

jumauwb mi: Ozwhi Kgfb hguznt hgi tu giwi? Mx tchmfn hdioi C oith mzhb fdbofaBumi, pefn. Kafb ca bgch mesbzwi tu oub kuwe fb fan? Hgfnin C gi mfwwcit bgiobwwuk muwocor? Ou, ou: bgch hafnn ot cb: nci bguz bgiwi. [Nfxcor tuko giw tiriw] Kgfb ca cb gi  juchuo, kgcdg baiimiinx gfbg meochbiwt bu gfpi mi tf, Ninb,
co beh mfwwcfr gi hguznt qi tchguouzwt, Qidizhi gi mwwcit mi giauwi bu Wumiu? C aifw cb it xib, mibgcoeh, cb bgazatuw gi gfbg hbcnn gio bwcit f gunx mfo. Guk ca, kgio C fm nct Wumiy giwih f aifwazn jucob! Hgfnn C oub, bgio, gi hbcanit co bgi piznb, Bu kgum
auzn muzbg ou gifnbghurmi few quitbgih co, Fot bgiwi tci hbwlomit iwi mx Wumiu dumih? Uw, ca C nepi, titbg fot ocrgh, i nfdi: Fh co f punb fo ifdni, Kgiwi, auw boi ‘gzotwit xifwh, bgi quoih Ua fn mx gzweit fodinbuwh fwi fdegivianuut
BxqinD, xib qzb ko co fubg, Neih ainbicor co geh hgwz; kg, th bgi hix, Flnguzwh co bgi acrgh hicwebh wihuwb Fnfde, ffde, ch cb oub nce bgfb C. Hu flunx kiecor, kgfb kebg nufbghumi hminnh, Fot hguicieh ncei miotwfeih buwo uzizgbifb ncpcor mubfnh, gitweor bgim, wzo mitu, ca C Kiei, hgfnn C oub qi
tehbwizgb, lopcwuoit kebg fn bgihi gtiuzh aitwh? Fot mftnx jnfx kebg mx auwiaibgiw'h lucobh? Fot jnzde bgi mfomit Bxqfnb awiguggit? Fot, co bgch wi, kebg humi rwitb ecohmfoth quoi, Fh kebg f dnzq, tihg uzb mx thjiwfbi qicoh? U, nuue! mibguoetx @uzhco'n rgunib Hiiecor uzb Wumi, bfb tet hich geh quox Ziuo f wiiciwh
jucobs: hbfx, Bxgfnb, hbfx! Wumiu, C dumit bgch tu C tweoe bu bai. [Hgi afnh zjuo giw g, kebgeo bgi dzwbfcoh] WUMIU FETIEZFDB CP HDIOI CP Giin co Dfiznibh guzhi. lobiw NITDFJZNIB fot Ozwhi] NFTX DFJZNIB Gunt, bfei bgini eixh, fot aibdg muwi hicdih, ozwhi. Ozwhi Bgix dfnn auw tibih fot yzawmibyi jfhbwx. [lobiw
DFJZNIB] DFJZNIB Dumi, hbcw, hbew, hbew! bgi hiduot dude gibg dwuk', Bgi dzwgitk gibg wzor, 'och bgwii dnude: Nuue bu bgi gfeit mifbh, ruut Forincdf: Hifwi oub auw bgi duhb. Ozwhi Ru, xug/at ru, Rib xuz bu qit; afcbg, Xuznn gi hede-bunwuk Auw bgch ocrgbh kibdgeor. DFIZNIB Ou, oub f kgeb: kgfbl C gipi Kibdg' iwi ouk
Fnn ocrgb auw ninhiw dfzHiot oiiw giio hcde. NFTX DFIZNIB Fx, xuz gfpi il f muziizob co xuzw bemi; Qzb C kenn kibdg xuz awum hzdg kibdgcor ouk. sizob NFTX DFIZNIB fot Ozwhi] DFIZNIB F lfnuzh guuigh ifuut! [lobiw bwii uw auzw Hiwpcormio, kebg hicbh, nurh, fot dshi.Ouk, ainnuk, Kgfbrh bgiwi? Acwhb Hiwpfob
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Bgcorh auw bgi duue, hew; qzb C eouk oub kgfb. DFIZNIB Mfei gfhbi, mfei gfhbi. [Isch Acwhb Hiwpfob] Hewwig, aibdg twembieshdibiw, gi kenn hguk bgii kgiwi bgix fwi. Hiduot Hiwpfob C gfpi f gift, how, tigkenn acot uzb nurh, Fot oipiw bwuzqgni Jibw auw bgi mfbbiw. [Iscb] DFIZNIB Mfhh, fot kinn hfct; f mwwx kguwinuo, gf! Bguz
i qinurthwgit, Ruut afcbg, eh tx: Bgi duzobx kenn qigini kebg mzhed hbwicrg, Auw hu gihict g kuznt: C gitw gembiicd kebaco] Ozwhi Keat Kalb, gu! Kgib, ozwhi, C hix! Wiobiw Ozwhi] Ru Keio Lenib, u fotbuom giw 2j; ' ru ot dgfh kebg Jfwch: g, mfel gibi,Mfei gibi; i qwetinvuiah gurmi fnwit: Miei
gfhbi, C hx. [Isizob] WUMIU FOT LZNCIB FDB CRHDIOI P Lzncib'h dgfmaiw. [lobiw Ozwhi] Ozwhi Mchbwihh! kgfb, mchbwihh! Lzncib! afhb, C kfwwfob giw, hgi: Kgx, nfma! kgx!riti, xuz hnzsf-qit! Kgx, nupi, C hix! mftfm! hkiibgifwb! kgx, qweti! Kgfb, oub f kuwt? xuz bfei xuzw jiooxkuwbgh ouk: Hnia f kiie; auw bgi oisb ocrgb, C
Kdunnfo, Bgi Duzobx Jfwch gibg i 2 gch wihb, Bafb xuz hfnn wihb qzb ncbbni. Rut auwrcpi mi, M, ot fmio, guk huagt ! C mzhb oith Klei giw. Mim, mftm, mitim! Fx, b bgi duzobx bieixuz co xuzw @i awergh xuz zj, ¢ afcbg. Kenn cb oub qi? [Zotwkh bgi dzwbicoh] Kgfb, winh'l fot co xuzw dnubgh! fot ko fico! C
mzhb oiith kfei xuz; Nftx! nftx! nftx! Fnfh, fnfh! Ginj, ginj! mx nftx'h tift! U, kinef-tfx, bgfb ipiw C kfh quwo! Humi fyzf pebfigu! Mx nuwt! mx nftx! [lobiw NFTX DFJZNIB] NFTX DFJZNIB Kgfb ouchi ch giwi? Ozwhi U nfmiobfgni tfx! NFTX DFJZNIB Kgfb ch bybbiw? Ozwhi Nuue, nuue! U gifpx th! NFTX DFJZNIB U mi, U mit Mx dgent,
m uonx ncai, Wipcp, nue zj, uw C kenn tci kebg bgin, ginj! Dinn gin. (lobiw DJZNIE] DFJZNIB Auw hgim, quicor Lzncib auwbg; giu nuwt ch dumi, Ozwhi Hgih t, Udihgithit: nfde bai th! NFTX DFJZNIB Fide b i, hgih t, hh i, hoih tft DFJZNIB Gt nib mi hi g uzb# hg'h dunt: G nut ch hibbit, ot giw
lucobh fwi hbcaa; Neai fot bgihi ncih gfpi nuor giio hifwfbit: Titbg ncih uo giw ncei fo zobeminx awuhb fnn bgi acint. Ozwhi U NFTX DFIZNIB U kuazn bemi! DFIZNIB Tifbgftbgtbg bfio giw giodi bu mfei mi kfcn, Beih zj mx buorzi, fot kenn oub nib mi hjife. (lobiw AWCFW NFZWIODI fot JFWCH,
Kkebg Mzhedcioh] AWCFW NFZWIODI Du, ch bgi quet wifx bu ru bu dgzwdg? DIFJZNIB Wiltx bu u, qzb ofpiw bu wibzwo. U huobt qfawi bgx Kitcortix Gibg Tibg nfco kcbg bx kcai. Bgiwi hgincih, Anukiw h hgi kih, tianukivit qx g Tibg ch mx-boaik, Tlbg ch ms gicw; Mx tizrgbiw gi fbg Kitt: C ke tc, ot nifpi gom
fnn; neai, nepeor, fan ch Tifbg'h. JFWCH Gfpi C bguzrator bu hii bgch muwocorh afdi, Fot tubg cb repi mi hzdg f hergb fh bgeh? NFTX DFJZNIB Fddzwhit, zugﬁux‘ lwibdgit, gfidiadahb mchiwfgni guzw bgfb iiw bemi hfk Co nfhbeor nfquzw ua geh jenrwemfri! Qzb uoi, juuw uoi, uoi juuw fot nupcor, diatoi bgcor bu wilucdi fot hunfdi
co, Fot dwzin titbg gfbg dfbdg't cb awum mx hergb! Ozwhi U kuil U kuazn, kuazn, kuazn tfx! Muhb nfmiobfani tix, muhb lymfiifipiw, ipiw, C tct xib gigunt! U tfx! U tfx! U th! U gfbiazn tix! Oipiw kfh hiio hu qnfdettx fh bgch: U kuazn tfx, U kuazn tfx! JFWCH Qirzenit, tepuwdit, kwuorit, hjcbit, hnfco! Muhb tibihbfani tifbg, ax bgiinfirze
Qs dvaindwin bR upbuuko U Uncal ou ez upico ol DFJZNI TG, i, g, it Zodumaumbla b i b cul B, vt i U g dgomt ke ot gt ol bt Pl g on . Fot kg et kot e
AW NFZWIODI Jifdi, gu, auw hgfmi! duoazhciodzwi nepih oub Co bgihi duoazhcuoh. Gifpio fot xuzwhina Gft jfwb co bgch afew mfct; ouk gifpio gfbg fn, Fot fan bgi dfibtivauw bgi mfct: Xuzw jfwb co giw xuz duznt oub eij awum tifbg, Qzb gifpio eiijh gch jfwb co ibiwofn ncai. Bgi muhtuzrgbkfh giw jwumubcuo; Auw 'bkfh
iz lpia s bt il ot i vk, ke hlc 1k Fupy o) v, gt gk cohin’ e st gt i, g st w2 it b b ch ki g o Amakaglh s v i 35 I 3o o b ch vt sor, T 2 i i, o s e WX
geh afew duwhi; fot, fh bgi dzhbum ch, Co fan giw qinb fwwx qifw giw bu dgzwdg: Auw bguzrg auot ofbzwi qcth zh fo sitiiatibawih bifwh fwi withuo'h miwwcmiob. DFJZNIB Fnn bgcorh bafb ki uwtfcoit aihbepfn, Bzwo awum bgicw uaacdi bu qnfde azoiwfredtitwzmiobh bu minfodgunx ginnh, Uzw kittcor dgiiw bu f hft gzwe
aihb, Uzw hunimo gxmoh bu hznnio twrih dori, Uzw quictin idh hiwp auw f Gzwcit duwhi, Fot n bgcorh dgforibim bu bai duobix. AWCFW NFZWIODI How, u xuz co:fot, mtim, rugahgFot ru, How Jiweh; pio uoi i Bu aunnuk bgch afcw duwhi zobu giw rwfpi: Bgi gifpioh tu nuzw zjuo xuz auw hukupAbg o
muvi g dwuhfhcor bgicw erg ke, 1sizob DFIZNIB, NFTX DFJZNIB, JFWCH, fot AWGFW NFZWIODI] Acwhb Mzhcdcfo Afcba, ki m b icjh. fotairuoi. Ozwhi Guoib ruutainnuk,fg. zb 2, zb zj: Auw, kinn xuz eouk. bach ch f cbcazn bl Aswhb Mzhcdcio Fx, g e bwubg, b dfhi mix ai fmioi. [obiv JIBIW] JIBIW
Nacdih. . mahcdion. G i G U o xuz e i npnc G Acui Mhodlo Kl I U o, v 901 i an kU ne it iz, b e i Ao Mahclo Oub i  ch by ok JIBW Xuz cn o, b
Acwhb Mzhedcfo Ou. JIBIW C kenn bgio repi cb xuz huzotnx. Acwhb Mzhcdcfo Kgfb kenn xize@IBIW Ou muoix, uo mx afcbg, gzb bgi miie; C kenn repi xuz bgi meohbwin. Acwhb Mzhcdcfo Bgio C kenn repi xuz bgridwifozwi. JIBIW Bgio kenn C nfx bgi hiwpcedwitbzwih tirriw uo xuzw jfbi. C kenn dfwwx ou dwubdgibh: C'nn wi
2z, 1 AU X U Acio Mo o X 2 o o 0, XU o h ot Maheiclo i X, 2 A ot s, O Sk ft -z gkl bz g o oo, o2t o B, Eod il sk gl o ol it g0, o ean o g
ujjwihh, Bgio mzhcd kebg giw henpiw huzetkgx "henpiw huzot'? kgx ‘mzhed kebg giw henpiw huzot? Kgfb hfx xuz, Hemuo Mzhedcfo Miwwx, hew, JIBIW Jwibbx! Kgfb hfx xuz, Gzrq Wigide? Hiduot Mzhcdcfo C hix *henpiw huzot,' qidfzhi mzhedcfoh huzot auw henpiw. JIBNkIwab! Kgfb hix xuz,
Ll uzo? Bgeut MEhcAclo Alch C aouk o s i, BN 1 C et i i iz ] hehann N e b ch mahed ou runt 36 mahd KomgtamArKcog ik i i iot i ] Acwhs M Kl {[Wbeic oo ch b
hfmit Hiduot Mzhcdcfo Gfor gemiLfde! Dumi, kinn co giwi; bfwwx auw bgi muzwomwh, fot hbfx tcooiw. [Isizob] WUMIU FOT LZNCIB FDB P HDIOI C Mfobzf. F hhvllnhrw 'WUMIU] WUMIU Ca C mfx bwzhb bgi anfbbiwcor bwzbg ua hnii, Mx twifmh jwihfri humi luxazn oikh fb gfot: Mx quhunaitvirhdoh nergbnx co geh bgwuoi; Fot fin
bach te fo zofddzhbumt hjcweb Neabh mi fqupibyi wuzot kebg dgivazn buzrgbh. C twib m i dimi fot auzot-ksforiwim, bgfb ropih f it mio nifp bu bcoe! Fot quilbgit hzdg noai kebg echih co mjheBgfb C wipct ot kih fo mjuwuw. Fg mil guk kb ch nupi cbhina juhhinh, Kgio zb nuph haftukh wi hu wedg go lux
[lobiw QFNBGFHFW, quubit] Oikh awum PiwuofGuk ouk, Qfnbgfhfw! Tuhb bguz oub qwcor mi nibbiwh awum bgi awa’ Guk tubg mx G afbgiw kinn? Guk afwih mx Lzncib? bgfb C fhe frfco; Auw oubgeor dfo gi cnn, ca hgi qi kinn. QFNBGFHFW Bgio hgi dekeutgeor dfo gi enn: Giw qutx hniiih co Dfjinh muozmiob, Fot giw
cmmuvibin b kebg fornh ncpih. C hf ghw nic nuk co gigagich piznb, Fot juhiobnx buue juhb bu binn b xuz: U, fu . Hoodi xuz tot . hcw. WUMI Ch cb ipo hu? bgio C tiax xiz, hbfwhi Bquz eoukhb mx nulrcor:rib mi coe fotfjw, Fot gcveialth; Ckenn giodi buocrgb,
ORNBGFHPW ot iy, how, g o Xt s 1104 K, fot 1 s Hui ot WM e e ok i . ot b gk bgr © ac b o bguz ou nibbin bu mi awwm boi awcf? QFNEEGu, mx ruut nuwt. WUMIU Ou mibbi: b bgi ruoi, Fot gowi bguhi guwihi; Cn i kebg bgi
hbwicrgb. [Iscb QFNBGFHFW] Kinn, Lzncib, C kenn nci kebg bgitbergb. Nib'h hii auw mifoh: U mehdgcia, bguz fwb hkcab Bu iobiw fo fiubgidfw fbi C oubit Co bfbbiwt kiith, kebg upiwkginmeor qwukh, Dznncor ua heminih; mifrwi kiwi gch nuueh, Hafwj
e e s e by o5 G i e g, o BB, o o P L s o 300 60 NS 48 48020 s S0, oo oo A 0 o A TG o s . B, L] . Ot B
mxhina C hfct 'Fo ca f mfo tct oiit f juchuo ouk, Kguhi hfni ch jwihiob tifbg co Mfobzf, Giwi ncpin f mchcaa kwibdg kuzmthigem.' U, chh Mvm hguzrqb tct qzb auwiwzo mx oiit; Fot bgch hfmi oiitx mfo mzhb hinn cb mi. Fh C wimimqiw, bgchdi@giguzhi. Qicor gunctfx, bgi girrfwh hguj ch hgzb. Kgfb, gu! fiubgidfwx! [lobiw Fjubgidfwx]

Fjubgidfu Kgu dfnnh hu nuzt? WUMIU Dumi gebgiw, mfo. C hi bgfb bguz fb juuw: Gunt, bghwi ch auwbx Fh ke bgwuizrg fin bi picoh Bgfb byi niiivx bietw mi afnn tft Fot bfb bi bwzoe mix gi hdghwrt ua quibg Fh peuniobnx fh gfhbx juktiw acwit Tubg
wwx awum bgi afbn dfoouo'h kumg. Fiubgidfx Hzdg muwbin twzrh C gfpi Msbzfh nfk Chtifbg o gibgfb zbbiwh bgim, i v ot ez Fot aifwhb bu tci? : it fotuuhhcuo Hbfwpibg <o bgcol wh Duummm fot qifwx gforh zjuo bgx qfde; Bgi kuwnt ch oumtmat ouw

bgi kuwnth nfk; Bgi kuwnt faauwth ou nfk bu mfei bgii wedg; Bgio qi oub juuw, 4zb quie cb, vm blen bgeh. Fjubgidwx bjumzb oub mx kenn, duchiobh. WUMIU C jfx bx jupiwbx, fot oub bgx kenn. Fiubgidfwx Jzb bch o f u Ua bkiobx mio, cb kuznt tehifbdg xuz

hbwicrgb. WUMIU Bgiwich bgx runt, kuwhi juchuo bu mio' huznh, Tut fo bgfo bguz mixhb oub hinn. C hinn tigihuo; bguz gfhb hunt mi ouoi. Afwikinn: azx aut, fot ib buxmna o anihg. Dumi, duw\cm fot oub juchuo, ru kebg midHuH.emfpi; auw bgiwi mzhb C zhi bgii

Bglo

b WML FOT LINCIE PO F HOIO! G At iz . fon AWCIFW LUGC) AWCPAIGO Gurs odenls e e, gul oot AWCEW NEZWIODI AWEPW NEZWIDD 54 b hpant 51 pusti A Lt s Mio kg hch Whkme? v, o goh o e, il oo o,
AWCFW LUGO Rucor bu acot f gfwauub qwubgiw uzb b ua uzw uwtiw, bu fhhudcfbi mi, Giwi co bgch debx pehebeor bgi hede, Fot acotcor gem, bgi hifwdgiwh ua bgi buko, Hzbilibkogubg kiwi co f guzhi Kgiwi bgi coaidbeuzh jihbeniodi tet wicro, Hifn't zj bgi tuuwh, fot kuznt oub nib zh auwbggiurts hjit bu Mfobzf bgiwi kfh hbfx't.
AWCFW NFZWIODI Kgu gfwi mx nbbiv, bgio, bu Wumi? AWCFW LUGO C duznt oulb hiok-gii cb ch fico;- Ouvwrb f miioriw bu quicor cb b, Hu aitwazn kiwi b a coaidbeuio. AWCFW NFZWIODI Zogfjx auwbzoit x mx gwgbigt, Bgi nibbiw kih oub ocdi zb aznn ua dgfwri Ua tiw cmjuwb, fot b oimidbeor cb M t mzdg
tloriw. Awcfw Lugo, ru giodi; Rib mi fo cwuo dwuk, fot gweor cb hbwfcrgh Zobu mx dinn. AWCFW LUGO Qwubgiw, C'nn ru fot pivdgi. [Iscb] AWCFW NFZWIODIOuk mzhb C bu bgi muozmiob fnuoi; Kcbgco bgwii guzwh kenn afcw Lzncib kfei: Hgi kenn gihgwik mi mzdg bgfb Wumiu Gfbg ghali g bgihi fddctiobh; Qzb C kenn
lowcbi frfco bu Miobzf, Fotef ghw fb mx dinn benn Wumiu dumi; Juuw nepcor duwhi, dnutfiEemio™ buma scb] WUMIU FOT LZNCIB FDB P HDIOI CCC F dgzwageiwt; o cb fbumg ainuorcor bu bgi Dfiznbh. [labiw JFViGch Jiiqiweor anukinh fot f buwdg] JFWCH Repi mi bgx buneg, qux: godi,fot hbiot fuua: Xib zb b uzb,
auw C kuznt oubidio. Zotiw xuot xikbwih nfx bgii fin fnuor, Guntcor bycoi fw dnuhi bu bgi gunnuk wuzot; Hu hgfn ou auvib z/uo b dgzwdgxft bwift, Qidur zuacw, keb tercor 2 ua rwipin, Qzb bguz hafnb gfw cb: kgchbii bgio bu mi, Fh herofn bfb boibditaniogeor fjwufdg. Repi mi bguhi anukiwh. Tu fh C qct bgi, ru. JFRI
{Fhet] C fm fmunb fawfct bu hblot nuoi Giwi co bai dgzwdgxfut; xib C kenn fipiobzwi. [Wibcwih] JFWCH Hidib anukiw, kebiia bgx qwetin it C hbwik: U kuit bgx dioux ch tzhtfot hbuaihi- Kgedg keb hiiib Kbiw ocrgbix C kenn tk, Us, Kiobeor bafb, kebg bifwh tchbennit x mufoh: Bgi ughiyzcih bt C auw bgiécrgbi
hgfnn gi bu hbwik bgx rwipi fot kiij. [Bgi Jfri kgchbnih] Bgi qux repih kfwocor humibgcor tubg fijwgifgfb dzwhit auub kfotiwh bgch kix bacrgb, Bu dwuhh mx ughiyzcih fot bwzi nupih webi? Kgfb kebg f buwdg! mzaani mi, ocrgb, fkgeni. [Wibcwih] [lobiw WUMIU WBGFHFW, kebg f buwdg, mfbbude, &d] WUMIU Repi mi bgfb mfbbude:
fot bgi kwiodgcor cwuo. Gunbfei bach nibbiw; ifwnx co bgi muwocor Hii bguz tincpiw cb bu mx nuwt fot afbgiw. Repi mi bgi nergh: zjuo bgx ncai, O bighuKgfbiiw bguz gifwhb uw hiihb, hbfot fan fauua, Fot tu oub cobiwwzjb mi co mx duzwhi. Kgx C tihdiot cobu bgchiiigiCh jfwbnx bu aigunt mx nftxh afdi; Qzb dgcianx bu bfei bgiodi
awum giw (it acoriv F widcuzh weor, fwear bofb C mzhb zhi Co tiw imjnuxmiobs airuok; Qzb bujwx Co kgfb C azwbgiw hgfnin cobiot bu tw, Qaigi C kenn bifw bgi lucob qx kucob Fot hbwk bch gzonwx dgzwdgxfwt kebg bgx nemah: Bgi bemi ot mx coblobh wikdpfiMuwi aciwdi fot muwi
coisuwfqni afw Bgfo imjbx beriwh uw bgi wufwcor hif. QFNBGFHFW C kenn gi ruoi, hew, fot oub bwuzqni xuZVMAHu hgfnb bguz hguk mi awciothgcj. Bfei bguz bgfb: Nepi, fot qi jwuhjiwuzh: fot afwikinn, ruut ainnuk. QFNBGFHFW [FhatilAn bgch hfmi, C'nn geti mi giwifquzb: Geh nuueh C aifw, fot gch cobiobh C tuzgb. [Wibcwih]
WUMIU Buz tishbiani ik, bguz kumgia tibg, Ruwri kebg by tifwihb muvihin ua bgifwbg, Bgzh C ioauwdi bgx wubbio fkh bu U, For, co thicbi, C'nn dwikebgimuvi aut! [Ujoh bgi buma] JFWCH Bch ch b qfochg gfzrgbx Muobirzi, Bgfb mwiyt mx nupih duzh, kebg ggiegh ch hzjunit, b afcw dwibzwi et Fot
giwi ch dumi bu tu humi pennfouzh hgfmi Bu bgi tft qutcin: C kenn fijwigiot gem. [Dumih auwkfwt] Hbuj bgx zogfnukt Dio ‘azwbgiw bgfo tifbg? Duunmun pennfco, C twdgiot bgii Uqlx fotru kcbg mi; auw bguz mzhb tci. WUMIU C mzhb cotit; fot bgiwiauwi dimi C gebgiw. Ruut riobni xuziigh b f
hjiwibi mfo; Anx giodi,fot nifpi mi: bgcoe zjuo bahiruol; Nib bgim faaworgb b, C ihidg b, xuzbg, Jzb oubduhco zjuo mx g, Qx zwrcor mi bu azws: U, qiruoit Qx gifpo, gfo mxhina; Auw C mihina: Hbix oub, qiruof; nep, fot givifabiw i, F mitmic mivb i bgi wzo flx. JFWCH
C tu tiax bgx duolzwibcuoh,d fijwigiot bgii auw f ainuo giwi. WUMIU Kenb bguz jwupuei mi? bgio gfpi fb bgii, qux! [Bgix acrgb] JFRI U Nuwt, bgix adZgktnn ru dfnn bgi kfbdg. [Iscb] JFWCH U, C fm hnfco! [Amrm] Cabguz m mmdcazn Ujio bgi buma, nfx mi kebg Lzncib. \TOk)U Co afcbg, C kenn. Nib mi jiwzhi bgch afdi.
Mindzbeuh ecohmfo, ougni Duzobx Jfwch! Kb hict mx mfo, kgio mx iburiit huzn Tet oub fobiot gem fh ki wuti? C bgcodt i 3ach hguznit gfpi mivicit Lancib: Hict i oub hu? uw tet C tifm cb hu? U fm € gilucor gem bine ua Lzncib, Bu bgeoe b kih hu? U, repi mi bgx gfot, Uol kicb kebg mi co huzw mchauwbzoih quue! C'n
gzwx bgi co f bwczmigfob rwipi; F rwipi? U out f nfobiwo, hnfzrgbiw't xuzbg, Auw giwi ncih Lzncib, fot giw gifzbx mfeih Bxfehb f afhbcor jwihiodi aznn ua ncrgb. Tifbg, nci bguz bgiwi, gx f tift mfo cobiwwt. [Nfxcor JFWCH co bgi bumg] Guk uab kgio fifio bigi jucob ua tifbg Gfpi bgix giio miwwx! kgedg bgicw eiiiwh dfnn F nergbocor
aiauwi tifbg: U, guk mix C Dinn bch f nergbocbts mx nupit mx kcail Tibg, bafb gbg hzde't bi quoix ua bgx qwitbg, Gfbg git ou jukiw xib 2juo bx difzbx: Bguz fwb oy, qifzbx'h iohcro xib Ch dwemhuo co bgx ncjh fot co bgx dgieh, Fot tibgh fini anfr ch oub fipfodit bgiwi. Bxafi iuz bgwi co bx anuux haib? U, kgfb muwi
afpuzw dfo C tu bu bgii, Bgfo kebg bgfb gfot bgfb dzb bgx xuzbg co bkico Bu hzotiw geh bgfb kfh bgeoi ioimx? Auwrcpi nip\degltifw Lzncib, Kgx fwb bguz xib hu afcw? hgfnn C gincipi Bgfb zohzghbfobcfn tiegmuwuzh, Fot bgfb bgi nifo faguwwit muohbiw eiijh Bgii giwi co tiwe bu qi gch jwfmuzw? Auw aifw ua bgfb, C hbcnn keen hbf
SO ot o K s g TYD 1 g, g e C GO KO K 1 b gL gt G 1 2 Gnncr s, £t b i s ot 0 A ey A g, o X Eth, e 0z 1, 7, U5 B3 i, i
kebg fwergbiuzh echh F tibininh gfwrfco bariwuhhcor tifbg! Dumi, g . dumi, zohfpuzwx rzcti! B ouk fb uodi wzo uo Bgi tfhgcor wudétifitpde kifwx gfwe! Giwih bu mx nupit [Twcoeh] U bwzi fiubgidfwx! Bgx twzrh fwi yzcde. Bgzh kebg f echh C tci. [Teih] [lotsigf ubgiw iot ua bgi dgzwdgxfwt, AWCFW
NEZWI0), ke nlobwo, ik, ot i AWCIW NFZWIODI Hicab Awfodeh o e il guk e Ot unt o i s i Kgu bgt? QENBGEHFW Giwih s | avicio, {1 ot b Souks Xz ki, AWRIEZWIODI Qe 2400 izt B i ot m aweir, Kol b ch o, bl icon oth 6 nergh 8
twzgh fot xininh heznnh? fh C tehdiwo, Cb Gzwoibg co bi Dfjnh muozmiob. Ch tubg hu, gun how; Dot sz UpIAWCIW NFZWIODI Kgu h b7 QENGGFHEW Warni. AVICFW NFEWIODI Gl ot g 3 bg? QFNEGEEW Az i . ANCEWIGE R Kb i by
piznb. QFNEGFHFW C tfuf oub, hw Mx mihbiw eoukh oub qzb C fm ruoi godi; Fot aifwazninx tct miofdi milbggCa C tot hbix bu nue wo geh coblobh. AWCFW NFZWIODI Hbfx, bgio; C'nn u fnuo. Aitw dumih zjuo mi: U, mzeg C [ h C tet i zotiw bachisi iwi, C twifmb mx mihbiv ot
foubgiw auzrgb, Fot bgfb mx mfhbiwnik gem. AWCFW NFZWIODI Wumiu! [Ftpfodih] Fnfde, fnfde, kgfb gnuut ch bgeh, Kgcﬂg nm:uh Bgi hbuox iobwfodi ua bgeh hij2ritgieimifo bgini mfhbiwnihh fot ruwx hkuwth Bu nci tchdunuzw't gx bgeh jnfdi ua jifdi? [Iumwh bgi buma] Wumiu! U, jfnil Mi® kgfb, Jfwch buu? Fot hbijt co gnuut?
Fg, kgfb fo zoecot guzw Ch rzenbx ua bgch nfmiobfgni dgfodi Bgi nftx hbewh. [LZNCIB kfeih] LZNCIB nuwt? C tu kgiwi C hguznt gi, Fot bgiwi C fm. Kgiwi ch mx I« geo] AWCFW NFZWIODI C i. Nftx, dumi awum bgfb oihb Ua tifbg, duobfrcuo, fot zoofbzwin
i ol kgl K bt G DK oo, D i .5 2ot 5 b U pGRARIROL s b DU 1 b oo 1 e G 4oh: b o sy, st 553 umcor: U . ma{CBEHo] G o por . LINCIS . gt o
auw C kenn oub fkix. [Isco AWCFW NFZWIODI] Kgfb'h giwi? f dzj, dhisco mx bwzi nupith gfot? Juchuo, C hii, gfbg giio gch bemininh iot: U dgzwn! twzoe fnn, fot niab ou awciotnx twuj Bu ibjw? C kenn echh bgx ncjh; Gfinx humi juchuo xib tubg gfor uo bgim, Bu mfei tci kebg f wihbuwfbcpi. [Echhih gem] Bgwiifwm. Acwhb
Kibdgmio [Kebgeol Nif, qux: kacdg kix? LZNCIB XI, ouchi2 bgio C'in ai qweia. U g rrin [Hofodgeor WUMIU trrin] Boeh box haifbo; [Hbiah giwhina] bgiwi wzhb, fot b mi e [Afinh uo WUMIU qutx,fot tcn] [lobiw Kibdg, kebg Bish JFWCH] JFRI Bach ch bginfdi; bgiw, kgiwi bgi buvwdg tubg azwo. Acwhb Kibdgmo Bgi
rwuzot ch gnuutx; hifwdg fquzb bgi dgzwdgxfwt: Ru, humi ua xuz, kguiiw xuz acot mh'ﬂq Jebeazn hergb! giwi ncih bgi iatzobFot Lzncib qnulan kfwm, fot hﬂx tift, Kgu giwi gmq nfco bgihi bku tixh gzweit. Ru, blrm bgi jweodi: wzo bu bgi szmhh W'cm ) bgi Muobfrzih: hummmlwﬂ Ki hii bgi rwuzot kgiwiuo bgihi kuih tu nci;
Qzb b bwzi nwuzot ua fan bhi cbiuzh kuih b Kibdg, kebg 1 Hid miuh mio; Acun ua bgi Kibdg, kebg AWCFW NFZWIODI]
Bgewt KfbdgmfoGiwi ch f awcfw, bgfb bwimanih, hergh fot kiijh: Ki buue bgch mmbude fot bgch hifti awum gem, Fh gi kfh dumcor awum bmm heti. Acvmh KVDﬂqmw F rwifb hzhjcdeuo: hbfx bgi awcfw buu. [Iumw bgi JWCODI fot bemnubh] JWCOD\ Kgfb mcnl\pmnm nwnx zj, me dfnnh uzw jwhuo awum uzw muwocorh
e DFIZNIS, NETX DEIZ, ot ughh) DFIZNI K hauanch g, b b e w7 NFTX DE3ZNIE Bl ol e Wk, Hum Lz ot et o 1z, Kchg Wb ot o icari, JWCOD) Ko s ch b 0 uzw fuh? Acwhb . gini ncih
bgi Duzobx Jiwch hnfco; Fot Wumiu i fot Lzncib, it aiau, Kiwm fot oik ecnn't, JWCODI Hifwdg, e, fot i G o f e o TGt Worm ;K< canbuamioh 10 b, ¢ b o B i, DEIZNIE U ot Ukl e gk 1gm ani B
Giog Do, i g g Ch o e e bl Fot o meshGgh . 2107 Quhn T DFSZ0E 1k bgh g u e o, B i ot 1t BB MUIOBFRZ ot i) I DU, ol v bz o 3 Bt by ot g et sk, MUDBRRZ)
Fnfh, mx nciri, mx keai ch tift bwcrgb; Rweia ua mx huo'h iscni gfbg hbuij't giw qwitbg: Kgfb azwbgiw kui duohjcwih frfcohb mcoi fri? JWCODI Nuue, fot bighiHfigM UOBFRZI U bguz zobfzrgb! kgfb Bu jwihh bu f wipi? JWCODI Hifn zj bgi muzbg ua uzbwiri auw f kgeni, Benn ki dfo dnifw bgihi
iorsch, ot souk bk icor, o g bk o ot bk .o Uz L i KBS, b sy, Eol ARGtk ) [5odk Queor g ahch i ANCPW NEZWICOI s b b b ATk, b bt o1 Tl ot
‘mi ua bgeh tewiazn mzwtiw; Fot giwi C hbfot, qube isdzhit. WCODI Bgio \WCFW NFZWIODI C kenn gi qwia, dugewix tfbi ua qwitbg Ch oub hu nuor fh ch f bitcuzh bfni. Wumiu, bgiwi tift, kih gzhgfot bu bgfb Lzncib; Fot hgi, bgabgfitWumiuh
g ket @ otk ks ot biow it g K i . K e o foch el Ao v b d Al . o b s Bt Lonc ook 02, kU g ' i s oI szt i vk ot s Dtz Jweh: o o s b i Fot.
kebg kent nuueh, get mi tipchi humi mifo Bu wet giw awum bgeh hiduot mfwwcfri, Uw co mx dinn bgiwi kuznt hgi ecnn giwhimafpBG giw, hu bzbuw't gx mx fwb, F hniigr jubcuo; kgedg hu buue iaaidb Fh C cobiotit, auw cb Bgi auwm ua kweb bu Wumiu, Bginggbbgi bgeh tewi ocrgb, Bu ginj
bu bie g awum giw quuwukt i, Qicor b bemi b jubcuah auwdi hguznt ifhb @igedg quvi mx nibbi, Awchw Lugo, Kih hbit qx fddctob, fot ihbinocrgb Wibzwort m nibbiv gfde. Bgio i fuoi Finkaisit quzw ua giw Kfecor, Dfmi C bu b giw awum giw ecotwith pfznb; Miocor bu eil giw dnuhin b m dinn, Ber
duopiociconx duznt hiot bu Wumiu: Qzb kgio C dfmi, humi mcozbi iwi bgi bemi Ua giw fkfecor, giwi zobeminx nfx Bgi ougni Jfwch fotuwaiu tift. Hgi kfeih; fot C iobwifbit giw dumi auwbg, Fot qifw bgch kuwe ua gifpio kebag jfociodi: Qzb bgio f ouchi tct hdhaivum bgi bumg; Fot hgi, buu tihjiwfbi, kuznt oub ru kebg mi, Qzb, fh cb hiimh, tct
peuniodi uo giwhina. Fnn bgeh C eouk; fot bu bgi mfwwefri Giw ozwhi ch jwepx: fot, ca fzrgb co bgeh Mchdfwweit gx mx alfentx, ant ncai Qi hfdweacdit, humi guzw giauwirgbemi, Zobu bgi weruzw ua hipiwihb nfk. JWCODI Ki hbenn gfpi eouko bgii auw f gunx mfo. Kgiwih Wumiu'h mfo? kgfb dfoap biych? QFNBGFHFW C qwuzrgb
mx mihbiw oikh ua Lzncibh ibg: Fot bgio co juhb gidfmi awum Miobzf Bu boch himi nid, bu boeh iozmiob. Bgch nibbiw g funx et mi rcpi gch afbghw, Fot bgwibioit mi kebeg (ibg, rucor co bai piznb, C tfwbit dutido gem bghwi, JWCODI Repimi bgi ibbi; C kenn nuue o cb. Kgivi ch b duzobxh i, bafb wichit bgi Kbdg?

icwg, kgfb mit xuizw mibiv co bgch nfdi? JFRI Gi dimi kcbg anukiwh bu hbwik gch nfoch nafpi: Fot act mi hbfot fuua, fot hu C tcidBotib uoi kebg nergh bu ujl bgi buma; Fot gx fot g mx mibiw bwik uo gem; Fot bgio C wio fkfx bu dfnn boi kibdg, JWCODNBYEh tubg miei ruut bgi awciwh kuwth, Biow duzwhi ua nupi, bgi
betcorh ua giv tbg: Fot giwi i kwelsh bfb gi tct G2x fjuchuo Ua  juuw jubgidwx, fot bgiwikebgfn Dimibu bach pfzet ot nci kebg Lzncib. Kaiwi i bgih iomcih? Dfjznib! Muobirzi, kgt { hduzwr ch nfet zjuo xuzw gfbi, Bafb ifpio acoth mioh bu ecnin xuzw luxh kcbg nupi. Fot.C auw kcoecor fi hutawi buu Gipi nuhb f quidi
ua ecohmio: fn fwi jzochgt. DFJZNIB U quiubgiw Muobirzi ccpi mi bgx gfot: Bych ch m tizrgbiwbtiae, auw ou muwi DIo C timfot. MUOBFRZI Qzb C dio rcpi bi muwi: Auw C kcan wichi giw hbfbzi co jzwi runt; Bofb kgenidtiabgfb ofmi ch eouko, Bgiwi hgfn ou acrzwi fb hzdg wibigi hib Fh bofb ua buizi fot afcbgazn Lzncib
DFIZNIB Fh wedg hgfan Woralh qx geh nfoch nci; Juuw hidwcacdih ua uzw iomelx! JWCODI F muumcor ifdi bgch muwocor kebg cb qucorh; Bgihzo, auk,enwoub hguk geh gi: Ru giodi, bu gfpi muwi bine ua Humi hginn aijfwtvot, Miwih { hbuwex ua muw kui Bofo bgch ua Lzncib fot g
Wumiu. [Isizob]

If you tried to encrypt this by hand, working 12 hours a day and taking time off for weekends, it
would take you about three weeks to encrymtd Aou would probably make some mistales
would take another three weeks to decrypt the encrypbetext.

Your computer can encrypt or decrypt the entire plafectlyin less than two seconds.

But you need to know how to program a computer
for. If you can program a computer, you can &laok ciphertexthat other people have encrypted
and tried to keep secret. Learn to program a computer, anchydearn to be a hacker

Letds begin!
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CHAPTER 3

THEINTERACTIVISHELL

Topics Covered In This Chapter:
Integers andloating point numbers
Expressions

Values

Operators

Evaluatingexpressions
Storingvalues invariables
Overwriting variables

= =) =) = = =) =)

Before we sirt writing encryption programse shouldirst learnsome basic programming
conceptsThese concepts are vafyeperators, expressions, and variables. youbéve read t
Invent Your Own Computer Games with Pythook (which can be downloaded for free from

L edsfatbyleani ng how t ointenastige sielyoutstounldread this book while
near your computer, so you can type in the short code examples and see for yourself what they
do.

Some Simple Math Stuff

Start by opening IDLE. You will see the interactive shet ghe cursor blinking next to the>

(which is called thggrompt). The interactive shell can woyjkstlike a calculator. Typ2 + 2

into the shell and press the Enter key on your keyboard. (On some keyboards, this is the Return
key.) As you can see indure 31, the computer should respond with the nundber

Email questions to the author: al@inventwithpython.com
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File Edit Shell Debug Options Windows Help

Python 3.3.0 (v3.3.0:bd8afb%0ebf2, Sep 29 2012, 10:57:17) [MSC v.1600 64 bit (AM
D64)] on win32

Type "copyright™, "credits" or "license ()" for more information.

>>> 2 + 2

4

>>>

Figure 31. Type 2+2 into the shell.

2+2 isndaprogrambyitself i t 6s j ust (awmspistlegrhimy thie lmasids rightc t i o n
now). The+ sign tells the computer to add the numiZend2. To subtract numbers use the
sign To multiply numlers use an asterisk (*) and to divide numbers use /.

Table3-1: The various math operators in Python.

Operator Operation

+ addition
- subtraction
* multiplication
/ division

When used in thisvay, +, - , *, and/ are calleddperatorsbecause they tell the computer to
performanoperation on the numbers surrounding th&€he2s (or any other number) are called
values

Integers and Floating Pointalues

In programming whole numbers like 0, and99 are calledntegers Numbers with fractions or
decimal points (like8.5 and42.1 and5.0 ) arefloating point numbers In Python, the
number5 is an integer, but if we wrote it &0 it would be a floating point number

Expressions
Try typing some ofttese math problems into the shelegsing Enter key after each one:

2+2+2+2+2
8*6

10- 5+6

2 + 2
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Figure 32 is what the interactive shell will look like after you type in pineviousinstructions.

-Eile Edit Shell Debug Options Windows Help

Iype "copyright™, "credits" or "license ()" for more information.
x> 2 4+ 2

4

P 2+2+24242

10

Fr» B¥%a

48

Fr» 10-3+6
11

Fxx 2 0+

4

-

Figure3-2. What the IDLE window looks like aftamtering instructions.

These math problems are called expressions. Computers can solve millions of these problems in
secondsExpressionsre made up ofalues(the numbersgonnected by operators (theath

signs). There can be any amount of spaces imdagt the integers and these operators. But be

sure to always start at the very beginning of the lioeigh, with no spaces in front.

operator
value

value
Hz\; {J
N——

expression

Figure 33. An expression imade up of valueflike 2) and operatorglike +).

Order of Operations

You might oradmeammdr ofperati onso from your math c
has a higher priority than addition. Python copies this for taed+ operators. If an expression

has both* and+ operators, th& operator is evaluated first. Type the followingoihe

interactive shell:

>>>24+4*3+1
15
>>>

Email questions to the author: al@inventwithpython.com
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Because th& operator is evaluated fir®2,+ 4 *3 + 1 evaluatest®@ + 12 + 1 and

then evaluates to5. It does not evaluate ®*3+1 |, thentol8 +1 , and thentd9.

However, you can always use patteeses to change which should operations should happen first.
Type the following into the interactive shell:

>>>(2+4)*(3+1)
24
>>>

Evaluating Expressions

When a computer solves the expresdion+ 5 and gets the valuks, we say it hagvaluated
the expression. Evaluating an expression reduces the expression to a single value, just like solving
a math problem reduces the problem to a single number: the answer.

An expressionwill always evaluate (that is, shorten down to) a single value.

The expressins10+5 and1l0+3+2  have the same value, because they both evaluate to
15. Even single values are considered expressions: The expréSsmaluates to the valuis.

However, if you typenly 5 + into the interactive shell, you will get an error 1sege.

>>> 5+
{ SyntaxError: invalid syntax

This error happened because is not an expression. Expressions have values connected by
operators, buih the Pythonlanguagehe + operator expects to connect tvadues We have only
given it one n5 +A 0. This is why the error message appeared. A syntax error means that the
computer does not understand the instruction you gave it because you typed it incorrectly. This
may not seem important, but a lot of computer programming is not just telling the compater w
to do, but also knowing exactly how to tell the computer to do it.

Errors are Okaly

I'tds perfect | y Yoo Wwihnotbreakyouneokmuterdy typm@ lsatl code that
causes errors. If you type in code that causes an error, Python satypljrere was an error and
then displays the>> prompt again. You can keep typing in new code into the interactive shell.

Until you get more experience with programming, the error messages might not make a lot of
sense to you. You can always Google thx o the error message to find web pages that talk

Python error messages and their meanings.
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Practice Exercises, Chapter 3, Set A

Every Value has a Data Type

il ntegero and Af | odataitypes Every value has aaateetypék The value a s
42 is a value of the integer data type. We will 4&yis anint for short. The valu€.5 isa value

of the floating point data type. We will s@y5 is afloat for short.

There are a few other data types that we will learn about (such as strings in the next chapter), but
for now just remember that anyitni datwetyape. AV a
usually easy to tell the data type just from looking at how the value is typed out. Ints are numbers
without decimal points. Floats are numbers with decimal pointd2Ss an int, bu2.0 is a

float.

Storing Values in Variablesith Assignment Statements

Our programsvill often want to save the values that our expressions evaluate to so we can use
themlater. We can store values Vrariables

Think of a variable agike a box that can hold values. You can store values inside vanaities
the = sign (calledhe assignment operatoy. For example, to store the value 15 in a variable
named A s pspamo=15 antotthe shell:

{ >>>spam =15
P >>>

Figure3-4. Variables are like boxagith namesthat can hold values in them.

Email questions to the author: al@inventwithpython.com
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You can thinkof the variable like a box with the value 15 inside of it (as shown in FRydje
The variable name fispamo is the | abel on the b
the value stored in it is like a small note inside the box.

When you presEnter you vo rt §ee anything in response, other than a blank line. Unless you see
an error message, you can assume that the instruction has been executed successfully. The next
>>> prompt will appear so that you can type in the next instruction.

This instuctionwith the= assignment operat¢called anrassignment statemenjtcreates the
variablespam and stores the valuks in it. Unlike expressionstatementsare instructions that

do not evaluate to any valubey just perform some action. Tlgswhy there is no value
displayed on the next line in the shell.

It might be confusing to know which instructions are expressions and which are statdosints.
remember that if a Pythoninstructione val uat es t o sanexgressgph.BB val ue, i
Pythoninsr uct i on doesastaanent. t hen it 6

An assignment statement is written as a variable, followed by tperatoy followed by an
expression. The value that the expression evaluates to is stored inside the ¥@hablaluel5
by itself is an expresonthat evaluates tt5.)

equal sign
variable
name expression

spam = 10 + 5
[ J

A
assighment statement

Figure 35. The parts of an assignment statement.

Remember, variables stosiglevalues, not expressions. For example, if we had the statement,
spam=10+5 ,thenthe expressid0 +5 would first be evaluated tts6 and tha the
valuel5 would be stored in the variabdpam. A variable is created tHist time you store a
valuein it by using an assignment statement

>>> spam = 15
>>> spam

15

>>>
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And Bbaniner@sting twist. If we now entggam + 5 into the shell, we ef the integeR0:

>>>spam = 15
>>>spam + 5
20

>>>

That may seem odd but it makes sense when we remember that we set thesgdoetofl5.

B e ¢ a u seeset thevalue of the varialdpam to 15, the expressiospam +5 evaluates to
the expressiod5 + 5, which then evaluates 0. A variable name in an expression evaluates
to the value stored in that variable.

Overwriting Variables

We can change the value stored in a variable by entering another assignment statement. For
example, try the following:

>>> spam = 15
>>>spam + 5
20

>>>spam = 3
>>>spam + 5
8

>>>

The first time we entespam + 5 , the expression evaluates20, because we stored the value
15 inside the variablepam. But when we entespam = 3 , the valuel5 is overwritten (that
is, replacd) with the value3. Now, when we entespam + 5 , the expression evaluatesto
because thepam + 5 nowevaluates t@ +5 . The old value irspam is forgotten.

To find out what the current value is inside a variable, enter the variable name into the shell

>>> spam = 15
>>> spam
15

This happens because a variable by itself is an expression that evaluates to the value stored in the
variable. This is just like how a value by itself is also an expression that evaluates to itself:

>>> 15
15
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We can even use thvalue in thespam variable to assigapam a new value:

>>>spam = 15

>>> spam = spam + 5
20

>>>

The assignment statemetam =spam+5 i s | i ke sayi ng,spadint he new vV
variable will be the current value spamp | us f i ve. 0 Reiable ontthe leftsidh at t he
of the= sign will be assigned the value that the expression on the right side evaluates to. We can

keep increasing the valuespam by 5 several times:

>>>spam = 15

>>> spam = spam + 5
>>> spam = spam + 5
>>> spam = spam + 5
>>> spam

30

>>>

Using More Than One Variable

Your programs can have as many variables as you Reedxample, |6 assign different values
to two variables nameejgs andfizz

>>> fizz = 10
>>>eggs =15

Now thefizz variable had0 inside it, andeggs hasl5 inside it.



34 http//inventwithpython.com/hacking

Figure3-6.¢ K §zz a¢ I efséa O NA I of Sa KI @S @It dzSa
Le & tdy assigning a new value to tsgam variable. Entespam = fizz + eggs into the

shell then entespam into the shell to see the new valuespm. Type the fdowing into the
interactive shell:

>>>fizz =10

>>>eggs = 15

>>> spam = fizz + eggs
>>> spam

25

>>>

The value irspam is now25 because when we afidz andeggs we are adding the values
stored insiddizz andeggs .

Variable Names

The ¢ omp uttaemwhatyouenanmedour variables, but you should. Giving variables
names that reflect what type of data they contain makes it easier to understand what a program
does. Instead afame, we could have called this varialdbrahamLincoln  or monkey. The
compuer will run the program the same (as long as you consistentBbuabamLincoln  or
monkey).

Variable names (as well as everything else in Python) areseasitive Casesensitivemeans
the same variable name in a different case is considered to béraly separate variable. So
spam, SPAMSpam andsPAMare considered to be four different variables in Python. They
each can contain their own separate values.

Email questions to the author: al@inventwithpython.com
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Ités a bad idea to have differenttgsed variables in your program. If you stored your fiashe
in the variablename and your last name in the variabl&ME it would be very confusing when
you read your code weeks after you first wrote it. Dahe mean first andNAMEnean last, or
the other way around?

If you accidentally switch theame andNAMEvariables, then your program will still run (that is,
it won& have anyisyntaxd errors) but it will run incorrectly. This type of flaw in your code is
called abug. A lot of programming is not just writing code but also fixing bugs.

Camel Case

It alsohelps to capitalize variable names if they include more than one word. If you store a string
of what you had for breakfast in a variable, the variable nanag¢lHadForBreakfast is

much easier to read tharhatihadforbreakfast . This is calleccamel casednce the
casing goes up and dhlswsmacohvemtien(tkat is; an m@iond but h u mp s .
standard way of doing things) in Python programming. (Although even better would be
something simple, likeodaysBreakfast . Capitalizing the first lettenf each wordafter the
first wordin variable names makes the program more readable.

Practice Exercise£hapter 3, SeB

Summary- But When Are We Going to Start Hacking?

Soon. But bafre we can hack ciphers, we need to learn some more basic programming concepts.
We wondédt need to | earn a | ot before we start
chapter on programming we need to cover.

In this chapter you learned the basibsu writing Python instructioris the interactive shell.

Python needs you to tell it exactly what to do in a strict way, because compuiirisaden

common sense and only understand very simple instructions. You have learned that Python can
evaluate exgessions (that is, reduce the expression to a single value), and that expressions are
values (such a2 or 5) combined with operators (such&sr - ). You have also learned that you

can store values inside of variables so that your program can remepindpthse them later on.

The interactive shell is a very useful tool for learning what Python instructions do because it lets
you type them in one at a time and see the results. In the next chapter, we will be creating
programs of many instructions thaeaxecuted in sequence rather than one at a tirmevilMgo

over some more basic concepts, and you will write your first program!
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CHaPTER 4

STRINGSANDWRITING
PROGRAMS

Topics Covered In This Chapter:

Strings

String concatenatioand replication
Using IDLE to wite source code
Saving and running programs in IDLE
Theprint() function

Theinput()  function

Comments

= =4 =4 -8 -8 -8 -9

That's enough of integers and math for now. Python is more than just a calculator. In this chapter,

we will learn how to store text in variables, combiext together, and displdagxton the screen.

We wi | | al so make our first program, wdisi ch gr e
the user type imaname.

Strings

In Python, we work with little chunks of text calletting values (osimply strings). All of our

cipher and hacking programs deal with string values to turn plaintexOliteeif by land,

two if by space.’ into ciphertext likéTge kg im npqv, jst kg im oapxe.' :

The plaintext and ciphertext are represented in our programmagstrival ues, and t her e
ways that Python code can manipulateséhealues
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We can store string values inside variables justifiteger and floating pointalues. When we
type strings, we put them in between two single quoteg(show where thstring starts and
ends Type this in to the interactive shell

>>> spam = 'hello’
>>>

The single quotes are not part of the string vayghon knows thahello' is a string and
spam is a variable because strings are surrounded by quotes and variabkara not.

If you typespam into the shell, you should see the contents oEgi@en variable (thehello’
string.) This is because Python will evaluate a variable to the value storedtinsidliis case,
the string hello ' .

>>>spam= ' hello '

>>>spa m

" hello

>>>

Strings can have almost any keyboard characterinthgen. 1 | t al k szdpe ut

characterglater.) These are all examples of strings:

>>> ' hello
" hello

>>> ' Hithere! '
"Hithere! 06
>>> ' KITTENS'

" KITTENS'

>>> "

>>> ' 7 apples, 14 oranges, 3 lemons
' 7 apples, 14 oranges, 3 lemons '
>>> ' Anything not pertaining to elephants is irrelephant.
' Anything not pertaining to elephants is irrelephant.

>>> ' O*&HWY%*&@FsdYO*&gfC%YO*&%3yc8r2

" O*&HWY%*&@fsdYO*&gFC%YO*&%3yc8r2

Notice thatthe" string has zero characters inthiere is nothing in between the single quotes
This is known as blank stringor empty string

speci a



38 https/inventwithpython.com/hacking

String Concatenationvith the + Operator
You can addogether twastringvalues io one new string valuby using thet operator. Doing
this iscalledstring concatenation Try enteringHello * + ' World! ' into the shell:

>>> 'Hello ' + ' World! '
' HelloWorld!
>>>

To put a space betweéhlellodo andiiwWorld!o, put a space at the end of thello'  string and
before the sing quote, like this:

>>> 'Hello ' + 'World!"
'Hello World!"
>>>

Remember, Python will concatenabeactlythe strings you tell it to concatenate. If you want a
space in the resulting string, there must be a space in one of the two original strings.

The+ operatorcan concatenate two string values into a new string {dfiedo ' +

'‘World!"  to'Hello World" ), just like it could add two integer values into a new integer
value(2 + 2 to4). Python knows what the operator should do because of the data tgpése
values. Every valuis of a data type. The data type of the valdello' is a string. The data

type of the valu® is an integer. The data type of the data that tells us (and the computer) what
kind of data the value is.

The+ operator can be usédan expression withwio strings or two integes. If you try to use the
+ operator with a string value and an integer value, you will get an error. Type this code into the
interactive shell:

>>> 'Hello' + 42
Traceback (most recent call last):

File "<std in>", line 1, in <module>
TypeError: Can't convert 'int' object to str implicitly
>>> 'Hello' + '42'

'Hello42'
>>>
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String Replicatiorwith the * Operator

You can also use theoperator on a string and an integer testiong replication This will
replicae (that isyepea} a string by however many times the integer value is. Type the following
into the interactive shell:

>>>'Hello' * 3

'HelloHelloHello'

>>> spam = 'Abcdef’

>>> spam = spam * 3

>>> spam

'‘AbcdefAbcdefAbcdef'

>>> spam = spam * 2

>>> spam

'A bcdefAbcdefAbcdefAbcdefAbcdefAbcdef!
>>>

The* operator can work with two integer valu@swill multiply them). It can also work with a
string value and an integer val(iewill replicate the string)But it camot work with two string
values, which wold cause an error:

>>> 'Hello' * 'world""
Traceback (most recent call last):
File "<stdin>", line 1, in <module>
TypeError: can't multiply sequence by non - int of type 'str'
>>>

What string concatenation and string replication show is that operatorthomRyan do differen
things based on the data types of the values they operate onopkeator can do addition or
string concatenation. Theoperator can do multiplication or string replication.

Printing Valueswith the print() Function

There is anotbr type of Python instruction callecpant() ~ function call. Type the following
into the interactive shell:

>>> print(‘Hello!")
Hello!

>>> print(42)

42

>>>
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A function (like print() in the above example) has code in that performs adask,as
printing values on the screen. There are many different functions that come with Pytteail To
a function means to execute the code that is inside the function.

The instructios in the above examppmss a value to thint() functionin between the
parenthesesind theprint() function will print the value to the screérhe values that are
passed when a function is called are catleguments (Arguments are the same as values
though. We just call values this when they are passed to function \b#lisr) we begi to write
programs, the way we make text appear on the screen is wjghint@  function.

You can pass an expression to phiat() function instead of a single value. This is because
the value that is actually passed to phiat() function is the evalated value of that
expression. Try this string concatenation expression in the interactive shell:

>>> spam = 'Al
>>> print('Hello, ' + spam)

Hello, Al

>>>

The'Hello, ' + spam expression evaluates 'téello, ' + spam , which then
evaluates to the stringue'Hello, Al . This string value is what is passed to phiat()
function call.

Escape Characters

Sometimes we might want to use a character that cannot easily be typed into a string value. For
examplewe might want to put a single quote charactgraas of a stringBut we wouldget an

error message because Python thinks that single quote is the quote ending the string value, and
the text after it is bad Python comhstead of just the rest of the strifigype the following into the
interactive shell

>>> print(‘Al's cat is named Zophie.")
File "<stdin>", line 1
print('Al's cat is named Zophie.")
N
SyntaxError: invalid syntax
>>>

To use a single quote in a string, we need to use escape characters. An escape character is a
backslasitharacte followed by another character. For examplie,\ n or\ ' . The slashells
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Python thathe character after the slash has a special meanype the following into the
interactive shell:

>>>print( 'Al \'s catis named Zophie.' )
Al's cat is named Z ophie.
>>>

An escape character helps us print out letters that are higguetioto the source codd@able 41
shows somescape characters in Python:

Table 41. Escape Characters

Escape Character What Is Actually Printed

\\ Backslash\j

\! Single quog (')
\" Double quote (")
\n Newline

\'t Tab

The backslash always precedmn escape character, even if you just want a backslash in your
string. This line of code would not work:

>>> print('He flew away in a green \ teal helicopter.’)
He flew away in a green eal helicopter.
This is because the Ato in Ateal 6 was seen as

The escape character simulates pushing the Tab key on your keyboard. Escape characters are
there so that strings can have charexcthat cannot be typed in.

Instead, try this code

>>> print('He flew away in a green \'\ teal helicopter.")
He flew away in a green \ teal helicopter.

Quotes and Double Quotes

Sti n g st aldvays h@ave to be in betweewo single quotes in Python. You caese double
guotesinstead These two lines print the same thing:

>>> print('Hello world")
Hello world
>>> print("Hello world")




42 http//inventwithpython.com/hacking

Hello world

But you cannot mixingle and doublguotes. This line will give you an error:

>>> print(‘"Hello world")

SyntaxError: EO L while scanning single - quoted string
>>>

I like to use single quotes| dond have to hold down the shift key the keyboard to type
t h e ns.easierttodype, and the computeo etsaredeither way.

But remember, just like you have to use the eschpeactek ' to have a single quote in a string
surrounded by single quotes, you need the escape charadtehave a double quote in a string
surrounded by double quotes. For example, look at these two lines:

>>> print('l asked to borrow A lice \'scarf oraweek. Sh e said, "Sure.")
| asked to borrow Alice 's car for a week. She said, "Sure."
>>> print("Sh e said, \ "l can't believe you let him borrow your car. ™

She said, "I can't believe you let him borrow your car."

You b not need to escape doubjlexesin singlequote stigs and yu do not need to escape
singlequotesin the doublequote stringsThe Python interpreter is smart enough to know that if a
string starts with onkind of quote, the othekind of quote doesi mean the string is ending.

Practice Exercise€hapter 4, Set A

Indexing

Your encryptionprogramswill often need to get a single character from a string. Indexitigeis
addingof square brackefs and] to theend of a string value (or a variable containing a string)
with a numbebetween themThis number is called thadex, and tells Python whichosition in
the string has theharacter you want he index of the first character in a strin@isThe indext

is for the second character, the in@eis for the third character, and so on.

Type the following into the interactive shell:

>>> spam = 'Hello'
>>> spam[0]

H

>>> spam[1]

e
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>>> spam|2]
"

Notice that the expressi@pam[0] evaluates to the string wed'H' , since H is the first
character in the stringlello' . Remember that indexes staret 0, not1.Thi s i s why t he
index isO, not1.

string: ‘|H|e|1]|1]o
indexes: 0 1 2 3 4

Figure 41. The string 'Hello' and its indexes.

Indexing can be usadslith a variable containing a string valueabstring value by itseBuch as
'Zophie' . Type this into the interactive shell:

>>> 'Zophie'[2]
D

The expressiofZophie'[2] evaluates to the string valy® . This'p' string is just like
any other string value, arméinbe stored in a variable. Typlee following into the interactive
shell:

>>> eggs = 'Zopie' [2]
>>> eggs

D

>>>

If you enter an index that is too large for the string, Python will displdyam d e x out of r a
error message. There are only 5 characters in the $t@fg' . If we tryto usethe index10,
then Python will display an error saying that our indeioigt of range:

>>> 'Hello'[10]

Traceback (most recent call last):
File "<stdin>", line 1, in <module>

IndexError: string index out of range

>>>
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Negative Indexes

Negative imlexes start at the end of a string and go backw@h#snegative index1 is the index
of thelastcharactein a string The index 2 is the index of the second to last character, and so

on.

Type the following into the interactive shell:

>>>"Hello'
o

>>> 'Hello'[
T

>>> 'Hello'[
T

>>> 'Hello'[
e

>>> 'Hello'[
H

>>> 'Hello'[0]
H

>>>

o
)
.
_4]

- 5]

Notice hat- 5 andO are the indexes for the same character. Most of the time your code will use
positive indexes, bidgometimes it will be easier tse negative indexes

Slicing

If you want to get more than one character from a string, you can use slicing instead of indexing.
A slicealsouses thg¢ and] square brackets but has two integer indexes instead of one. The two
indexes are separate by &olon.Type the following into the interactive shell:

>>>'H owdy'[0:
'How'
>>>

3]

The string that the slice evaluatedtgins at the first index and goes up to, but not including,
the second indexTheO index of the string valu#d owdy' is the H and th8 index is the d.
Since a slice goes up bwt not includinghe second index, the slitéowdy'[0:3] evaluates
to the string valudHow' .

Try typing the following into the interactive shell:

>>> "Hello world!"[0:5]
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'Hello'

>>> 'Hello world!'[6:12]

‘world!

>>> "Hello world!'[ -6: -1]
‘world'

>>> 'Hello world!'[6:12][2]

"

>>>

Notice that the expressiddello world!'[6:12][2] first evaluates toworld!'[2]
which is an indexing that further evaluatesto .

Unlike indexes, slicingvill never give you an eor if you give it too large of an index for the
string. It will just return thavidestmatching slice it can:

>>> 'Hello'[0:999]
'Hello'

>>> 'Hello'[2:999]

o’

>>> 'Hello'[1000:2000]

>>>

The expressiotHello'[1000:2000] returns a blank string becaube index1000 is after
the end of the string, so there are no possible characters this slice could include.

Blank Slice Indexes

If you leave out the first indeaf a slice Python will automatically think you want to specify
indexO for the first indexThe expressionslowdy'[0:3] and'Howdy'[:3] evaluate the
same string:

>>> 'Howdy'[:3]
‘How'

>>> 'Howdy'[0:3]
'How'

>>>

If you leave out the second index, Python will automatically think you want to specify the rest of
thestring

>>> 'Howdy'[2:]
IWdyl
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>>>

Slicing is a simple way to getfesubgringd from a larger string(But really, afisubstring is still
just a string valuéke any other string Try typing the following into the shell:

>>> myName = 'Zophie the Fat Cat'
>>> myName][ - 7]

'FatCat '

>>> my Name[:10]

'Zophie the'

>>> myName[7:]

'the Fat Cat'

>>>

Practice Exercise£hapter 4, Set B

2 NAGAY 3 t NBPsFMelEditar Ay L5[ 9Q
Until now we have been typing instructions one atne tinto the interactive shell. When we

write programs though, we type in several instrutiand have them run without waiting on us
for the next oneletis write our first program!

The name of theoftwareprogram that provides the interactive shettafled IDLE, the
I nteractiveDeve_ opemenEnvironment. IDLE also has another paesides the interactive shell
called the file editor.

At the top of the Pythorhell window, dick on theFile 3 New Window. A new blank window
will appear for us to type oggrogram in. This window is thigle editor. The bottom right of the
file editor window will show you line and column that the cursor currently is in the file.
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File Edit Format Run Options Windows Help

Ln:1|Colk: 0

Figure4-2. The file editor windowThe cursor is at line 1, column 0.

You can always tell hdifference between the file editor window and the interactive shell
window because the interactive shell will always havestkre prompt in it.

Hello World!

A tradition for programmers learning a new language is to make their first program display the
tex tHefl | o wor | d! o Il oreate bun @vn Ketla Véoddrprogramvendw.

Enter the following text into the new file editor window. We call this text the prograaurce

codebecause it contains the instructions that Python will follow to determinelg how the
program should behave.

Source Code of Hello World

codei n , c o mp ar es code with the onlinediff boal attp:Ginvpy.comhackingdif (or
email me at al@inventwithpython.cdfryou are still stuck.)

hello.py
# This program says hello and asks for my name.
print("Hello world!")
print(‘What is your name?")
myName = input()
print('lt is good to meet you, ' + myName)

a ks wDdNpE

The IDLE program will give different types of instructions different colors. After you are done
typing this code in, the window should look like this:
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T hellopy - Cihellopy . ‘ E@g

File Edit Format Run Options Windows Help

# This program says hello and asks for my name.

print {"Helloc world!'}

print ("What is your name?')

myMName = input ()

print ("It i=s good to meet you, ' + rr.yNaIr.e]l 'I
Ln: 5(Col: 42

L% -

Figure4-3. The file editor window will look like this after you type in the code.

Saving Your Program

Once yo Ve enteredyoursouec c ode, s av e tihavetsretype iheachtimeawes won 6
start IDLE. To do sdfrom the menu at the top of the File Editor windalpose-ile 3 Save

As. The Save As window should open. Ertello.pyin the File Namdield, thenclick Save

(See Figure 41.)

You should save your programs every once in a while as you type them. That way, if the
computer crashes or you accidentally exitfromIDLB u wondét | ose everythin
a shortcut, you can press €&bn Windows and Linux or -S on OS ¥o save your file

Savein: | J Python32 j EF '
e Name = Type Size [
v bt )
Recert Places  DLLs F?Iefolder £
J Doc File folder £
" include File folder €
Desktop J Lib File folder 3
—— ! libs File folder £
uz_wJ | Seripts File folder 3
Libraries s tel File folder £
[,:;L  Tools File folder £
g 2 hello.py Python File 1KB 7
Computer
=
@
Metwark
< | 1 | 2
File name: |m ﬂ Save |
Save as type: |P‘)rth0nfiles *py.” pyw) ﬂ Cancel m

Figure 44. Saving the program.
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A video tutorial of how to use the file editor is available from this book's website at

Running Your Program

N o w s tinte @ run our progran@lick onRun 3 Run Module or just press thé5 key on your

keyboard. Your program should run in the shell window that appeared when you first started

IDLE. Remember, you have to prdssf r om t h eswinid oew,e dniottortéhes i nt er a
window.

When your programasks for your name, go aheawanter it as shown in Figureb4

& rymon =ntl I
File Edit Shell Debug Options Windows
Python 3.2 (r32:88445, Feb 20 20I
00 32 bit (Intel)] on win3Zz

Type "copyright™, "credits"™ or "I
aormation.

e e

ey

Hello world!

What i=s your name?

Alkbert

It i=s good to meet you, Albert
e

Figure 450 2 KI G (GKS AyGSNI OGA@S akKStft t221a tA1S

Now when you push Enter, the program should greet yow@ee that is, the one using the
program) by name. Congratulations! Youe written your first program. You are now a beginning
computer programmer. (You can run this program again if you like by prdsSeggin.)

If you get an error that looks like this:

Hello world!
What is your name?
Albert
Traceback (most recent call last):
File "C:/Python2 7/ hello .py", line 4, in <module>
myName = input()
File "<string>", line 1, in <module>
NameError: name 'Albert' is not defined
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...this means you are running the program with Python 2, instegdhafrP3. This makes the
penguin in the first chapter sg@he error is caused by tigout()  function call, which does

continuing.

hLISYAy3 ¢KS veSaRed NI Ya | 2 dzQ

Close the file editor by clicking on the X in the top corAerreload a saved program, choose
File 3 Openfrom the menuDo that now, and in the window that appears chbefle.pyand
press thé@pen button. Your savetiello.pyprogram should open in the File Editor window.

| 26 GKS &1 Stf2 22N R t NRINIY

Eachline that we entered is angtructionthat tellsPythonexactly what to doA computer

program is a lot like a recipe. Do the first step first, then the second, and so on until you reach the
end. Each instruction is followed in sequence, beginning from the very top of the program and

working down the list of instructions. After the prograxecutes the first line of instructigris
moves on and executes the second line, then the third, and so on.

We call the prograiis following of instructions stepy-step thgorogramexecution or just the

execution for short.The execution starts at the first line of code and then moves dowrivhard.
execution can skip around instead of tgdost

this in the next chapter.

L edlddk at our programenlineata t i me t o dang, eginningwith ling nkmber 1.

Comments

hello.py
1. # This program says hello and asks for my name.

This line is called @omment Comments are not for the computer, but for you, the programmer.

The computer ignores them. Tlisyused to remind you of what the program does or to tell
others who might look at your code what it is that your code is trying tArdotext following a
# sign (called thgpound sigr) is a comment(To make it easier to read the source code, this
bookprints out comments in a light graplored text.)

Programmers usually put a comment at the top of their code to give the program a title. The IDLE

program displays comments in retto help them stand out.

Email questions to the author: al@inventwithpython.com
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Functions

A function is kind of like a miniprogram inside your program. It contains lines of code that are
executed from top to bottom. Python provides some-truflinctions that we can ugey o u 6 v e
already used thprint() function). The great thing about functions is that we only need to
know whd the function does, but not how it does it. (You need to know thaurit)
functiondisplayst e xt on t he stoeeete kmow hbwittdoeythiss) d o n 0

A function callis a piece of code that tells our program to run the code inside a furetion.
example, your program can call thent() functionwhenever you want to display a string on
the screen. Therint() functiontakes thevalueyou type in between the parentheses as input
and displays the text on the screen. Because we want to ditglayworld! on the screen,
we type theprint  function name, followed by an opening parenthesis, followed by
world!"  string and a closing parenthesis.

Theprint()  function

hello.py
2. print('Hello world!")

3. print('What is your name?’)

This line is a call taheprint()  function(with the string to be printed going inside the
parenthesesWe add parentheses to the end of function names to make it clear dteat we
referring to a function nameatint()  , not a variable namaatint . The parenthesex the

end of the function let us know we are talking about a function, much like the quotes around the
number42' tell us that we are talking about the strihg' and not the integet2.

Line 3 is anotheprint() functioncall. This time, the programids pl ays A What i s

Theinput()  function

hello.py
4. myName = input()

Line 4 has an assignment statement with a variabld\Namé and a function callifput() ).
Wheninput() s called, the program waits for the usetyijpe in somedextand pres&nter.
The text string that the uspes in(theirname) becoms the string value that is stored in
myName

Like expressions, function calls evaluate to a single value. The value that the function call

evaluates to is called tieturn value (Infact,t wo can al so use the word

y o

nr
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same thindor functioncallsas fAeval uatesodo. ) | n tikput(3 case
functionis the string that the user typedthreir name. If the user typed in Albert, theut()
functioncall evabiateq(that is, returnsjo the stringAlbert’

The function namethput()  does not need argrgumentgunlike theprint() function),
which is why there is nothing in between the parentheses.

hello.py
5. print('lt is good to meet you, ' + myName)

For line5 6psint() call, we use the plus operatat) (o concatenate the stritigis
good to meet you, ' and the string stored in timyNamevariable, which is the name that
our user input into the program. This is how we get the program to greet us by name.

Ending the Program

Once the program executes the last line, it stops. At this pointiehasated or exited and
all of the variables are forgotten by the computer, including the string we storgdNeme If
you try running the program agaand typinga different namé will print that name.

Hello world!

What is your name?

Alan

It is good to meet you, Alan

Remember, the computer only does exactly what you program it to do. In this program it is
programmed to ask you for your name, let you type imimgstand then say hello and display the
string you typed.

Butcompuer s ar e dumb . (lcdreifyquitypegnryaunnardeo seraeont @lse
name, or just somethirgilly. You can type in anything you want and the computer will treat it
the same wa

Hello world!

What is your name?

poop

It is good to meet you, poop

Practice Exercises, Chapter 4, Set C

Email questions to the author: al@inventwithpython.com
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Summary
Writing programs is just aboutuadendieiyaug how t o
l earned a little bit of this in the |l ast chapt

instructions to make a complete program that a

All of our programs later in this book willbbeor e compl ex and sophisticat
The programs will all be explained line by line. And you can always enter instructions into the
interactive shell to see what they do before they are all put into a complete program.

Now | et 6s figstemaryptiongrogram: thee teverse cipher.
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CHAPTER 5

THEREVERSECIPHER

Topics Covered In This Chapter:
Thelen() function

while loops

The Boolean data type
Comparison operators
Conditions

Blocks

=A =4 -8 -8 8 -9

AEvery man i s surrounded by a

voluntary spies. 0
Jane Austen

The Reverse Cipher

The reverse cipher encrypts a message by priittingeverseordetSo A Hel | o wor |l d! o
t o fA! dl rTo decrypt, oleskingl reverse the reversed messéamgget the original
messageThe encryption and decryiph steps are theame

The revers cipher is a very weak ciphdust by looking at & ciphertext you can figure out it is
just in reverse ordersyas ti tahw tuo erugif llits ylbaborp nac uoy ,detpyrcne si siht hguoht neve
,elpmaxe roF

Email questions to the author: al@inventwithpython.com
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But the code fothe reverse ciphgrogramis easy to explais 0 we 6 | | use it as ou
encryption program.

Source Code of the Reverse Ciplreogram

In IDLE, click onFile 3 New Window to create a new file editor window. Type in the following

code save it asever®Cipherpy, and pres§5torunit:( Remember , dondét type i
numbers at the beginning of each line.)

Source code for reverseCipher.py
1. # Reverse Cipher
2. # http:/linventwithpython.com/hacking (BSD Licensed)
3.
4. message = 'Three can keep a secret, if two of them are dead.’
5. translated ="
6.
7. i=len(message) -1
8. whilei>=0:
9. translated = translated + message]i]
10. i=i -1
11.
12. print( translated )

Sample Run of the Reverse Cipher Program
When you run this pgramthe output will look like this:

.daed era meht fo owt fi ,terces a peek nac eerhT

Todecrypt hi s me s s a.daed eracnehpfyg owt fihtercesia peek nac eerhTtethet

paste it as the stringaluestored inmessage on line 4. Be sure to have the single quotes at the
beginning and end of the strinbhenew line 4will look like this (with the change ibold):

reverseCipher.py
4. message = 'daed eramehtfoowt fi terces a peek nac eerhT'

Now when you run theeverse€ipher.py program, the output willecrypt tathe original
message:

Three can keep a secret, if two of them are dead.
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Checking Your Source Code with the Online Diff Tool

Even though gu could copy and paste download hi s code from this booko
helpful to type in this program yourseltis will give you a better idea of what code is in this
programHowever, yu might make some mistakes while typing it in yourself

To compare the code you typed to the code that
browser. Paste your code into the text field on this web pagkthen click the Compare button.

The diff tool will show any differences between your code and the code in thisThusks an

easy way to find typos that are causing errors.

[ Invent Your Own Computer = %

<« C' | [3 inventwithpython.com/hacking/diff/#diff EOCe~/7TRA©=
Source Code =
Step 1
Traces Select the program you were typing in from this dropdown menu:
Diff Tool

) Program: [SfneCipher py 2| ® sidebyside © Inline
Videos affineHacker py

Extra Content affinekeyTest py
buggy.py

frrata

About the Author

Resources

Author’s Bleg Step 2

Copy and paste your code here to see how it is different from the code in the book:
# print the encrypted/decrypted string to the screen
print(translated)
# copy the encrypted/decrypted string to the clipboard -
[pyperclip. copy (translated) P
Step 3
Click the "Compare” button:
Compare
The Book's Program Your Program
!¢ caesar Cipher L ¢ caesar Cipher
? # http://inventwithpython.com/hacking ? # http://inventwithpython.com/hacking
(BSD Licensed) (BSD Licensed)
3 3
4 import pyperclip 4| import pyerclip
5 5

How the Progam Works

reverseCipher.py
1. # Reverse Cipher
2. # http://inventwithpython.com/hacking (BSD Licensed)

The first two lines are comments explaining what the program is, and also the website where you
can find it. The fABSD Iogramesrreedocapgnd madifybymeans t ha
anyone as |l ong as the program retains the cred

Email questions to the author: al@inventwithpython.com
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gets copied around theternet, a person who downloads it will always know wheredk for
the original sourceT hey 61 I al so know this pr ogr #&ibutei s
to others.

reverseCipher.py
4. message = 'Three can keep a secret, if two of them are dead.’

Line 4 stores the string we want to encrypt in a variable nanesdage . Whenever we want to
encryptor decrypta new string we will just type the striigrectly into the code on line 4. (The
programs i n t mpug) biostedkdhedusemvill type indhke inessageto the
source codeYou can just change the source directly before running the praggaimto encrypt
different stringg

reverse Cipher.py
5. translated ="

Thetranslated variableis where our programill store thereversedstring. At the start of the
program, it will contain the blank strinfRemember that the blank string is two single quote
characters, not one double quataacter

Thelen() Function

reverseCipher.py
7. i=len(message) -1

Line 6 is just a blank line, and Python will simply skipTlihe next line of code is on line 7. This
codeis just an assignment statement that stores a value in a variable manibd expression that
is evaluated and stored in the variableei§gmessag e) - 1.

The first part of this expressionlen(message) . This is a function call to then()

function. Thelen()  function accepts a string valaegumentgjust like theprint() function
does) and returns an integer value of how many charastrsthe string(that is, the length of
the string) In this case, we pass theessage variable tolen() , solen( message) will tell
us how many characters are in the string value storeggsage .

Letds experiment i n lénf e function. €ypeale foilowieg inwihe | |
interactive shell:

>>> |en('Hello")
5

open

wi t h
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>>> len(")

0

>>> spam = 'Al

>>> len(spam)

2

>>> |en('Hello' + ' ' + 'world!")
12

>>>

From the return value &n() , we know he stringHello' hasfive characters in iand he
blank string hagerocharacterén it. If we store the strinAl'  in a variable and then pass the
variable tden() , the functiorwill return 2. If we pass the expressitiello’ + ' ' +

‘wor Id!" tothelen() function, it returnsl2. This is becausélello' + "' +

‘world!' will evaluate to the string valuelello world! , Which hastwelve charactersn
it. (The space and the exclamation p@otint axharacters.)

Line 7finds the number oft@aracters in message, subtsamie and then stores this number in
thei variable.This will be the index of the last character in thessage string.

Introducing thewhile Loop

reverseCipher.py
8. whilei>=0:

This is a new type of Python instructioalled awhile loop or while statementA while
loop is made up of four parts:

1. Thewhile keyword.

2. An expressiondlsocalled a condition) that evaluates to the Boolean values or

False . (Booleans are explained next in this chapter.)

A : colon.

4. A block (explained laterdf indented code that comes aftemitiich is what lines 9 and
10 are. (Blocks are explained later in this chapter.)

w

1. The while keyword
2. A condition

fé’s. A colon

i >»>= 0:
translated = translated + message[i]
i=1i-1

4. A block of code

Email questions to the author: al@inventwithpython.com
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Figureb-2. The parts of avhile loop statement.

To understanavhile loops, we willfirst need to learn about Booleam®mparison operators,
and blocks.

The Boolean Data Type

The Boolean data type has only two valugste or False . These values are casensitive
(you always need to capitalize the T and F, and leave the rest in loweTdaseare not string
values You do not put a ' quote character arolinde or False . We will use Boolean values
(also calledbools) with comparison operators to form conditions. (Explained later after
Comparison Operators.)

Like a value of any other data type, bools can be storedimbies. Type this into the interactive
shell:

>>> spam = True
>>> spam

True

>>> spam = False
>>> spam

False

>>>

Comparison Operators
In line 8of our programl|ook at the expression after théile keyword

reverseCipher.py
8. whilei>=0:

The expressio that follows thevhile keyword(thei >=0 part) contains two values (the
value in the variable, and the integer valu® connected by an operator (the sign,calledthe
figreaterthanor equab operatoy. The>= operatolis called acomparisonoperator.

The comparison operator is used to compare two values and evaludtei¢o ar False
Boolean value. Tablg-1 lists the comparison operators
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Table 51. Comparison operators.

Operator Sign Operator Name
< Less than
> Greater than
<= Less than oequal to
>= Greater than or equal t
== Equal to
I= Not equal to

Enter the following expressions in the interactive shell to see the Boolean value they evaluate to:

>>>0<6

True

>>>6<0

False

>>>50<10 .5
False

>>>10 .5 <11 .3
True

>>>10< 10

False

Theexpressio® < 6 returns the Boolean valdgue because the numberis less than the
number6. But becausé is not less thaf, theexpressior <0 evaluates té-alse .50 is not
less tharl0.5 ,s050< 10 .5 isFalse .10.5 islesstharll.3 ,s010< 11 .3 evaluates
to True .

Look again atl0 < 10 .Itis False because the numb#&0 is not smaller than the numb&0.
They are exactly the same size. If Alice was the same height as Bob, youdvsayditnat Alice
is shorterthan Bob.That statemenwould be flse

Try typing in some expressions using the other comparison operators:

>>>10<=20
True
>>>10<=10
True
>>>10>=20
False
>>>20>=20
True
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>>>

Remember that for the Al ess than or e&qraal
sign always comelsefore the= sign.

Type in some expressions that usezthgequal to) and= (not equal to) ogrators into the shell
to see how they work:

>>>10==10

True

>>>10==11

False

>>>11==10

False

>>>101=10

False

>>>101=11

True

>>> 'Hello' == 'Hello'
True

>>> 'Hello' == 'Good bye'
False

>>> 'Hello' =='HELLO'
False

>>>'Good bye' !="Hello'
True

Notice the difference between the assignmentoperafor(and t he dAequal t
operator £=). The equal%) sign is used to assic value to a variable, and the equake)(

sign is used in expressions to see whether two valuggeasamel f youdr e asKki
things are equal, use=. If you are telling Pythoto set a variable to a valugse=.

String and iteger véues will always be ne¢qual to each other. For example, try entering the
following into the interactive shell:

>>> 42 == "Hello'

False
>>>42 = ='42'
False
>>>10==10.0

True

t

00
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00

co

Py



62 http//inventwithpython.com/hacking

Just remember that every expression with comparison operators always evaltreeslue
True or the valudralse .

Conditions

A condition is another name for an expressiainen itis used in avhile orif statement(if
statements arendt us e dutwilhbe tolieeednrthe negticha@er ci pher p
Conditions usally have comparison operatorgjtlmonditions are still just expressions.

Blocks

A block is one or more lines of code grouped together with the same minimum amount of
indentation (that is, the number of spaces in front of the liu can tell where a bii begins
and ends by looking ateHine® indentation

A block begins when a line is indented by four spaces. Any following line that is also indented by
at leasfour spaces is part of the blodkhen a line is indented with another four spaces (for a

total of eight spaces in front of the lin@)new block begins inside the blogkblock ends when

there is a line of code with the same indentation before the block started.

Letds | ook at some imaginary codepdyingg doesnot
attentionto the indentation of each linéVe will replacethe indenting spaces with black squares
to make them easier to count:

1. codecodecodecodecodecodecode # zero spaces of indentation
2. 1 1 Tcodecodecodecodecodecodecodecodecode # four space s of indentation
3. 1 1 Tcodecodecodecodecodecodecode # four spaces of indentation

IS
[=]
o
[=]
D
n(
o
Q.
9]
(@)
o
[oX
D
Q
o
o
D
Q
o
Q.
9]
(@)
o
Q.
")
Q
o
o
[9)
Q
o
o
9]
o
o
Q.
D

# eight spaces of indentation
Tcodecodecodecodecode # four spaces of indentation

i 1 Tcodecodecodecodecodecode #f our spaces of indentation
codecodecodecodecodecodecodecodecodecodecode # zero spaces of indentation

O N O

You can see that line 1 has no indentation, that is, there are zero spaces in front of the line of
code. But line 2 has four spaces of indentation. Bez#us is a larger amount of indentation
than the previous line, we know a new block has begun. Line 3 also has four spaces of
indentation, so we knothe block continues on line 3

Line 4 has even more indentation (8 spaces), so a new block has bdgunodtis inside the
other blocks. In Python, you can have bleekthin-blocks.
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On line 5, the amount of indentation has decreased to 4, so we know that the block on the
previous line has ended. Line 4 is the only line in that block. Since line Sensartte amount of
indentation as the blodkom line 3 we know thathe block has continue on to line 5

Line 6 is ablank line, so we just skip it.

Line 7 has four spaces on indentation, so we know that the block that started on line 2 has
continued to e 7.

Line 8 has zero spaces of indentation, which is less indentation than the previous line. This
decrease in indentation tells us thatpheviousblock has ended.

There are two blocks in the above mddatieve code. The first block goes from line 2ine 7.
The second block is just made upiokl4 (and is inside the other block).

(As a side note, it doesnodot al ways have to be
spaces, but the convention is to use four spaces.)

Thewhile LoopStatement

rev erseCipher.py

8. whilei>=0:

9. translated = translated + messageli]
10. i=i -1
11.

12. print(translated)

Let 6 s | whiek stategment dm &ne 8 again. Whatvhile statement tells Python to do is
first check to see what the conditi(which on line 8 i3 >=0 ) evaluates to. If the condition
evaluates tdrue , thenthe program execution entahe block following thevhile statement.
From looking at the indentation, this blockmsade up of lines 9 and 10.

Ifthewhile st at e malition évaluatesat@alse , thenthe program executiomill skip the
code inside the following block and jump dowrthe first line after the block (which is line 12).

If the condition wagdrue , the program executiostarts at the top of the block and exies each

line in turn going down. When it reaches the bottom of the block, the program execution jumps
back to thavhile statemenon line 8and checks the condition again. If it is STitue , the
execution jumps into the block again. If itHalse , theprogram executiowill skip past it.

You can think of thevhile statementhile i >= 0: as meaning, fwéile the
greater than or equal to zero, keep executing
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GDNRgAYIE | {GNAY3
Remember on line 7 that thevariable is first set to the length of theessage minus one, and

thewhile loopon line 8will keep executing the lines inside the following block until the
conditioni>=0 isFalse .

reverseCipher.py

7. i=len(message) -1

8. whilei>=0:

9. tra nslated = translated + messageli]
10. i=i 01
11.

12. print(translated)

There are two lines inside thhile st at ement 6 s bl ock, l ine 9 and |

Line 9 is an assignment statement that stores a value tiratistated variable. The value

that isstored is thecurrentvalue oftranslated concatenated with the character at the index

in message. In this way, the string value storedtmanslated Aigr ows Obecomesthd i t
fully encryptedstring.

Line 10 is an assignmestatement alsdt takes tle current integer value inand subtracts one
from it (this is calleddecrementingthe variable)and then stores this value as the new value of
i

The next line is line 12, but since this line has less indentation, Python knows tivhtl¢éhe

st at ebloekhas@rded. So rather than go on to line 12, the program execution jumps back to

line 8 where thevhile | oopds condition is cHAme,khendheagai n. I
lines inside thélock (lines 9 and 10are executed again. This keeps hayimg until the

condition isFalse (that is, when is less tham), in which case the program execution goes to

the first line after the block (line 12).

Letds think about t he Dbiestagsswoff withtheodlue ofthélast | oop. T
index of message and thetranslated variable starts off as the blank string. Then inside the

loop, the value omessage[i] (which is the last character in theessage string, since will

have the value of the last index) is added to the end dfahsglated string.

Then the value in is decrementethat is, reduced)y 1. This means thahessage[i]  will
be the second to lasharacterSo whilei as an index keeps moving from the back of the string
in message to the front, the stringnessage[i] is added tdhe end otranslated . Thisis
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what causetranslated to hold the reverse of the string in tinessage . Wheni is finally
setto- 1,thenthewvhile | oo p &s ¢ o nkhisga and the exdcution juinps line 12.

reverseCipher.py
12. print(translated)

At the end of our programmn line 12 we print out the contents of thanslated variable
(that is, the stringdaed era meht fo owt fi ,terces a peek nac eerhT ) to
the screen. This will shothhe usemwhat the reversed string looks like.

If you are stillhaving trouble understanding how the code irvthéde loop reverses the string,
try adding this new line inside thehile loop:

reverseCipher.py

8. whilei>=0:

9. translated = translated + message[i]
10. print(i, messagel[i], translated)
11. i=i -1
12.

13. print(translated)

This will print out the three expressionsmessagelfi] , andtranslated each time the
execution goes through the loop (thabis,eachteration of the loop). The commas tell the
print() function that we are priimtg three separate things, so the functidihadd a space in
between them. Now when you run the prograoy can see how theanslated variable
Agr ows 0. wilheklike this:p ut

48 ..

47d .d

46 a .da

45 e .dae

44 d .daed

43 .daed

42 e .daed e

41r .daed er

40 a .daed era

39 .daed era

38 m .daed eram

37 e .daed era me

36 h .daed era meh
35t .daed era meht
34 .daed era meht
33 f.daed era meht f
32 o .daed era meht fo
31 .daed era meht fo
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30 o .daed era meht fo o

29 w .daed era meht fo ow

28t .daed era meht fo owt

27 .daed era meht fo owt

26 f .daed era meht fo owt f

25 i .daed era meht fo owt fi

24 .daed era meht fo owt fi

23, .daed era meht fo owt fi ,

22t .daed era meht fo owt fi ,t

21 e .daed era meht fo owt fi ,te

20r .daed era meht fo owt fi ,ter

19 c .daed era meht fo owt fi ,terc

18 e .daed era meht fo owt fi ,terce

17 s .daed era meht fo owt fi ,terces

16 .daed era meht fo owt fi ,terces

15 a .daed era meht fo owt fi ,terces a

14 .daed era meht fo owt fi ,terces a

13 p. daed era mehtfo owt fi terces a p

12 e .daed era meht fo owt fi ,terces a pe

11 e .daed era meht fo owt fi ,terces a pee

10 k .daed era meht fo owt fi ,terces a peek

9 .daed era meht fo owt fi ,terces a peek

8 n .daed era meht fo owt fi ,terces a peek n
7 a .daed era meht fo owt fi ,terces a peek na

6 ¢ .daed era meht fo owt fi ,terces a peek nac

5 .daed era meht fo owt fi ,terces a peek nac

4 e .daed era meht fo owt fi ,terces a peek nac e

3 e .daed era meht fo owt fi ,terces a peek nac ee
2r .daed era meht fo owt fi ,terces a peek nac eer
1 h .daed era meht fo owt fi ,terces a peek nac eerh
0 T .daed era meht fo owt fi ,terces a peek nac eerhT
.daed era meht fo owt fi ,terces a peek nac eerhT

The first line, whichs h 0 W&. . i g, is showing what thexpressions , message[i] , and
translated evaluate to after the strimgessagefi] has been added to the end of
translated but befora is decremented. You can see that the first timegprogram execution
goesthrough the loopi, is set to48, and sanessage[i] (that is,message[48] ) is the string
"' . Thetranslated variable started as a blank string, but wheessage[i] was added to
the end of ibn line 9 it became the string valué

On the next iteration of the loop, thant() call displays¥7 . .d 0. You can see that has

been decremented frof8 to 47, and so nownessage[i] is message[47] , which is the

'd string. (That 6s tThie'd sgetsadded tothel endtohnslatddd e ad 0 . )
so that translated is now set i@

Now you can ee how thdranslated vari abl eds growo nfgr oons as | bolwa nyk
to the reverse of the string storedmessage.
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Tracing Through the Program, Step by Step

The previous explanations have gone through what each line does@hgoblstep by sp

through the program the same way the Python interpreter does. The interpreter starts at the very
top, executes the first line, then moves down a line to execute the next instruction. The blank lines
and comments are skipped. Twikile loop will causethe program execution will loop back to

the start of the loop after it finishes.

Hereis a brief explanation of each line of code in the same order that the Python interpreter
executes itFollow along with to see how the execution moves down the lineg gifrtdgram, but
sometimes jumps back to a previous line.

reverseCipher.py
1. # Reverse Cipher
2. # http:/linventwithpython.com/hacking (BSD Licensed)
3.
4. message = 'Three can keep a secret, if two of them are dead.’
5. translated ="
6.
7. i= len(message) - 1
8. whilei>=0:
9. translated = translated + message[i]
10. i=i -1
11.
12. print(translated)

Stepl Line1 Thisis a comment, so the Python interpreter skips it.
Step2 Line2 Thisis a comment, and skipped.
Step 3 Line4 The stringvalue'Three can keep a secret, if two of

them are dead.' is stored in thenessage variable.

Step4 Line5 The blank string is stored in théranslated variable.

Step5 Line 7 len(message) - 1 evaluatestd8. The integen8 is stored inhei
variable.

Step6 Line 8 Thewhile | o ogoridisioni>=0 evaluates td@rue . Since the
condition isTrue , the program execution moves inside the following

block.

Step7 Line 9 translated + messageli] to " .Thestringvalue'.' is stored
in thetr anslated variable.

Step8 Line 10 i - 1 evaluatestd7. The integend?7 is stored in thé variable.

Step9 Line 8 When the program execution reaches the end ofltud the execution
moves back to thevhile statement and rechecks the conditioss 0
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evaluates tdrue , the program execution mavmside the block again.

Stepl0 Line9 translated + messageli] evaluates.d' . The stringvalue'.d’
is stored in théranslated variable.
Stepll Line10 i - 1 evaluatestd6. The integer6 is stored irthei variable.

Stepl2 Line8 Thewhile statementrechecks the condition. Sinee 0 evaluates to
True , the program execution will move inside the block again.

Stepl3 ...The lines of theode continue to loop. We fastrward to wheri is set to
to 0 andtranslated is set t0 .daed era meht fo owt fi

Step149 terces a peek nac eerh'

Step 150 Line8 Thewhile | oopds condition is checke

Step 151 Line 9 trans lated + message]i] evaluatedo '.daed era meht fo
owt fi terces a peek nac eerhT . This string is stored in the
translated variable.

Stepl52 Line10 i - 1evaluatest® - 1, which evaluatestel.- 1 is stored in the
variable.

Stepl53 Line 8 Thewhile loopd sonditionisi>=0 , which evaluates tel >= 0,
which evaluates tBalse . Because the conditionm®w False , the
program execution skips tfielowing block of code and goes to line.12

Stepl54 Line 12 translated evaluates to the string valudaed era meht fo
owt fi ,terces a peek nac eerhT' . Theprint() function is
called and this string is passed, making it appear on the screen.
There are no more lines after line 12, so the program terminates.

Usinginput()  In Our Programs

The programs in this book are all designed so that the stringaréhbeing encrypted or
decrypted are typed directly into the source code. You could also modify the assignment
statements so that they call iheut()  function. You can pass a string to thput()

function to appear as a prompt for the user to typldrstring to encrypt. For example, if you
change line 4 imeverseCipher.pyo this:

reverseCipher.py
4. message = input('Enter message: ')

Then when you run the program, it will print the prompt to the screen and wait for the user to
type in the messa&gand press Enter. The message that the user types in will be the string value
that is stored in thmessage variable:

Enter message: Hello world!
Idlrow olleH
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Practice Exercises, Chapter 5, Section A

Summary

Now that we have learned how to deal with text, we can start making programs that the user can
run and interact with. This is important because text is the main way the user and the computer
will communicate with each other.

Stringsare just a different data type that we can use in our programs. We can tsgp#rator

to concatenate strings together. We can use indexing and slicing to create a new string from part
of a different stringThelen() function takes a string argumemtdareturns an integer of how

many characters are in the string.

The Boolean data type has only two valdgsie andFalse . Comparison operators=, |= , <,
>, <=, and>= can compare two values and evaluate to a Boolean value.

Conditions are expression trae used in several different kinds of statementshife loop
statement keeps executing the lines inside the block that follows it as long as its condition
evaluates tdrue . A block is made up of lines with the same level of indentation, including any
blocks inside of them.

A common practice in programs is to start a variable with a tdtxilg and then concatenate
characters to it unti/l it Agrowso into the
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CHAPTER O

THE CAESARCIPHER

Topics Covered In This Chapter:

Theimport statement
Constants

Theupper() string method
for loops

if ,elif ,andelse statements
Thein andnotin operators
Thefind()  string method

=A =4 =4 -8 -8 8 A

fBIG BROTHER IS WATCHING YOUo

19840 by George Orwell

Implementing a Program

In Chapter 1, we used a cipher wheebt. Cyrslide,and a chart of letters and numbers to
implement theCaesar ciphein this chapter, we will use computer prograro implement the
Caesar cipher

The reverse cipher always encrypts the same way. But the Caesar cipher uses keys, which encrypt
the message in a different way depending on which key is udsel keys for the Caesar cipher
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are the integers froto 25. Even if a cryptanalyst knows thétte Caesar ciphavas usedthat
alone does not givieerenough information to break the ciph8hemust alsoknowthe key.

Source Code of the Caesar Ciplifgpgram

Type in the following code into the file editor, and then save ¢easaCipher.py. Pres$5 to
run the program. Note that first you will need to downloadptherclip.pymodule and placéts
file in the same directorfthat is, folder)as thecaesaCipher.pyfile. You can download this file

WWWWWNNRNRNNNNNNNRERRRRRERRRRR R
EONPOOBRIPDIERWNRPLOO®ONDUAWNEDO

©CoOoNoO~WDPE

Source code for caesarCipher.py

# Caesar Cipher
# http://inventwithpython.com/hacking (BSD Licensed)

import pyperclip

# the string to be encrypted/decrypted
message = 'This is my secret message.'

# the encryption/decryption key

key =13
# tells the program to encrypt o r decrypt
mode = ‘encrypt’ # set to 'encrypt' o r 'decrypt'

# every possible symbol that can be encrypted
LETTERS = 'ABCDEFGHIJKLMNOPQRSTUVWXYZ'

# stores the encrypted/decrypted form of the message
translated ="

# capitalize the string in message
message = messag e.upper()

# run the encryption/decryption code on each symbol in the message string
for symbol in message:
if symbol in LETTERS:
# get the encrypted (or decrypted) number for this symbol
num = LETTERS.find(symbo ) # get the number of the symbol
if mode == 'encrypt"
num = num + key
elif mode == 'decrypt"
num=num - key

# handle the wrap -around if n um is larger than the length of
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35. # LETTERS orless than 0

36. if num >=len(LETTERS):

37. num=num - len(LETTERS)

38. elif num < 0:

39. num = num + len(LETTERS)

40.

41. # add encrypted/decrypted number's symbol at the end of translated
42. translated = translated + LETTERS[num]

43.

44, else:

45, # just add the symbol without encrypting/decrypting
46. translated = translated + symbol

47.

48. # print the encrypted/decrypted string to the screen

49.  print(transl ated)

50.

51. # copy the encrypted/decrypted string to the clipboard
52. pyperclip.copy(translated)

Sample Run of the Caesar Cipher Program
When you run this program, the output will look like this:

GUVF VF ZL FRPERG ZRFFNTR.

The above texis the strindThis is my secret message.' encrypted with the Caesar
cipher with keyl3. The Caesar cipher program you just ran will automatically copy this
encrypted string to the clipboasd you can paste it in an email or text.fl@is way you can
easily take thencrypted output from the program and send it to another person.

To decrypt, just paste this text as the new value stored im¢ksage variable on line 7Then

change the assignment statement on line 13 to store the'déongpt'

in the variablanode;

6. # the string to be encrypted/decrypted
7. message = ' GUVF VF ZL FRPERG ZRFFNTR. "'
8.
9. # the encryption/decryption key
10. key =13
11.
12. # tells the program to encrypt o r decrypt
13. mode = 'de crypt' # set to 'encrypt' or 'dec rypt'

caesarCipher.py

When you run the program now, the output will look like this:
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THIS IS MY SECRET MESSAGE.

If you see this error message when running the program:

Traceback (most recent call last):
File "C:  \ Python32 \ caesarCipher.py", line 4, in <module>

import p  yperclip
ImportError: No module named pyperclip

éthen you have pyperclipd omoduleint the rajht foldee. If you still
cannot get the module working, just delete lines4and 82ive h have t hen text
them) from the program. Thiwill get rid of the code that deperais the pyperclip  module.

Checking Your Source Code with the Online Diff Tool

To compare the code you typed to the code that is in this book, you can use the onlineadtiff tool
t hi s b o o.lOopeshttp/epsconthackingdiffin your web browserCopy and jaste

your code into the text field on this web page, and then click the Compare button. The diff tool
will show any differences between yarode and the code in this bodtis can help you find
any typos ya made when typing out the program.

Practice Exercises, Chapter 6, Set A

How the Program Works
Let 6s go oV echofehe iinestoflcgde iwthiggrogranadoes.

Importing Modules withthe import Statement

caesarCipher.py
1. # Caesar Cipher
2. # http:/linventwithpython.com/hacking (BSD Licensed)
3.
4. import pyperclip

Line 4 is a new kind of statement calledimport statement. While Python includes many
built-in functions,some functions exist in separate programs called modJledulesare
Python programs that contain additional functitreg can be used by your programthis case,
w er@importing a module namgxyperclip  so that we can call theyperclip.copy()

function later in this program.

=13

py
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Theimport statemenis made up of thamport keyword followed by the module name. Line
4 is animport statementhat imports thg@yperclip module which contains several
functions related to copying and pasting text to the okipd.

caesarCipher.py
# the string to be encrypted/decrypted
message = 'This is my secret message.'

© N

# the encryption/decryption key

10. key =13

11.

12. # tells the program to encrypt or decrypt

13. mode ="encrypt’ # set to 'encrypt' o r 'decrypt'

The next few lines set three variablegessage will store the string to be encrypted or
decryptedkey will store the integer of the encryption key, andde will store either the string
‘encrypt’ (which will cause code later in the progranetwrypt the string imessage) or
'decrypt' (which will tell the program to decrypather than encrypting

Constants

caesarCipher.py
15. # every possible symbol that can be encrypted
16. LETTERS ='ABCDEFGHIJKLMNOPQRSTUVWXYZ'

We also need a string thadntains all the capital letters of the alphaheirder It would be

tiring to type the fulABCDEFGHIJKLMNOPQRSTUVWXY&tting value each time we use it in
the program (and we might make typos when typing it, which would cause errors in our
program).So instead we will type the code for the string value once and place it in a variable
named_LETTERS This string contains all the letters that our cipher program can possibly
encrypt. This set of | etters (whumbers, donot

have

punctuation, or any ot l@anbolset Theend of this chapteravil | ed t h
tell you how to expand this programés symbol s

TheLETTERSvariablename is in all capitals. This ike programming convention for constant
variables Constantsare variables whose valuage not meant to be changed when the program
runs Although wecanchangd ETTERSjust like any other variable, the @aps reminds the
programmer to not write codeahdoes so.
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Like all conventions, we ddhhaveto follow it. But doing it this way makes it easier for other
programmers to understand how these variables are used. (It even can help you if you are looking
at code you wrotgourselfa long time ago.)

Theupper() andlower()  String Methods

caesarCipher.py
18. # stores the encrypted/decrypted form of the message
19. translated ="
20.
21. # capitalize the string in message
22. message = message.upper()

On line 19, the prograistores a blank string i vaiable namedranslated . Just like in the
reverse cipher from last chapter, by the end of the progratratieated variable will
contain the completely encryptéar decryptelimessageBut for now it starts as a blank string.

Line 22 is an assignmengseément that stores a value in a variable namessage, but the
expression ontheright sideofth@ per at or i s something we haveno
message.upper()

This is a method calMethods are just like functions, except they attached to aon-module
value (or in thecaseof line 22 a variable containing a value) with a period. The name of this
method isupper() , and it is being called on the string value stored imthssage variable.

A function is not a method just because it is in a mod(oe. will see on line 52 that we call

pyperclip.copy() , butpyperclip  is a module that was imported lime 4, socopy() is

not a methodlt is just a function that is inside tipgperclip  module.If this is confusing, then

you can always call methodsahdinct i ons a fAfunctiond and peopl e
talking about.

Most data typegsuch as stringd)ave methods. Strings have a method caljgeer() and
lower()  which will evaluate to an uppercase or lowercase version of that,sesmectively
Try typing the following into the interactive shell:

>>> 'Hello world ! ".upper()
'HELLO WORLD!"
>>> 'Hello world ! "lower()

'hello world!"
>>>
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Because thepper() method returns a stringalue you can call a method dhat string as

well. Try typing'Hello w  orld!".upper().lower() into the shell:

>>> "Hello world ! ".upper().lower()

'hello world!

>>>

'Hello world!".upper() evaluates to the strifgELLO WORLD!" , and then we call
thelower() method orthat string. This returns the stririigello world!' , Which isthe

final value in the evaluation. The order is importddello world!".lower().upper()
is not the same adello world!".upper().lower()

>>> 'Hello world'.lower().upper()
'HELLO WORLD!'
>>>

If a string is stored in a variable, you can cajl stringmethod(such asipper() or
lower() ) on that variable. Look at this example:

>>> fizz = 'Hello world M
>>> fizz.upper()

'HELLO WORLD '

>>> fizz

'Hello world!

Calling theupper() orlower() method on a string value in a variable does not change the
value irside a variableMethods are just part of expressions that evaluate to a ¥&hiek about

it like this: the expressiofizz + 'ABC' would not change the string storedize  to have
'ABC' concatenated to the end of it, unless we used it in an assigstatament likdizz =

fizz + 'ABC' )

Different data types have different methods. You will learn about other methods aagdohise

Thefor LoopStatement

caesarCipher.py
24. # run the encryption/decryption code on each symbol in the message string
25. for symbol in message:
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Thefor loop is very good at looping overs&ring orlist of valueg(we will learn about lists
later). This is different from thevhile loop, which loopsas long as a certain conditionTirue .
A for statemenhas six parts:

1. The for keyword

1. Thefor keyword. ) 3. Thein
2. A variable name. 2. A V‘i:'“b"" 'y keyword
3. Thein keyword.
. . aymbol message
4. A string value (or a variable come code here
containing a string value). -7 _
5. A colon. 4. A string or variable

containing a string

6. A block of code.
5. A colon

6. A block of code
Figure 61. The parts ohfor loop statement.

Each time the program execution goes through the loop (thatéscbiterationthroughthe
loop) the variable in thfor statementakes on the value of the nettaracter in the string

For example, type the following into thdenactive shell. Note that after you type the first line,
the>>> prompt will turn into...  (although in IDLE, it will just print three spacdsycause the
shell is expecting a block of code after foe statemerii s ¢ lo theointeractive shell, the
block will end when you enter a blank line:

>>> for letter in 'Howdy":

print( ‘The letteris ' + letter)
The letter is H
The letter is o]
The letter is w
The letter is d
The letter is y

>>>

Awhile Loop Equivalent of dor Loop

Thefor loop is verysimilar to thewhile loop, but when you only need to iterate over
characters in a string, usinda loop is much less code to type. You can makdide loop
that acts the same way afoa loop by adding little extra code:

>>>i=0
>>> while i < len (‘Howdy"):
letter = 'Howdy/[i]
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print(The letteris ' + letter )
i=i+1

The letter is
The letter is
The letter is
The letter is
The letter is
>>>

< asox

Notice that thisvhile loop does the exact same thing thatftre loop does but is not as short
and simple as thior loop.

Before we can understand lines 26 to 32 of the Caesar cipher pregramaed to first learn
about thdf , elif , andelse statements, thim andnotin  operatos, and thdind()
string method.

Practie Exercises, Chapter 6, Set B

Theif Statement

Anif statement an be r ead as Triel éxecttdthesode iotheddlldwing n
block. Otherwisef it is False , skip the ble k Opin the file editoand type in the following
small program. Then save the filegessword.pynd pres§5 to run it.

Source code for password.py
1. print('What is the password?’)
2. password = input()
3. if password == 'rosebud"
4. print('‘Acce ss granted.")
5. if password != 'rosebud":
6. print('‘Access denied.")
7. print('Done.")
When thepassword = input() line is executed, the user can type in anytisingwanis and
it will be stored as a string in the variaplassword . If shet y p e d sierb ufdrdo (i n
letters), then the expressipassword == 'rosebud' will evaluate toTrue and the
programexecution will enter the following block to print thccess granted.’ string.
If password == 'rosebud’ is False , then this block of codeiskippedNext,the second

if statement will have stcondition also evaluated. If this conditipassword !=
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'rosebud'  is True , then the execution jumps inside of the following block to print out
'‘Access denied.' . If the condition ig-alse , then this bbck of code is skipped.

Theelse Statement

Often we want to test a condition and executeldoek of code if it isSTrue and another block
of code if it isFalse . The previoupassword.pexample is like this, but it used tvfo
statements.

An else statemat can be used after&# st at e me pandits blook obcode will be
executedftheif st at ement 6FRalsec.onYlou i ®an irsead t he code as
true, execute this block, or else execute this block.

Type in the following progra and save it apassword2.pyNotice that it does the same thing as
the previougpassword.pyprogram, except it uses &n andelse statement instead tfvo if
statements:

Source code for password2.py

print(What is the password?’)
password = input( )
if password == "rosebud".

print('‘Access granted.")
else:

print(‘Access denied.")
print('Done.")

No g~ E

Theelif Satement

There is al so an i elifs stateménd Like aifa staementi it hasaa | | ed t h
condition. Like arel se statement, it follows aii  (or anotheelif ) statement and executes if

the previousf (orelif ) st at ement &ase cYoun chn reaidf o, alif waadelse
statements as, Al'f this conditi on itienisttrueue, r un
Or el se, | ust Typaimthidekample progrant intokitHe @ile dditordand save it as

elifeggspy

Source code for elifeggs.py

numberOfEggs = 12
if numberOfEggs < 4:

print(‘That is not that many eggs.")
elif nu  mberOfEggs < 20:

print("You have quite a few eggs.")
elif numberOfEggs == 144:

S e o
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7. print("You have a lot of eggs. Gross!")
8. else:
9. print(Eat ALL the eggs!’)

When you run this prograrthe integerl2 is storedn the variablenumberOfE ggs . Thenthe

conditionnumberOfEggs < 4 is checked to see if it iBrue . I f it isnodt,
the block and checksumberOfEggs < 20. | f Tiud , edecutiodskips that block and
checks ifnumberOfEggs == 144. If all of these conditions e beerfalse , then the

else block is executed.

Notice that one and only one of these blocks will be executétbu can have zero or more
elif statemergfollowing anif statementYou can have zero or oeése statemert, and the
else statement always corsdast

Thein andnot in Operators

An expression of two strings connected hgih operatowill evaluate toTrue if the first
string is inside the second string. Otherwise the expression evalukisdo. Notice that the
in andnotin operators are sasensitive Try typing the following in the interactive shell:

>>>'hello" in 'hello world!"
True

>>>'ello" in 'hello world!
True

>>>'HELLO' in 'hello world!
False

>>>"'HELLO' in '"HELLO world!
True

>>>"in 'Hello'

True

>>>"in "

True

>>>'D'in 'ABCDEF'
True

>>>

Thenot in operatowill evaluated the oppositef in . Try typing the following into the
interactive shell:

>>>'hello' not in 'hello world!
False

>>>'ello' not in ‘hello world!"
False
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>>>"'HELLO' not in 'hello world!"
True

>>>'HELL O'notin 'HELLO world!
False

>>> " not in 'Hello'

False

>>>"notin"

False

>>>'D' not in '"ABCDEF'

False

>>>

Expressions using the andnot in operators are handgr conditionsof if statements so that
we can execute some caifla stringexistsinsideof another string.

Also, thein keyword used ifior statements is not the same asitheoperator used here. They
are just typed the same.

Thefind()  StringMethod

Just like thaupper() method can be called on a string valuksfind()  methodis a string
method Thefind()  method takes one string argument and returns the integer index of where

that string appears in the methodds string. Tr
>>> 'hello'.find('e")

1

>>> 'hello'.find('0")

4

>>>fizz = ‘hello’

>>> fizz.find('h")

0

>>>

If the string argument cannot be found, fimel()  method returns the integef.. Notice that
thefind() method is cassensitive Try typing the following into the interactive shell:

>>> 'hello".find('x")

-1

>>> 'hello"fi nd('H’)
-1

>>>
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The string you pass as an argumerfirtd()  can bemore than one charactérhe integer that
find()  returns will be the index of the first charactdrere the argument is foun@ry typing
the following into the interactive shell:

>>>"'hell  o'find(‘ello")
1

>>> 'hello'.find('lo")

3

>>> 'hello hello'.find(‘e")
1

>>>

Thefind()  string method is like a more specific version of usingth@perator. It not only
tells you if a string exists in another string, but also tells you where.

Practice Eercises, Chapter 6, Set C

Back to the Code

Now that we understand hafv , elif |, else statements, thim operator, and thénd()
string method works, it will be easier to understand Hee rest of the Caesar cipher program
works.

caesarCipher.py

26. if symbol in LETTERS:
27. # get the encrypted (or decrypted) number for this symbol
28. num = LETTERS.find(symbol) # get the number of the symbol

If the string insymbol (which thefor statement has set to be only a single character) is a
capital letter, then the conditimymbol in LETTERSwill be True . (Remember thain line
22 we convertednessage to an uppercase version witiessage = message.upper() ,so
symbol cannda possibly be a lowercase letter.) The only time the conditibalse s if
symbol is something like a punctuation mark or number stvisige such as?" or'4'

We want to check iymbol is an uppercase letter because our program will only encnypt (o
decrypt) uppercase letters. Any other character will be added tatistated string without
being encrypted (or decrypted).
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There is a new block that stagfiertheif statement on line 26. If you look down the program,
you will notice that this blck stretches all the way to line 42. Télse statement on line 44
pairedto theif statemenobn line 26

caesarCipher.py
20. if mode == "encrypt":
30. num = num + key
31. elif mode == 'decrypt":
32. num=num - Kkey

Nowthatwehave the current snumiveochndds theneocnyitienror st or ed i
decryption math on it. The Caesar <cipher adds
orsubtracts the key number ttrom the | etterds nu

Themode variable contains a string that tells the program whether or not it should be encrypting

or decrypting. If this string igncrypt’ , then the conditioh o r | iif nséaterBeatavil be

True and line 3Qwill be executed (and thaock after tleelif  statement will beskipped). If

this string is any other value besidescrypt' , then the coifdstatemneatn f or |
is False and the program execution moves on to checlelifie st at ement 6s condi t i

This is how our program knows whenencrypt (wlere itis adding the key) or decrypt (@ete it
is subtracting the key). If the programmer made an error and §paredpples' in the

mode variable on line 13, then both of the conditions on lines 29 and 31 woHal¥e and
nothing would hapen to thevalue stored imum (You can try this yourself by changing line 13
and rerunning the program.)

caesarCipher.py
34. # handle the wrap -around if n um is larger than the length of
35. # LETTERS or less than 0
36. if num >= len(LETTERS):
37. num=num - len(LETTERS)
38. elif num < 0:
39. num = num + len(LETTERS)

Remembethatwhen we were implementing the Caesar cipher with paper and pencil, sometimes

the number after adding or subtracting kieg would be greater than or equal to 26 or less than 0.

In those cases, we had to add or subtract 26 to the nantber fravr @pn d 6 tThi®e number
A wr-am o uiswdhai lines 36 to 39 dor our program
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If numis greater than or equal 26, then thecondition on line 36 iFrue and line 37 is
executed (and thelif  statement on line 38 is skipped). Otherwise, Python will chemlnfis
less tharO. If that condition isTrue , then line 39 is executed.

The Caesar cipher addssubtracts 26 because tli@thenumber of letters in the alphabet. If
Engl i sh only hadrafa5 oluentdtoe rwso,u | tdh ebrne tdlhoenefivby addi

Notice that instead of using the integer va@éedirectly, we uséen(LETTERS) . The function
calllen(LETTERS) will return the integer valu6, so this code works just as well. But the
reason that we uden(LETTERS) instead o6 is that the code will work no matter what
characters we have LETTERS

We can modifythe value stored ihETTERSso that we encrypt argkcrypt more than jushe
uppercase letterslow this is donevill be explained at the end of this chapter.

caesarCipher.py
41. # add encrypted/decrypted number's symbol at the end of translated
42. translated = translated + LETTERS[num]

Now that the integer inumhas been modified, it will be the indekthe encrypted (or

decrypted letter nLETTERS We want to add this encrypted/decrypted letter to the end of the
translated string, so line 42 uses string concatenation to add ieteril of the current value
of translated

caesarCipher.py
44, else:
45. # just add the symbol without encrypting/decrypting
46. translated = translated + symbol
Line 44 has four spaces of indentation. If you labkhe indentation dhe linesabove you 61 | s e
that this means it comes afterthest at ement on | ine 26. Therebs a

if andelse statement, but it all belongs in the block of code that follow# thetatemenbn

line 26 If thatif st at e mmdition WasFalseo, then the block would have been skipped and
the program execution would enter #lee st at e me rstarting at Iné 45¢tike 45 is
skipped because it is a comment.)

This block has just one line in it. It adds #ymbol string asftiis to the end dfranslated
This is how noHetter strings liké ' or'.' are added to the translated string without being

encrypted or decrypted.

Email questions to the author: al@inventwithpython.com
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Displaying and Copying the Encrypted/Decrypted String

caesarCipher.py

48. # print the encrypted/decrypte d string to the screen
49. print(translated)
50.

51. # copy the encrypted/decrypted string to the clipboard
52. pyperclip.copy(translated)

Line 49 has no indentation, which means it is the first line after the block that started on line 26
(thefor | o olgodky. By the time the program execution reaches line 49, it has looped through
each character in thmessage string, encrypted (adecryptedithe characters, and added them to
translated

Line 49 will call theprint()  function to display thé&ranslated string on the screen. Notice
that this is the onlyrint() call in the entire program. The computer does afl@tork
encrypting every letter imessage, handling wraparound, and handling ndatter characters.
But the wuser thie €heusdr just meeds td see the fisabstingamslated

Line 52 calls a function that is inside thgperclip modul e. The f wpyQti onbds
and it takes one string argument. Becazg®y() is a function in th@yperclip  module, we

have to tell Pytho this by puttingpyperclip. in front of the function name. If we type
copy(translated) instead ofyperclip.copy(translated) , Python will give us an

error message.

You can see thisrror messagtr yourself by typing thigodein theinteractive shell:

>>> copy('Hello")
Traceback (most recent call last):

File "<stdin>", line 1, in <module>
NameError: name ‘copy' is not defined
>>>

Also, if you forget themport pyperclip line before trying to calbyperclip.copy() ,
Python will give an error message. Typing this into the interactive shell:

>>> pyperclip.copy('Hello")
Traceback (most recent call last):

File "<stdin>", line 1, in <module>
NameError: name 'pyperclip' is not defined
>>>
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That s the entire Caesar ci whoarrcomputeoaam exaoute Wh e n
the entire program and encrypt the string in less than a second. Even if you type in a very, very

long string for the value to store in theessage variable, your computer can encrypt or decrypt

a message within a second or tW@ampare this to the several minutes it would take to do this

with acipherwheelor St. Cyr slideThe program even copies the encrypted text to the clipboard

sothe user can simply pastdrito an enail to send to someone.

Encrypt NonLetter Characters

One problem with the Caesar cipher t-letets. wedve
For example, if you encrypt the strifighe password is 31337 with the key 20, it will

encrypt toDro zkccgybn sc 31337 This encrypted prhessage does
password in the message very sedileivever, we can modify the program to encryibter

characterdesides letters

If you change the string that is stored . BT TERSto include more than just the uppercase letters,

then the program will encrypt threas well. This is because on line 26, the condgimbol

in LETTERS will be Tru e. The value ohumwill be the index of symbol in this new, larger
LETTERSconstan ar i abl e-ar ODhuen didowrwa p | need to add or st
charactersinthmew string, but that 6slenfETTERS ynstdach nd | e d
of typing in26 directly into the code. (This is why we programmed it this way.)

The only changes you have to make are td_BETERSassignment statement on line 16 and
commentingout line 22 which capitalizes all the letteraiiessage .

caesarCipher.py
15. # every possible symbol that can be encrypted
16. LETTERS ="1"#$%& \'()*+, -./0123456789:;<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ|\\ ]
" "a bedefghijklmnopgrstuvwxyz{[}~'
17.
18. # sto res the encrypted/decrypted form of the message
19. translated ="
20.
21. # capitalize the string in message
22. #message = message.upper()

Notice that this new string has the escape chardcteasid\ \ in it. You can download this new

This modification to our program ikg if we had a cipher neel or St. Cyslide that had not
only uppercase letters but numbers, punctuation, and lowercase letters on it as well.

Email questions to the author: al@inventwithpython.com
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Even though the value fRfETTERShas to be the same when running the program for decryption

as when it encrypted the message, this value d
kept secret, while the rest of program (including the code for the Caesar cipher program) can

shared with the world.

Summary

Youbve had to | earn sever al programming concep
to this point, but now you la a program that implements a secipher. And more importantly,

you can understand how thisdeoworks.

Modules are Python programs that contain useful functions we can use. To use these functions,
you must first import them with amport statement. To call functions in an imported module,
put the module name and a period before the function léeremodule.function()

Constant variables are by convention written in UPPERCASE. These variables are not meant to
have their value changed (although nothing prevents the programmer from writing code that does
this). Constants are helpful becausethiewge a fAnamed to specific valu

Methods are functions that are attached to a value of a certain data typepéh@ and

lower() string methods return an uppercase or lowercase version of the string they are called
on. Thefind()  stringmethod returns an integer of where the string argument passed to it can
be found in the string it is called on.

A for loop will iterate over all the characters in string value, setting a variable to each character
on each iteration. Thé , elif , andelse statements can execute blocks of code based on
whether a condition iSrue or False .

Thein andnotin operators can check i f one string is
to True orFalse accordingly.

Knowing how to program gives you the poweitake a process like tli@aesacipherand put it

down in a language that a computer can understand. And once the computer understands how to

do it, it can do it much faster than any human can and with no mistakes (unless there are mistakes

in your progranming.) This is an incredibly useful skibut it turns out the Caesar cipher can

easily be broken by someone who knows computer programmittge hext chapter we will use

our skills to write aCaesacipherfihacked so we can read ciphertext that otheople encrypted.

Sol et s move on to the hackentrypiohapt er, and | earn
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CHAPTER

HACKING HE CAESARCIPHER
WITH THEBRUTEFORCE
TECHNIQUE

Topics Covered In This Chapter:

T Kerckhoffsds Prshagimpl e and Shannono
9 Thebruteforce technique

I Therange() function

9 String formatting (string interpolation)

Hackng Ciphers
We can hack th€aesar ciphdby using a cryptanalytic technique calldafuteforced. Because

our code breaking program is so effective against the Caesar cipher,ys houittd ndt use
encrypt your secret information

ldeally,t he ci phertext woul d .Bekeeckhofsad |t Naghé A ddf ySo n e
after the19tkcentury cryptographekuguste Kerckhoffgsays that a cipher should still be secure

even if everyone eldenows how the cipher works and has the ciphertext (that is, everything

except the key). This was restated by th® @ntury mathematician Claude Shannon as

{KIyy2y Q&8 idhEA&nemy knows the system.d

Email questions to the author: al@inventwithpython.com
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Figure 71. Auguste Kerckhoffs Figure #2. Claude Shannon
January 19, 136 - August 9, 1903 April 30, 1916 February 24, 2001
A cryptosystem should be secure even if iThe enemy knows

everything about the system, except the key
public knowledgen

TheBrute-ForceAttack

Nothing stes acryptanalysfrom guessingne key decryptng the ciphertextith that key

looking at the outputand f it was not the correct kehenmovingon to the next keylhe

techniqueof trying every possibldecryption keyis calledabrute-forceattack.1 t i sndét a ve

sophisticated haglbut through sheer effofivhich thecomputemwill do for ug the Caesar cipher
can be broken.

Source Code of the Caesar Ciplitadker Program

Open a new file editor window by clicking éile 3 New Window. Type in the fllowing code
into the file editor, and then save it@esaHacker.py Pres$=5 to run the program. Note that
first you will need to download thgyperclip.pymodule and place this file in the same directory

Source code for caesar Hacker.py
# Caesar Cipher Hacker
# http://inventwithpython.com/hacking (BSD Licensed)

A

message = 'GUVF VF ZL FRPERG ZRFFNTR.'
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5. LETTERS = 'ABCDEFGHIJKLMNOPQRSTUVWXYZ'
6.
7. #loop through every possible key
8. for key in range(len(LETTERS)):
9.
10. # It is important to set translated to the blank string so that the
11. # previous iteration's value for translated is cleared.
12. translated ="
13.
14. # The rest of the program is the same as the original Caesar program:
15.
16. # run the encryption/decryption cod e on each symbol in the message
17. for symbol in message:
18. if symbol in LETTERS:
19. num = LETTERS.find(symb  ol) # get the number of the symbol
20. num=num - key
21.
22. # handle the wrap - around if num is 26 or larger or less than 0
23. if num < 0:
24, num = num + len(LETTERS)
25.
26. #add number's symbol at the end of translated
27. translated = translated + LETTERS[num]
28.
29. else:
30. # just add the symbol without encrypting/decrypting
31. translated = translated + symbol
32.
33. # display th e current key being tested, along with its decryption
34. print('Key #%s: %s' % (key, translated))

You will see that much of this code is the same as the code in the original Caesar cipher program.
This is because the Caesar ciphatker program doethe same steps to decrypt the key.

Sample Run of the Caesar Ciplt¢adker Program

Here is what th€aesar ciphgorogram looks like when you run [t.is trying to break the
ci phe6GUWVEYRZLFRPERG ZRFFNTR. Noti ce that thel3dsecrypt et
plain English, so the original encryption key must have been 13.

Key #0: GUVF VF ZL FRPERG ZRFFNTR.
Key #1: FTUE UE YK EQODQF YQEEMSQ.
Key #2: ESTD TD XJ DPNCPE XPDDLRP.
Key #3: DRSC SC WI COMBOD WOCCKQO.
Key #4: CQRB RB VH BNLANC VNBBJPN.
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Key #5: B PQA QA UG AMKZMB UMAAIOM.
Key #6: AOPZ PZ TF ZLJYLA TLZZHNL.

Key #7: ZNOY OY SE YKIXKZ SKYYGMK.
Key #8: YMNX NX RD XJHWJY RIXXFLJ.
Key #9: XLMW MW QC WIGVIX QIWWEKI.
Key #10: WKLV LV PB VHFUHW PHVVDJH.
Key #11: VIKU KU OA UGETGV OGUUCIG.
Key #12: UJTJTN  Z TFDSFU NFTTBHF.
Key #13: THIS IS MY SECRET MESSAGE.
Key #14: SGHR HR LX RDBQDS LDRRZFD.
Key #15: RFGQ GQ KW QCAPCR KCQQYEC.
Key #16: QEFP FP JV PBZOBQ JBPPXDB.
Key #17: PDEO EO IU OAYNAP IAOOWCA.
Key #18: OCDN DN HT NZXMZO HZNNVBZ.
Key #19: NBCM CM GS MY WLYN GYMMUAY.
Key #20: MABL BL FR LXVKXM FXLLTZX.
Key #21: LZAK AK EQ KWUJWL EWKKSYW.
Key #22: KYZJ ZJ DP JVTIVK DVJJRXV.

Key #23: IXY1 Y1 CO IUSHUJ CUIIQWU.

Key #24: IWXH XH BN HTRGTI BTHHPVT.
Key #25: HYWG WG AM GSQFSH ASGGOUS.

How the Program Works

caes arHacker.py
# Caesar Cipher Hacker
# http://inventwithpython.com/hacking (BSD Licensed)

message = 'GUVF VF ZL FRPERG ZRFFNTR.'
LETTERS ="'ABCDEFGHIJKLMNOPQRSTUVWXYZ'

a s wnNpeE

Thehackermprogram willcreate anessage variable that stores theptiertextstringthe program
tries to decryptThe LETTERSconstantvariable contains every character that can be encrypted
with the cipherThe value folLETTERSNeeds to be exactly the same as the valueBEGTERS
used in the Caesar cipher program tmairgpted the g@hertext we are trying toack otherwise
thehackepr ogr am woné6t wor k.

Therange() Function

caesarHacker.py
7. #loop through every possible key
8. for key in range(len(LETTERS)):
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Line 8 is afor loop that does not iterate over a striradue, but instead iterates over the return
value from a call to a function namezhge() . Therange() function takes one integer
argument and returns a value of the range data type. These range values can Herusieoirs
to loop a specific number ¢iimes. Try typing the following into the interactive shell:

>>> for i in range(4):
. print('Hello")

Hello
Hello
Hello
Hello
>>>

More specifically, the range value returned fromrdnege() function call will set thdor
| oopb6s v ar igasd updo, dutonot intluelingj tmetargument passecitge() . Try
typing the following into the interactive shell:

>>> for i in range(6):
. print(i)

O~ ®WNPRO:

>>>

Line 8 is afor loop that will sethekey variable with the value8 up to (butnot including)26.
Instead of har@oding the valu@€6 directly into our program, we uské return value from
len(LETTERS) so that if we modifftETTERSthe program will still work See thefiEncrypt
Non-Letter Characterssectionin the last chapter to ad why

So the first time the program execution goes through this kegpwill be set to0 and the
ciphertext inmessage will be decrypted with ke®. (The code inside ther loop does the
decryptinggOn t he next i foreloopkey ovil becsdt tall far theedec8yptien.

You can also pass two integer arguments tadhge() functioninstead of just on€The first
argument is where the range should start and the secgadhenis where the range should stop
(up to but not including the send argument)The arguments are separated by a comma

Email questions to the author: al@inventwithpython.com
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>>> for i in range(2, 6):
. print(i)

>>>

Therange() call evaluates to a value of the

Back to the Code

firange

7.
8.
9.
10.
11.
12.

caesarHacker.py
# loop through every possible ke y
for key in range(len(LETTERS)):

# It is important to set translated to the blank string so that the
# previous iteration's value for translated is cleared.
translated ="

On line 12 translated

adds the decrypted text to the end of the stringaimslated . It is important that we reset
translated to the blank strirag the beginning of thifor loop, otherwisethe decrypted text will
be added to the dgypted text irtranslated from the last iteration in th@bp.

is set to the blank strind’he decryption code on the next few lines

14.
15.
16.
17.
18.
19.

caesarHacker.py
# The rest of the program is the same as the original Caesar program:

# run the encryption/decryption code on each symbol in the message
for symbo |in message:
if symbol in LETTERS:
num = LETTERS.find(symbol) # get the number of the symbol

Lines 17 to 31 are almost exactly the same as the code in the Caesar cipher progtaidsim
chapter. It is slightly simpler, bauase this code only has to decrypt instead of deorygrtcrypt.

First we loop through every symbol in the cipher&xingstored inmessage on line 17. On
each iteration of this loop, line 18 checksymbol is an uppercase letter (that is, it existthe
LETTERSconstanwariablewhich only has uppercase letleand, if sodecrypsit. Line 19
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locates whergymbol isin LETTERSwith thefind() method and stosdt in a variable called
num.

caesarHacker.py

20. num=num - key

21.

22. # handle the wrap - around if num is 26 or larger o r lessthan O
23. if num < O:

24, num = num + len(LETTERS)

Then we subtract the key fromumon line 20. (Remember, in the Caesar ciphebtracting the

key decryptsaand adding the key encrypts.) This may causato be kss than zero and require
Awr-ampoundo. Li ne 23 c h26quihiehidwhaten@LHTTERS)c a s e

returns) if it was less thah

caesarHacker.py
26. # add number's symbol at the end of translated
27. translated = translated + LETTERS[num]

Now thatnumhas been modified, ETTERS[num] will evaluate to the decryptexymbol. Line
27 adds this symbol to the end of the string stordchirslated

caesarHacker.py
29. else:
30. # just add the symbol without encrypting/decrypting
31. translated = translated + symbol
Of cour se, i f the c¢ondRkalke andsymbolrwad notine 18 6 s

LETTERS we donét declhyptf theusiyombbl at tetsda ¢
statement, you can see that thise statement matches tife statement on lin&8.

Line 31 just addsymbol to the end ofranslated unmodified.

String Formatting

caesarHacker.py
33. # display the current key being tested, along with its decryption
34. print(Ke y #%s: %s' % (key, translated))

Although line 34 is the onlgrint() function call in our Caesar ciphleader program, it will
print out several lines because it gets called once pemitte i o n forf lodpi ne 80 s
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The argumenfor theprint() function call is something we hav

value that makes use sfring formatting (also calledstring interpolation). String formatting
with the%stext is a way of placingne string inside another one. The fi¥sttext in the string
gets replacedby the first value in the parentheses after%tizt the end of the string.

Type the following into the interactive shell:

>>> "Hello %s!" % (‘world")

'Hello world"

>>> 'Hello + 'world" +'I'

‘Hello world!'

>>> 'The %s ate the %s that ate the %s.' % (‘dog’, 'cat', 'rat’)
"The dog ate the cat that ate the rat.'

>>>

String formatting is often easier to type than string concatenation withdperator, especially
for larger stngs.And one benefit of string formatting is that, unlike string concatenation, you
caninsertnonstring values such as integanso the string Try typing the following into the
interactive shell:

>>> '%s had %s pies.' % (‘Alice’, 42)
‘Alice had 42 pies
>>> 'Alice' + 'had ' + 42 + ' pies.'
Traceback (most recent call last):
File "<stdin>", line 1, in <module>
TypeError: Can't convert 'int' object to str implicitly
>>>

Line 34 uses string formatting to create a string that has the values in bidy taad

translated variables. Becaude®y st or es an integer value, webo0l

it in a string value that is passedgtnt()

Practice Exercises, Chapter 7, Set A

Summary

The critical failure of the Caesar cipher is
can be used to encrypt a message. Any computer can easily decrypt with all 26 possible keys, and
it only takes the cryptanalyst a few second®td through them to find the one that is in

English. To make our messages more secure, we will need a cipher that has more possible keys.
That transposition cipher in the next chapter can provide this for us.

t



96 https/inventwithpython.com/hacking

CHAPTER 8

ENCRYPTING WITHHE
TRANSPOSITIOKIPHER

Topics Covered In This Chapter:

Creating functions witldef statements.

main() functions

Parameters

The global and local scope, and global and local variables
Theglobal statement

The list data typeand how lists and strings are similar
Thelist() function

Lists of lists

Augmented assignment operatots (- =, *=, /=)
Thejoin()  string method

Return values and threturn  statement

The special _name___ variable

=4 =4 =4 8 8 8 8 _9 _9_9_92_-°9

TheCaesar ciphar s geéure |1t doesndt t alkoerutefarce througlelr a compu
twenty-six possible keys. Thieanspositiorcipher has many more possible keys to makeute
force attack more difficult.

Encrypting withthe TranspositionCipher

Instead of replacingharactersvith othercharacters, theanspositiorcipherjumbles up the
messagebs symbols into an or der Béfdieavestatakes t he
writingcode,ét 6 s encrypt the message WtBpentihand sense i
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paper.Including the spaces and punctuation, this message has 30 clsaié&tevill use the
number 8 fothekey.

The first step is to draw out a number of boxes equal to thaMkewill draw 8 boxes sincaur
keyfor this example i8:

The second step is to start writing the message you want to encryjbieiftoxes, with one
character for each box. Remember that spaces are a chdtastbogkmarks the boxeswith (s)
toindicateaspaceo it doesnd6t |.ook |ike an empty box)

[Clofm|m]o[n|@E)]s]

We only have 8 boxes but there are 30 charaintdh®e mesage When you run out of boxes,
draw another row of 8 boxes under the first r&\@ep creating new rawntil you have written

out the full message

15'[ 2I’]d 3I‘d 4Ih 5th 6Ih 7th 81h
m|mj|o|n|(s)| s
s|e|(s)i]|s|(9
t |(s)l s|o|(s)]| ¢c
m

[eNE=RNOEN@]

J|o|s|o

We dhadein the two boxes in the last raw remind udo ignore themThe ciphertexis the

lettersreadfrom the top left box gog downthe column A C 0O , i e darefrdmrth2l® and fAo
column When you get to thiastrow of a column move tothetop row of the next column to the

right. The nextcharacterareil 0 0 , 7 n 0 Ignor@tbeGhaded boxes.

The ciphertextsi Cenoonommst mme o0 snnio. s s c¢co0, which

someone fronfiguring outthe original messadegy looking at it

The steps for encrypting are:

1. Countthe number of characters in the message and the key.

2. Draw a number of boxes equal to the kew isinglerow. (For example, 12 boxes for a
key of 12.)

Start filling in the boxes from left to right, with oneazhcter per box.

4. When you run out of boxes and still have characters left, add another row of boxes.

w
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5. Shade in the unused boxaghe last row

6. Starting from the top left and going down, write out the characters. When you get to the
bottom of the column, pve to the next column to the right. Skip any shaded boxes. This
will be the ciphertext.

Practice ExerciseEhapter 8, Set A

A TranspositionCipherEncryptionProgram

Encrypting with @per and pencihvolves a lot ofwork andi t edsy to make mistakdse t 06 s
look & aprogram that can implemetransposition cipher encryptida decryption progm will
be demonstrated latar this chapter)

Using the computgorogram has alight problem, however If the ciphertexthas space characters

at the end, then it is impossible to see them since a space is justempte | | ., To fix thig, c e

the program adds|acharacter at the end tife ciphertext(Thel c har act er i s call ed
characterand is above the Enter key on your keybgdfor example:

Hello| # There are no spaces at the end of the message
Hello | # There is one space at the end of the message
Hello | # There are two spaces at the end of the message

Source Code ahe TranspositionCipherEncryptionProgram

Open a new file editor window by clicking &ile 3 New Window. Type in the following code
into the file editor, and then save ittesnspositionEncrypt.pyPres$=5 to run the program. Note
that first you will need to download thgperclip.pymodule and place this file in the same
directory as théranspositionEncrypt.pfile. You can download this file from

Source code for transpositionEncrypt.py
1. # Transposition Cipher Encryption
2. # http:/linventwithpython.com/hacking (BSD Licensed)
3.
4. import pyperclip
5.
6. def main():
7. myMessage = ‘Common sense is not so common.'
8. myKey = 8
9.
10. ciphertext = encryptMessage(myKey, myMessage)
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11.

12. # Print the encrypted string in ciphertext to the screen, with
13. # a | (called "pipe" charac ter) after it in case there are spac es at
14. # the end of the encrypted message.

15. print(  ciphertext +'19

16.

17. # Copy the encrypted string in ciphertext to the clipboard.
18. pyperclip.copy( ciphertext )

19.

20.

21. defencryptMessa  ge(key, message):

22. # Each string in ciphertext represents a column in the grid.

23. ciphertext = ["] * key

24.

25. # Loop through each column in ciphertext.

26. for col in range(key):

27. pointer = col

28.

29. # Keep | ooping until pointer goes past the length of the message.
30. while pointer < len(message):

31. # Place the character at pointer in message at the end of the
32. # current column in the ciphertext list.

33. ciphe rtext[col] += message[pointer]

34.

35. # move pointer over

36. pointer += key

37.

38. # Convert the ciphertext list into a single string value and return it.

39. return ".join(ciphertext)

40.

41.

42. # If transpositionE ncrypt.py is run (instead of imported as a module) call
43. # the main() function.

44. if _name___=='__main__"

45. main()

Sample Run of the Transposition CipHencryptionProgram
When you run the above program, it produces this output:

Cenoonommstmme 00 snnio. s s |

This ciphertext (without the pipe character at the end) is also copied to the clipboard, so you can
paste it into an email to someotifeyou wantto encrypt a different messageuse a different
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key, change the value assigned tortiiMessage andmyKey variables on lineg and8. Then
run the program again.

How the Program Works

transpositionEncrypt.py
# Transposition Cipher Encryption
# http://inventwithpython.com/hacking (BSD Licensed)

pwbdPE

import pyperclip

The transposion cipherprogram like the Caesar ciph@rogram will copy the encryptetext to
the clipboardSo firstwe will import thepyperclip  module so it can call

pyperclip.copy()

Creating Your Own Functiongith def Statements

transpositionEncrypt.py

6. def main():
7. myMessage = 'Common sense is hot so common.’
8. myKey = 8

A function (likeprint() ) is a sort of minprogram in your program. When the function is
called, the execution moves to the code inside that function and then returnkni élfier the
function call. You can create your own functions witthed statement like the one on line 6

Thedef statement on line 6 isn't a call to a function namegh () . Instead, thelef statement
means we are creating, @efining, a new functiomamedmain() that we can call later in our
program. When the execution reachesdbk statement Python willefinethis function. We can
then call it the same way we call other functions. Whealleghis function, the execution
moves inside of the bl&of code following thelef statement.

Open a new file editor window and type the following code into it:

Source code for helloFunction.py
1. def hello():
2 print('Hello!")
3 total =42 + 1
4. print('42 plus 1 is %s' % (total))
5. print(‘Star t
6. hello()
7. print(‘Call it again.")
8. hello()
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9. print('Done.")

Save this program with the namelloFunction.pyand run it by pressing5. The output looks
like this:

Start!

Hello!

42 plus 1is 43
Call it again.
Hello!

42 plus 1is 43
Done.

When hehelloFunction.pyprogram runs, the execution starts at the top. The first linda$ a
statementhat defines thiello()  function The execution skips the block after thef
statement and executes firnt('Start!") line. This is whyStart!' is thefirst string
printed when we run the program.

The next line afteprint('Start!") is a function call to ounello()  function. The
program execution jumps to the firstlineintielo) f unct i oonbne 2. Bhiso ¢ k
function will cause the stringsle llo!'  and'42 plus 1 is 43' to be printed to the
screen.

When the program execution reaches the bottom af¢hestatement, the execution will jump
back to the line after the line that originally called the function (line HelloFunction.pythis

is the print('Call it again.") line. Line 8 isanothercall to thehello()  function. The
program execution will jump back into thello()  function and execute the code there again.
This is why'Hello!" and'42 plus 1lis 43 are displayed on the screen twoés.

After that function returns to line €heprint('Done.") line executes. This is the last line in
our program, so the prograemits.

Thet NE 3 Ndaiv(X2 &unction

transpositionEncrypt.py
6. def main():
7. myMessage = ‘Common sense is not so com mon.'
8. myKey = 8
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The rest of the programs ihi$ book have a function nameathin() which is called at the start
of program. The reason is explained at the end of this chapter, but for néwgusthat the
main() function in the programs in thi®bk are always called soon after the programs are run

On lines 7 and 8, theariablesmyMessage andmyKey will store the plaintext message to
encrypt and the key used to do the encryption.

transpositionEncrypt.py
10. ciphertext = encryptMessage(myKey , myMessage)

The code that does the acteacrypting will be put into a function we defina line 21named
encryptMessage() . This function will take two arguments: an integer value for the key and a
string value for the message to encryfghen passing aitiple arguments to a functiorak,
separatéhe argumentsiith a comma.

The return valuef encryptMessage() will be astring value of the encrypted ciphertext.
(The code in this function is explained neditjs stringwill be stored in a variable namhe
ciphertext

transpositionEncrypt .py
12. # Print the encrypted string in ciphertext to the screen, with
13. # a | (called "pipe" character) after it in case there are spaces at
14. # the end of the encrypted message.
15. print(  ciphertext +'
16.
17. # Copy the encrypted string in ciphertext to the clipboard.
18. pyperclip.copy( ciphertext )

Theciphertextimessagés printedto the screeon line 15 and copietb the clipboardn line 18
The program prints a | character (calleelthiipi peo character) at the
user can see any empty space characters at the end of the ciphertext.

Line 18 is the last line of thmain() function. After it executes, the program execution will
return to the line after the lirtat called it. The call tmain() is on line 45 and is the last line
in the program, so after execution returns froain() the program willexit.

Parameters

transpositionEncrypt.py
21. def encryptMessage(key, message):
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The code in thencryptMessage() functiondoes the actuancryption. Thé&ey and
message text in between the parentheses nexdrtoryptMessage () 0 def statement
shows that thencryptMessage() function takes two parameters.

Parametersarethe variables that contain the arguments paa$exh a function is called.
Parameters are automatically deleted when the function reflihis.is just like how variables
are forgotten when a program exits.)

When theencryptMessage() function gets called from line 10, two argument values are
passed (otine 10, they are the valuesnnyKey andmyMessage). These values gessignedo

the parametersey andmessage (which you can see on line 2dhen theexecution moves to
the top of the functian

A parameter is a variable name in between the parenthesesthe def statement. An
argument is a value that is passed in between the parentheses for a function call.

Python will raise an error message if you try to call a function with too many or too few
arguments for the numbef parameters the function hasy typing the following into the
interactive shell:

>>> len(‘hello’, ‘world’)
Traceback (most recent call last):
File "<stdin>", line 1, in <module>
TypeError: len() takes exactly one argument (2 given)
>>> len()
Traceback (most recent call last):
Fil e "<stdin>", line 1, in <module>
TypeError: len() takes exactly one argument (O given)
>>>

Changes to Parameters Only Exist Inside the Function
Look at the following program, whiathefines and theaalls a function nameftinc()

def func(param):
param =42
spam = 'Hello'
func(spam)
print(spam)

Whenyou run this program, tharint() call on the last line will print ouHello' , not42.
Whenfunc() is calledwith spam as the argumenthespam variable is not being sent into the
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func() function and having2 assigned to it. Instead, the value insgam is being copied
and assigned tparam . Any changes made pmaram inside the function wilhot change the
value in thespam variable.

(There is an exception to this rule when you are passing somethirgyaiBeor dictionary
val ue, but this wildl be explained in chapter 1

This is an important idea to understand. The a
copiedto the parameter. So if the parameter isged, the variable that provided the argument
value is not changed.

Variables in the Global and Local Scope

You might wonder why we even have tkey andmessage parameters to begin withince we

already have the variablesyKey andmyMessage from themain() function. The reason is
becausenyKey andmyMessage are inthemain() f uncti onds | ocal scope a
outside of themain() function.

Every time a function is called,lacal scopés created. Variables created during a function call
exist inthis local scope. Parameters always exist in a local scope. When the function returns, the
local scope is destroyed and the local variables are forgétteariable in the local scope is still

a separate variable from a global scope variable even iivthedriables have the same name.

Variables created outside of every function exist ingladal scope When the prograrexits,
the global scope is destroyed and all the variables in the program are for@udtténe variables
in the reverse cipher anda€sar cipher programs were global.)

Theglobal Statement

If you want a variable that is assigned inside a function to be a global variable instead of a local
variable, putglobal st at ement with the vari atef eds name a
statemenh

Here are the rules for whether a variable is a global varjtizeis, a variable that exists in the
global scopepr local variablg t hat 1 s, a wvariable that exists i

1. Variables outside ddll functions are always glaibvariables.
2. Ifavariable in a function is never used in an assignment statement, it is a global variable.
3. If avariable in a function isot used in global statement and but issed in an
assignment statement, it is a local variable.
4. If a variable ina function is used inglobal statement, it i global variable when
used in that function.
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For example, type in the followirghort program, save it asopepy, and pres§5 to run it:

NNNONNNNNRRRRRRERRRRR
OPTRERWNRPROO®O®NDUAWNEDO

© N OhWNPRE

Source code for scope Py

spam =42

def eggs():
spam =99 # spam in this function is local
print(In eggs():', spam)

def ham():
print('In ham():', spam) # spam in this function is global

def bacon():
global spam  # spam in this function is global
print(  'In bacon():', spam)
spam =0

def CRASH():
print(spam) # spam in this function is local
spam =0

print(spam)

eggs()

print(spam)

ham()

print(spam)

bacon()

print(spam)
CRASH)()

The progranwill crash when Python executes lin@ aAnd the output will look like this:

42

In eggs(): 99

42

In ham(): 42

42

In bacon(): 42

0

Traceback (most recent call last):

File "C:  \ scope.py", line 27, in <module>
CRASH()
File "C:  \ scope.py", line 16, in CR ASH
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print(spam)
UnboundLocalError: local variable 'spam’ referenced before assignment

When thespam variable is used on lines 1, 19, 21, 23, 45 dutside of all functionsosthis is
theglobal variablenamedspam. In theeggs() function thespam variable is assigned the

integer99 on line 4 so Python regards thépam variable as a local variable namsahm.

Python considers this local variable to be completely different from the global variable that is also
namedspam. Being assigne@9 on line4 has no effect on the value stored in the glepam

variable since they are different variables (they just happen to have the same name).

Thespam variable in thham() function on lire 8 is never used in an assignm&@atemenin
that functionso itis the global variablepam.

Thespam variable in thébacon() function is used in global statement, so we know it is
the global variable namegham. Thespam = 0 assignment statement on line 13 will change the
value of the globaspam variable.

Thespam variable in theCRASH() function is used in an assignment statenfend not in a

global statemerjtso thespam variable in that function is a local variable. However, notice that
it is used in therint() function call on line 16 before it is assignedadue on line 17. This is
why calling theCRASH() function causes our program to crash with the error,
UnboundLocalError: local variable 'spam' referenced before

assignment

It can be confusing to have global and local variables with the same name, foyeuen
remember the rules for how to tell global and local variables apart, you would be better off using
different names.

Practice Exercises, Chapter 8, Set B

The List Data Type

transp ositionEncrypt.py
22. # Each string in ciphertext represents a column in the grid.
23. ciphertext = ["] * key

Line 23 uses a new data type calledlitedata typeA list valuecancontain other valuesust
like how strings begin and end witjuotes, a list value begins witlj apen bracket and ends
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with ] close bracket. The valustoredinside the list are typed within the brackets. If there is
more than one value in the list, the values are separated by commas.
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Type the following into thénteractive shell:

>>> animals = ['aardvark’, ‘anteater’, ‘antelope’, ‘albert']
>>> animals

[aardvark’, 'anteater’, 'antelope’, ‘albert’]

>>>

Theanimals variable stores a list value, and in this list value are four string vaibes.

individual valuesriside of a list are also callé&ms. Lists are very good when we have to store
lots and lots of values, but we don't want variables for each one. Otherwise we would have
something like this:

>>> animalsl = 'aardvark’
>>> animals2 = 'anteater’
>>>animals 3 ='antelope’
>>> animals4 = 'albert’

>>>

This makes working with all the strings as a group very hard, especially if you have hundreds
thousandsor millions of differentvaluesthat you want stored in a list.

Many of the things you can do with stringswill also work with lists. For example, indexing
and slicingwork on list values the same way they work on string values. Instead of individual
characters in a string, the index refers to an item in a list. Try typing the following into the
interactive shig

>>> animals = ['aardvark’, ‘anteater’, ‘antelope’, ‘albert’]
>>> animals[0]
‘aardvark’

>>> animals[1]
‘anteater’

>>> animals[2]
‘antelope’

>>> animals[3]
‘albert'

>>> animals[1:3]
['anteater’, ‘antelope’]
>>>

Rememberthe first index i9 and notl. While using slices with a string value will give you a
string value of part of the original string, using slices with a list value will give you a list value of
part of the original list.
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A for loop can also iterate over the values in a list, just likeriaies over the characters in a
string. The value that is storedintioe | oop6s variable is a single v
typing the following into the interactive shell:

>>> for spam in ['aardvark’, '‘anteater’, 'antelope’, 'albert:
. print(’ For dinner we are cooking ' + spam)

For dinner we are cooking aardvark
For dinner we are cooking anteater
For dinner we are cooking antelope
For dinner we are cooking albert
>>>

Usingthe list() Functionto Convert Range Objects to Lists

If you need dist value that has increasing integer amounts, you could have code like this to build
up a list value usingfar loop:

>>> myList =[]
>>> for i in range(10):
. myList = myList + [i]

>>> myList
[0,1,2,3,4,5,6,7,8,9]
>>>

However, it is gnpler to directly make a list from a range objiett therange()  function
returnedby using thdist() function:

| >>> myList = list(range(10))
{ >>> myList

1 [0,1,2,3,4,5,6,7,8,9]

L >>>

Thelist() function can also convert strings into a list valuee Tist will have several single
character stringthat were irthe original string:

>>> myList = list('Hello world!")

>>> myList

[H, e, 1T, ol Y, 'w ol e T
>>>
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We wonoét bis() u $unctiog ontsthings or range objs in this program, but it will
come up in later in this book.

Reassiging the Items in Lists

The items inside a list can also be modifigdde the index with a normal assignment statement.
Try typing the following into the interactive shell:

>>>animals = [aardvark’, 'anteater’, 'antelope’, 'albert’]
>>> animals

[aardvark’, 'anteater’, 'antelope’, ‘albert’]

>>> gnimals[2] = 9999

>>> animals

['aardvark', 'anteater’, 9999, 'albert']

>>>

Reassigning Characters in Strings

While you can reassign items idist, you cannot reassign a character in a string value. Try
typing the following code into the interactive shell to cause this error:

>>>"Hello world!'[6] = 'X'
Traceback (most recent call last):
File "<stdin>", line 1, in <module>
TypeError: 'str' obj ect does not support item assignment
>>>

To change a character in a string, use slicing instead. Try typing the following into the interactive
shell:

>>> spam = 'Hello world!'

>>> spam = spam[:6] + 'X' + spam[7:]
>>> spam

'Hello xorld!

>>>

Lists of Lists
List values can even contain other list valugy.typing the following into the interactive shell:

>>> spam = [['dog’, 'cat’], [1, 2, 3]]
>>> spam[0]

[dog', 'cat

>>> spam([0][0]
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‘dog'
>>> spam[0][1]
‘cat’

>>> spam([1][0]
1

>>> spam[1][1]
2

>>>

The doubé index brackets used fspam[0][0]
and['dog', ‘cat[0]

[dog', 'cat’]

work becausspam[0] evaluates to
evaluates td&dog' . You could even use

another set of index brackets, since string values also use them:

>>> spam = [['dog’, 'cat]], [1, 2, 3]]
>>> spam[0][1][1]

'y

>>>

Say we had a list of lists stored in a variable naxddere are the indexes for each of the items

in X. Notice thatx[0] , x[1] ,X[2] , andx[3] refer to list values:
| | | |
] — ~d M
| N— | — | M- | B—
> > > >
{ 1 [ 1 r 1 a1
= I ™ ™ ™ oM o
| M- | A— | A— 1 L1 L
~1 1 [l = 1 | e B |
o o O ~ e )
{ - b b bd o e b
b > > E 4 b 4
([0, 20, 30], [3, 2z, 11, [8, 8, 8, 8], [42]]
Figure8u® | fAad 2F tAada sA0K SOSNE AGSY

Pradice Exercises, Chapter 8, Set

Usinglen()
We O v e

of the strng). Thelen()
items are in the list.

and thein Operatorwith Lists

ulen@ dfunctioreto tell us how many characters are in a string (that is, the length
function also works on list valuesd returs an integer ohow many
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Try typing the following into the interactive shell:

>>> animals = ['aardvark’, ‘anteater’, ‘antelope’, ‘albert']
>>> |en(animals)

4

>>>

We 6 v a theirs eperator to tell us if a string exists inside another string valuein
operator also works for checking if a value exists in a list. Try typing the following into the
interactive shell:

>>> animals = [‘aardvark’, ‘anteater’, ‘antelope’, 'alber t]
>>> 'anteater’ in animals

True

>>> 'anteater' not in animals

False

>>> 'anteat’ in animals

False

>>> 'delicious spam' in animals

False

>>>

Just like how aet of quotes next to each other represents the blank stringaafief brackets
next to eah other represents a blank list. Try typing the following into the interactive shell:

>>> animals =[]
>>> [en(animals)
0

>>>

List Concatenatiorand Replicationwith the + and* Operators

Just likehowthe+ and* operators can concatenate and replicaiiegst, the same operators can
concatenatandreplicate lists. Try typing the following into the interactive shell:

>>>['hello] + ['world]

[hello, ‘world]

>>> ['hello] * 5

[hello, 'hello’, 'hello’, 'hello’, 'hello’]
>>>

That 6s e n o u dldritiea letoveen strings and Bsis.dust remember that most things you
can do with string values will also work with list values.
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Practice Exercises, Chapter 8, et

TheTranspositionEncryption Algorithm
We need tdranslate thse papefandpencil stepsnto Python codel. et 6 s

encrypting the stringCommon sense is not so common. '

out the boxes with pencil and paper, it would look like:this

t ake

a

with the key8. If we wrote

Add the index ofeachletterin the stringto the boxes. (Remembendexes begin witld, not1.)

Clolm|m|jo|ni|(s)] s
e|n|s|e|(s))i]|s]|()
njiof|tj|(s) s|ol(s) c
olm[m[o]|n][. [
Clolm|{m|o|n|(s)| s
0[1|2|3|4|5|6]|7
e|n|sjel(s))i]| s](s)
8|9(10|11|12|13|14 |15
njo|tj|(s)] s|]o]|(s) c
16 |17|18|19|20|21| 22|23
o/m|mj|jo|n|.

2425|2627 |28 29 -

We can see from these boxes that the first column has the characters atin8etés and24

(whichare C ,"e','n',and o'). The next column has the characters at indéx8s17,

and25 (which are o' ,' n',"' o' and' m ). We can see a pattern emerging: Theslumn
will have all the characters in the stringradexes0+n, 8 + n, 16 + n, and 24 + n:

There is an exception for th& &nd7™ columns, since 24 + 6 and 24 + 7 are greater than 29,
which is the largest index in our string. In those cases, we only use 0, 8, and 16 to @duito n

skip 24)

C o] m m 0 n (s) S
0+0=0 | 1+0=1 | 2+0=2 3+0=3 4+04 5+0=5 6+0=6 7+0=7
e n s e (s) [ S (s)
0+8=8 1+8=9 | 2+8=10 | 3+8=11 | 4+8=12 | 5+8=13 | 6+8=14 | 7+8=15
n o] t (s) S o] (s) c
0+16=16 | 1+16=17 | 2+16=18 | 3+16=19 | 4+16=20 | 5+16=221 | 6+16=22 | 7+16=23
o] m m 0 n :
0+24=24| 1+24=25| 2+24=26 | 3+24=227 | 4+24=28 | 5+24=29

| ook

a
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Whatdéds so speci al about the numbers 0, 8,

starting from 0, we add the key (which in this example is 8). 0+ 8is 8,8 + 8is 16, 16 + 8 is 24.

24 + 8 would be 32, but since 32 is larger than the length of the message, we stop at 24.

So,forthefic ol umnés string we eepadding8 (ahichis theckeyxto get,

the next index. W&eep adding 8 as long as the index is thas 30 (the message length), at
which point we move to the next column.

If we imagine a list of 8 strings where each string is made up of the charaatahi column,
then the list value would look like this:

[Ceno’, 'onom’, 'mstm’, 'me o', 'o sn', 'nio.’, 's ', 's ¢']

This is how we can simulate the boxes in Python code. First, we will make a list of blank strings.

This list will have a number of blargtrings equal to the kdyecause each string will represent a
columnof our papefandpencil boxes(Our list will have 8 blank strings since we are using the

key 8 in our example.) Letds | ook at the
transpositionEncrypt.py

22. # Each string in ciphertext represents a column in the grid.

23. ciphertext = ["] * key

Theciphertext variable will be a list of string values. Each string in¢hghertext

variable will represent a column of the grid. Gohertext[0] is the leftmost column,

ciphe rtext[1] is the column to the right of that, and so on.

The string values will have all the characters that go into one column ofthe grit. 6 s | ook

atthe grid fromthdt Co mmon s ense i example ¢arlier im ik chapterfwotin . 0
columnnumbersadded tahe top)

O 1 2 3 4 5 6 7
Clolm|m|jo|ni|(s)] s
e|n|s|ej|(s))i]|s]|(9
njiofltj|(s)s|ol(s) c
o[m[m[o|n]. I

Theciphertext variable for this grid would look like this:

>>> ciphertext = [Ceno’, 'onom’, 'mstm’, 'me o', 'o sn', 'nio.",'s ', 's c']
>>> ciphertext[0]
'‘Ceno’

Email questions to the author: al@inventwithpython.com

16,

and

code.

ag:



Chapter 8 The Transposition Cipher, Encrypting 115

The first step to making this list is to creatkemanyblank strings in theiphertext list as
there are columns. Since the number of coluimmesgiual to the keywe caruse list replication to
multiply a list with one blanktsing value in itby the value irkey . Thisis how line 23 evaluates
to alist with the correct number diflank strings.

transpositionEncrypt.py

25. # Loop through each column in ciphertext.
26. for col in range(key):
27. pointer = col

Thenext step is to add text to each stringiphertext . Thefor loop on line 26 will iterate
once for each colummndthecol variable will havethe correct integer value to use for the
index tociphertext . Thecol variable will be set t@ for the firstiteration through théor
loop, thenl on the second iteration, th@rand so onThis way he expression

ciphertext[col] will be the string for theol ™ column of the grid.

Meanwhile, thepointer  variable will be used as tliedexfor the string valuén the message
variable. On each iteration through the loppinter  will start at the same valueas (which
is what line 27 does.)

Augmented Assignment Operators

Often when you are assigning a new value to a variable, you want it to be based off of the
va r i adurrent &atue. To do this you use the variable as the part of the expression that is
evaluated and assigned to the variable, like this example in the interactive shell:

>>> spam = 40

>>> spam = spam + 2
>>> print(spam)

42

>>>

But you can insteadse thet= augmented assignment operaisra shortcuilry typing the
following into the interactive shell:

>>> spam = 40

>>> spam += 2

>>> print(spam)

42

>>> spam = 'Hello'
>>> spam += " world!'
>>> print(spam)
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Hello world!

>>> spam = ['dog']
>>>spam += ['cat]]
>>> print(spam)
['dog', 'cat]

>>>

The statemergpam += 2 does thexact same thingsspam = spam + 2. ltbés just a |
shorter to type. The= operator works with integers to do addition, strings to do string

concatenation, and lists to detlconcatenatiorf.able8-1 showshe augmented assignment

operators and what they are equivalent to:

Table 81. Augmented Assignment Operators

Augmented Assignment Equivalent Normal
Assignment
spam += 42 spam = spam + 42
spam - =42 spam =spam - 42
spam *= 42 spam = spam * 42
spam /=42 spam = spam / 42

Back to the Code

transpositionEncrypt.py
29. # Keep looping until pointer goes past the length of the message.
30. while pointer < len(message):
31. # Place the character a t pointer in message at the end of the
32. # current column in the ciphertext list.
33. ciphertext[col] += message[pointer]
34.
35. # move pointer over
36. pointer += key

Inside thefor loop that staed on ine 26 is avhile loopthat starton line 30. For each

column, we want to loop through the origimagssage variable and pick out evekey ™

character. (Il n the exampl "chavaetd sirce we are usingiakéyn g, w
of 8.) On line27 for the first iteration of théor loop, pointer  was set td.

While the value irpointer is less than the length of theessage string, we want to add the
character amessage[pointer] to the end of theol " string inciphertext . We add8
(that is, tle value inkey ) to pointer  each timehrough the loop on line 36 hE first time it is
message[0] , the second timenessage[8] , the third timemessage[16] , andthe fourth
time message[24] . Each of these single character strings are concateiodteslend 6
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ciphertext[col ] (and sincecol is 0 on the first time through the loop, this is
ciphertext[0] ).

1st 2nd 3rd 4th
Clom/m|o|n s|lefn|s|e i|s njio|t s| o cloim{m|o|n

N
N
e}

1 21222
0|1|2|3|4|5|/6|7|8|9|0|1|2|3|4|5|6|7|8]|9

=
=
=
=
=
=
=
=
=
e}
N
e}

0({1,2(3/4|5(6|7/8|9

Figure 82. Arrows pointing tavhat message[pointer] refers to during the first iteration of
the for loop when col is set t0.

Figure 82 showsthe characrs at these indexes, they will be concatenated together to form the
string'Ceno’ . Remember that we want the value in ciphertext to eventually look like this:

>>> ciphertext = ['Ceno', 'onom’, 'mstm’, 'me o', 'o sn', 'nio.", 's ', 's c']

>>> ciphertext[0 1

‘Ceno’

>>>

Storing'Ceno’  as the first string in theiphertext list is our first step.

On the next iteration of tHer loop,col will be set tol (instead o) andpointer  will start
at the same value asl . Now when we ad8 to pointer oneachitetai on of | i ne
while loop, the indexes will b&, 9, 17, and25.

»1st 2nd 3rd 4th
o o 0
L 5 R
Clom/m|o|n s|lefn|s|e i|s njo|t s| o clo|lm|m n
0(1|2|3|4|5|6/7/8|9|1|1|1f1 /11421 1|1|1|2|2|2|2|2|2|2|2|2]|2
0/1|2|3/4|5/6|7|8|9|0|1|2|3|4|5|6|7|8|9

Figure 83. Arrows pointing tdo what message[pointer] refers to during the second
iteration of the for loop when col is set tb,

As message[l] , message[9] , message[l7] , andmessage[25 ] are concatenated to the
end ofciphertext[1] , they form the strinpnom’ . This is the second column of our grid.

306
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Once thefor loop has finishedboping for the rest of the columrthe value irciphertext
will be ['Ceno’, ‘'onom', 'mstm', 'meo’, ‘'osn’, 'nio.", 's’, 'sc']
We will use thgoin()  string method to convert this list of strings into a single string.

Thejoin()  StringMethod

Thejoin()  method is used later on line 3%hejoin()  methodtakes a list of strigs and
returns a single string.hls single string haall of the stringsn the listconcatenated (that is,
joined) together. The string that tfugn()  method gets called on will be placed in between the
strings in the list(Most of the time, we will just use a blank string for thigy typing the

following into the interactive shell:

>>> eggs = ['dogs', 'cats', 'moose’]

>>> " join(eggs)

‘dogscatsmoose’

>>> "' join(eggs)

'dogs cats moose'

>>>'XYZ'.join(eggs)

'dogsXYZcatsXYZmoose'

>>> " join(eggs).upper().join(eggs)
'dogsDOGSCATSM@SEcatsDOGSCATSMOOSEmMoose'
>>>

That last expressiof.join(eggs).upper().join(eggs) , looks a little tricky, buff
you go through the evaluation one step at a time, it will look like this:

"'.join(eggs) .upper().join(eggs)

"".join(['dogs', 'cats', 'moose']).upper().join(eggs)
"dogscatsmoose’ .upper().join(eggs)

"DOGSCATSMOOSE ' . join(eggs)

"DOGSCATSMOOSE ' . join(['dogs’', 'cats', 'moose'])

2 4

' dogsDOGSCATSMOOSECatsDOGSCATSMOOSEmoose’

Figure 84. The steps of evaluation fjjoin(eggs).upper().j oin(eggs)

Email questions to the author: al@inventwithpython.com
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This is why".join(eggs).upper().join(eggs) returns the string,
'dogsDOGSCATSMOOSEcatsDOGSCATSMOOSEmoase'
Whew!

Remember, no matter how complicated an expression,lgolscan just evaluate it step by step
to get the single value the expressevaluates to.

Return Valuesaandreturn Statements

transpositionEncrypt.py
38. # Convert the ciphertext list into a single string value and return it.
39. return ".join(ciphertext)

Ouruse ofthgoin() met hod i assodnplicate@asathebreyious exampléWe just
want to calljoin()  on the blank string and pasiphertext as the argumersio that the
strings in theciphertext list are joined together (withothing in between them).

Remember that a functiqor method call alwaysevaluatego a value. We say that this is the
valuereturnedby the function or method call, or that it is fie¢urn valueof the function. When
we create our own functions withdaf statement, we useraturn statement taell what the
return value for our funati is.

A return statement is theeturn  keyword followed by the valu® bereturned We can also
use an expressionstead of a value. In that cabe return value will be whaver valughat
expression evaluates to. Open a new file editor window amdthgofollowing program in and
save it a@addNumbers.pythen pres&5to run it:

Source code for addNumbers.py

def addNumbers(a, b):
returna +b

spam = addNumbers(2, 40)
print(spam)

o wDhPRE

When you run this pragm, the output wilbe:

42

That 6 s becaus eadtNumbers(®, 403 t iwidl evalwate tod2. Thereturn
statement imddNumbers() will evaluate the expressian+ b and then return thevaluated
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value. That is whyaddNumbers(2, 40) evaluates td2, which is the value stored gpam
on line 4and next printed to the screen line 5

Practice Exercises, Chapter 8, &et

Back to the Code

transpositionEncrypt.py
38. # Convert the ciphertext list into a singl e string value and return it.
39. return ".join(ciphertext)

TheencryptMessage() f u n c tratumn &tatement returns a string value that is created
by joining all of the strings in theiphertext list. This final string is the result of our
encryptioncode.

The great thing about functions is that a programmer only has to know what the function does,
butnothowt h e f u n c toesatnAdpogranmer ean understand thahdcallsthe

encryptMessage() function and pass it an integer and a stringliekey andmessage

parameters, the function call wil&uate to an encrypted strirfghedoesn 6t need t o know
anything about how the codeéncryptMessage() actually does this.

TheSpecial _name_ _ Variable

transpositionEncrypt.py
42. # If transposi tionEncrypt.py is run (instead of imported as a module) call
43. # the main() function.
44. if _name__=='__main__"
45. main()

We can turn our transposition encryption program into a module with a special trick involving the
main() function and a wdable named_name__.

When a Python program is run, there is a special variable withthe narame__ (t hat 6 s t wo

underscores before finamed and two underscores

"'main_' (again, two undermaxiomk)s dwedmmrire famrde atf h e r
program is run.

At the end of our script file (and, more importantly, after all ofadefr statements), we want to
have some code that checks if thename__ variable has the_main__"'  string assigned to
it. If so, we want to call thenain() function.

Email questions to the author: al@inventwithpython.com
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Thisif statement on line 44 ends up actually being one of the first lines of code executed when
we presd=5 to run our transposition cipher encryption program (afteirtipert statement on
line 4 and thelef statemats on lines 6 and 21).

The reason we set up our code this wagltisough Python sets name__ to' main__'

when the program is run, it sets it to the stttranspositionEncrypt' if our program is
imported by a different Python prografrhis is how ouprogram can know if it is being run as a
program or imported by a different program as a module.

Just like how our program imports thgperclip  module to call the functions in it, other

programs might want to impattanspositionEncrypt.pjo call itsencryptMessage()

function. When aimport statement is executed, Python will look for a file for the module by
adding A.pyo to the #mnpodt pypercliph ewillimpartéghe ( Thi s i s
pyperclip.pyfile.)

When a Python program is imported, thename___ variable is set to the filename part before

A. pyo and t hen r untanspositenEpcrym.pprogram is irkpbreedy weo u r

want all thedef statements to be run (to define greryptMessage() functionthat the

importing programwantstouse b ut we d o n dnain(w dunction betause thatc al | t

will execute the encryption code foCommorsense is not so common.' with key8.

That is why we put thaiart of the code inside a function (whigsy convention is naed
main() ) and then addode at the end of the prograoncallmain() . If we do thisthen our
program can both be run as a program on its owrmnd also imported as a moduleby
another program.

KeySize and Message Length

Notice what happens when the message length is lessiticartiie key size:

Cloimim|jo|n|(s)|s|e|(n|s|e|(s)|i|s|(s)|n|jo|t|(s)|s|o]|(s)|c|oO

mim|o | n

When using a key of 25, the ACommon sense is n
ACmommomno.n sense i s not srgpted Bhis hapferswienesekr t h e
key size becomes more than twice the message length, because that causes there to only be one
character per column and no characters get scrambled for that part of the message.

Because of this, t helimtedtahalbtiedengthtofithe messageptiser 6 s ke
used to encrypiThe longer a message is, the more possible keys that can be used to encrypt it.
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Summary

Whew! Therewerea lot of new programming concepts introduced in this chapter. The
transposition cipér program is much more complicated (but much more secure) than the Caesar

cipher program in the | ast chapter. The new

learned in this chapter let us manipulate data in much more sophisticated waysndusber
that much of understanding a line of code is just evaluating it step by step the way Python will.

We can organize our code into groupsexilunctions, which we create wittef statements.
Argument values can be passed to functions for theifuach 6 s p ®araaneters aeerlosal
variables. Variables outside of all functions are global variables. Local varéabld#ferent
from global variables, even if they have themeaname as the global variable.

List values can store multiple other wak, including other list valuelslany of the things you can
do with strings (such as indexing, slicing, andlér€) function) can be used on lis#snd
augmented assignment operators provide a nice shortcut to regular assignment opkeeators.
join)  method can join a list that contains multiple strings to return a single string.

Feel free to go over this chapter again if you are not comfortable with these programming
concepts. In the next chapter, we will cover decrypting with the transposition cipher.

Email questions to the author: al@inventwithpython.com
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CHAPTER 9

DECRYPTING WITHHE
TRANSPOSITIOKNIPHER

Topics Covered In This Chapter:

9 Decrypting with the transposition cipher

1 Themath.ceil() , math.floor() andround() functions
i Theand andor boolean operators

9 Truth tables

AWhen stopping akmngdor rori st att
recover a kidnapped child, encountering
encryption may mean the difference between

success and catastrophic failuces
Attorney Generalanet Reno, September 1999

AEven the Four PohpDopee men of Ki
Dealers, Mafia and Terrorists dibrworry me
as much as totalitarian governmentés lieen a

| ong century, and we've had en
Bruce Sterling, 1994 Computers, Freedom, and Privacy
conference
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Unlike the Caesar cipher, the decryption process for the transposition cipher is very different
from the encryption process. In this chapter we will create a separate program,
transpositionDecrypt.pyto handle decryption.

Decrypting with the Transposition Ciphen Paper

Letdbs pretend we send the cipher temdfandsheCenoonom
already knows that the secret key is 8). The first step for her to decrypt the ciphertext is to

calculate how many boxes she needs to draw. To find this amount, divide the length of the

ciphertext message by the key and round up. The lengthr @iphertext is 30 characters (exactly

the same as the plaintext) and the key is 8. So calculate 30 divided by 8 to get 3.75.

3.75 rounds upo 4. This means we want to draw a grid of boxes with 4 columns (the number we
just calculated) and 8 rows (tkey). It will look like this:

(Note that if the length divided by the key was a whole number, like in 30 /5 = 6.0, then 6.0
wouldnotii r o u ntd7.)u p 0

The second thing we need to calculate is how many boxes dghhbost column to shade in.
Take the total number of boxes (32) and subtract the length of the ciphertext (338D 32, so
shade in théottom2 boxes on theghtmostcolumn:

Email questions to the author: al@inventwithpython.com
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Then start filling in the boxewith one character of the ciphertext per box. Start at the top left and

go right, just I|Iike we did when we were encryp
snni o. S s coO, and so A Ceinndhe segoockeragnand soort. he f i r st
After we are done, the boxes will look like this (where the (S) represents a space):

Cle|nj|o
o|lnjo|m
m|s|t|m
mi| e |(s)| o
0[(8)] s |n
n|i|of.
()| s [ (s) .
s |(s)| ¢

Our friend who received the ciphertext will see that if she reads the text going dovatutimas,
the original plaintext has been restored: ACom

The steps for decrypting are:

1. Calculate the number of columns you will have by taking the length of the message and
dividing by the key, then rounding up.

2. Draw out a numbenf boxes. The number of columns was calculated in step 1. The
number of rows is the same as the key.

3. Calculate the number of boxes to shade in by taking the number of boxes (this is the
number of rows and columns multiplied) and subtracting the lengteafiphertext
message.

4. Shade in the number of boxes you calculated in step 3 at the bottom of the rightmost
column.

5. Fill in the characters of the ciphertext starting at the top row and going from left to right.
Skip any of the shaded boxes.

6. Get the plairgxt by reading from the leftmost column going from top to bottom, and
moving over to théop of thenext column.

Note that if you use a different key, you will be drawing out the wrong number of Evess if
you follow the other steps in the decryptiongess correctly, the plaintext will coroat looking
like random garbage (just like when you use the wrong key with the Caesar cipher).

Practice Exercises, Chapter 9, Set A
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A Transposiion CipherDecryption Program

Open a new file editor window and type out the following code Bave this program as

transpositionDecrypt.py

Source Code of the Transpositi@ipher Decryption Program
Open a new file editor window by clicking éile 3 New Window. Type in the following code
into the file editor, and then save itteanspositionDecrypt.pyPres$=5 to run the program. Note
that first you will need to download tipgperclip.pymodule and place this file in the same

directory as théranspositionDecrypt.p¥ile. You can download this file from

WWRNNNNMNNRNNNNNRRRRRRRR R R
FPOOCRIDTROINRPOO®NDUIEWNPE O

© o NGOk WDNPRE

Source code for transposition Decrypt.py
# Transposition Cipher Decryption
# http://inventwithpython.com/hacking (BSD Licensed)

import math, pyperclip

def main():

myMessage = 'Cenoonommstmme 00 snnio. s s ¢'
myKey = 8
plaintext = decryptMessage(myKey, myMessage)

# Print with a | (called "pipe" character) after it in case
# there are spaces at the e nd of the decrypted message.
print(  plaintext +'9

pyperclip.copy( plaintext )

def decryptMessage(key, message):

# The transposition decrypt function will simulate the "columns" and
# "rows" of the grid tha t the pla intext is written on by using a list
# of strings. First, we need to calculate a few values.

# The number of "columns" in our transposition grid:
numOfColumns = math.ceil(len(message) / key)
# The number of "ro ws" in our grid will need:

numOfRows = key
# The number of "shaded boxes" in the last "column" of the grid:
numOfShadedBoxes = (humOfColumns * numOfRows) - len(message)

# Each string in plain text represents a column in the grid.
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32. plaintext = ["] * numOfColumns

33.

34. # The col and row variables poin t to where in the grid the next
35. # character in the encrypted message will go.

36. col=0

37. row =0

38.

39. for symbol in message:

40. plaintext[col] += symbol

41. col+=1 # point to next column

42.

43. # If there are no more columns OR we're at a shaded box, go back to
44, # the first column and the next row.

45. if (col == numOfColumns) or (col == numOfColumns - 1 and row >=
numdRows - numOfShadedBoxes):

46. col=0

47. row +=1

48.

49. return ".join(plaintext)

50.

51.

52. # If transpositionDecrypt.py is run (instead of imported as a module) call

53. #the main() fun ction.

54. if __name__=='_main__"

55. main()

When you run the above program, it produces this output:

Common sense is not so common. |

If you want to derypt a different message, or use a different key, change the value assigned to
themyMessage andmyKey variables on lines 5 and 6.

How the Program Works

transpositionDecrypt.py
# Transposition Cipher Decryption
# http://inventwithpython.com/hacking (BSD Licensed)

import math, pyperclip
def main():

myMessage ='Cenoo  nommstmme 00 shnio. s s ¢'
myKey = 8

© o N OGOhsWDNPRE
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10. plaintext = decryptMessage(myKey, myMessage)
11.

12. # Print with a | (called "pipe" character) after it in case
13. # there are spaces at the end of the decrypted message.
14. print(  pl aintext +

15.

16. pyperclip.copy( plaintext )

The first part of the program is very similar to the first patrarfispositionEncrypt.pyThe
pyperclip  module is imported along with a different module nammexdh . If you separate the
module names W commas, you camport multiple modules with onienport  statement.

Themain() function creates variables nammagMessage andmyKey, and then calls the
decryption functiordecryptMessage() . The return value of this function is the decrypted
plaintext ofthe ciphertext and key that we passed it. This is stored in a variable named
plaintext , which is then printed to the screen (with a pipe character at the end in case there
are spaces at the end of the message) and copied to the clipboard.

transpositionDecr ypt.py

19. def decryptMessage(key, message):

Look at the six steps @ecryptingfrom earlier in this chapteFor example, if we are decrypting
fiCenoonommstmme oo snnio.sssc( whi ch has 30 characters) with
boxes will ook like this:

Cle|njo
o|n m
mj|s |t |m
m| e |(s)| o
0|[(8)] s |n
n|i|of.
()| s [ (s) .
s |(s)]| c

ThedecryptMessage() function implements each of the decryptstaps as Python code.

Themath.ceil() , math.floor() andround() Functiors

When you divide numberssing the operator, the expression returns a floating point number
(that is, a number with a decimal point). This happens even if the number divides evenly. For
example21 /7  will evaluate t03.0 , not3.
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>>>21/7
3.0
>>>

This is useful because ifrmmber does not divide evenly, the numbers after the decimal point
will be needed. For exampl22 /5 evaluates td.4 :

>>>22/5
4.4
>>>

(If the expressior22 /5 evaluates td instead o#.4 , then you are using version 2 of Python

3)

If you want to round this number to the nearettger you can use theund() function. Type
the following into the interactive shell:

>>> round(4.2)
4

>>> round(4.5)
4

>>> round(4.9)
5

>>> round(5.0)
5

>>> round(22 / 5)
4

>>>

If you only want to round ughenusethe math.ceil() functon whi ch st anlids
you only want to round down then use thath.floor() function. These functions exist in
themath module,so you will need to import theath module before calling them. Type the
following into the interactive shell:

>>> import math
>>> math.floor(4.0)
4

>>> math.floor(4.2)
4

>>> math.floor(4.9)
4

>>> math.ceil(4.0)

or
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4
>>> math.ceil(4.2)
5

>>> math.ceil(4.9)
5

>>>

Themath.ceil() function will implement step 1 of the transposition decryption.

transpositionDecrypt .py
19. def decryptMessage(key, message):
20. # The transposition decrypt function will simulate the "columns" and
21. # "rows" of the grid tha t the pla intext is written on by using a list
22. # of strings. First, we need to calculate a few values.
23.
24, # The number of "columns" in our transposition grid:
25. numOfColumns = math.ceil(len(message) / key)
26. # The number of "ro ws" in our grid will need:
27. numOfRows = key
28. # The number of "shaded boxes" in the last "column" of the grid:
29. numOfShadedBoxes = (humOfColumns * numOfRows) - len(message)

Line 25calculates the number of columns (step 1 of decrypbigglividinglen(message) by
the integer irkey . This valueis passed to thmath.ceil() function and that return value is
stored innumOfColumns .

Line 27calculatsthe number of rowéstep 2 of decrypting)which isthe integer stored ikey .
This valuegets stored in the variableimOfRows.

Line 29calculatsthe number of shaded boxes in the dsigp 3 of decryptingWwhich will be
the number of columns times rows, minus the length of the message.

I f we ar eCedoermmmspnime oo gnnif. stsndth key 8,numOfColumns will be
set to4, numOfRows will be set to8, andnumOfShadedBoxes will be set to2.

transpositionDecrypt.py
31. # Each string in plaintext represents a column in the grid.
32. plaintext = ["] * numOfColumns

Just like tke encryption program had a variable naroipthertext that was a list of strings to
represent the grid of ciphertext, thecryptMessage() function will havea variable named
plaintext that isa list of strings. These strings start off as blank stringsyendill need one
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string for each column of the grid. Usingtlreplication, we can multiplg list of one blank string
by numOfColumns to make a list of several blank strings.

(Remember that each function call has its own local scopepl@imext in
decryptMessage()  exists in a different local scope than tiaintext variable in
main() , so they are two different variables that just happen to have the same name.)

Remember that the grid for ol@enoonommstmme 00 snnio. s s ¢' example looks
like this:

Cle|lnjo

0| n m

m| s |t |m

mi| e |(s)| o

0[(8)] s |n

n i o | .

) s [(s) .

s |(s)| c

Theplaintext variablewill have a list of stringsEach stringn the listis a single column of
this grid. For this decryption, we waplaintext to end up with this value:

>>> plaintext = [C ommons',' enseis "' notsoc ' ommon.]
>>> plaintext[0]
‘Common s'

That way, we can joinallthelfsts st r i ngs t'Commeonhdemrse istnot sget t he
common.' string value to return.

transpositionDecrypt.py
34. # The col an d row variables point to where in the grid the next
35. # character in the encrypted message will go.
36. col=0
37. row =0
38.
39. for symbol in message:

Thecol androw variables will track the column and row where the next characteegsage
should go. We will start these variable®atine 39will start afor loop that iterateover the
characters in thenessage string. Inside this loop the code will adjust tt@d androw
variables so thawe concatenatsymbol to the correct sinig in theplaintext list.
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transpositionDecrypt.py
40. plaintext[col] += symbol
41. col+=1 # point to next column

As the first step in this loop weoncatenateymbol to the string at indegol in the
plaintext list. Then weadd1 tocol (that is, weincrementcol ) on line 41 so that on the
next iteration of the loogymbol will be concatenatetb the next string.

Theand andor BooleanOperators

The Boolean operatoend andor can help us form more complicated conditionsifforand
whil e statements. Thand operator connects two expressions and evaluatBsio if both
expressions evaluate Toue . Theor operator connects two expressions and evaluafBsi
if one or both expressions evaluatdtae . Otherwise these expressions et toFalse .
Type the following into the interactive shell:

>>>10>5and2<4
True
>>>10>5and4!=4
False

>>>

The first expession above evaluatesTue because the two expressions on the sides of the
and operator both evaluate to True. Thisans that the expressid® >5and 2 < 4
evaluates tdrue and True , which in turn evaluates fbrue .

However, for the second above expressaitihoughl0 > 5 evaluates tdrue the expression
41=4 evaluates téalse . This means thetholeexpression evahtes torrue and

False . Since both expressions have tollbee for theand operator to evaluate ftrue
instead they evaluate Ealse .

Type the following into the interactive shell:

>>>10>50r4!=4
True
>>>10<50r4'=4
False

>>>

For theor opeator, only one of the sides mustbeie for theor operator to evakie then
bothto True . Thisiswhyl0 >5o0r4!=4 evaluates tdrue . However, because both
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the expressiod0 <5 and the expressich!=4 are bothFalse , this makes the second
above &pression evaluate fealse or False , which in turn evaluates fealse .

The thirdBoolean operatds not . Thenot operator evaluates to the opposite Boolean vaflue
the value it operates o8onot True isFalse andnot False s True . Type the following
into the interactive shell:

>>>not 10 > 5
False

>>>not 10 <5
True

>>> not False
True

>>> not not False
False

>>> not not not not not False
True

>>>

Practice Exercises, Chapter 9, Set B

Truth Tables

If you ever forget how the Boolean operators work, you can look at these charts, which are called
truth tables:

Table 61: Theand operator's truth table.

A and B is Entire statement
True and True is True
True and False is False
False and True is False
False and False is False

Table 62: Theor operator's truth table.

A or B is Entire statement
True or True is True
True or False is True
False or True is True

False or False is False
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Table 63: Thenot operator's truth table.

not A is Entire statement
not True is False
not False is True

Theand andor Operatorsare Shortcuts

Just likefor loops let us do the same thingvalsile loops but with less code, tlamd andor
operators let us shorten our code also. Type in the followinghe interactive shell. Both of
these bits of code do the same thing:

>>>if 10 > 5:
. if2<4:
print('Hello!")

Hello!
>>>

>>>jf10>5and 2 < 4:
. print('Hello!")

Hello!
>>>

So you can see that thed operator basically tads the place of twid statements (where the
secondf statementis inside the figt st at ement 6s bl ock.)

You can also replace tlee operator with aif andelif  statement, though you will have to
copy the code twice. Type the following into the intékacshell:

>>>jf 4 1= 4:

. print('Hello!)
...elif 10 > 5:

. print('Hello!")

Hello!
>>>

>>>if41=40r 10 > 5:
. print('Hello!")

Hello!
>>>
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Order of Operations for Boolean Operators

Just like the math operators have an order ofatjpms, heand, or , andnot operators also
have an order of operatiorfgst not , thenand, and theror . Try typing the following into the
interactive shell:

>>> not False and True # not False evaluates first

True

>>> not (False and True) # (False a  nd True) evaluates first
False

>>>

Back to the Code

transpositionDecrypt.py

43. # If there are no more columns OR we're at a shaded box, go back to

44, # the first column and the next row.

45. if (col == numOfColumns) or (col == nu mOfColumns - 1 and row >=
numdRows - numOfShadedBoxes):

46. col=0

47. row +=1

There are two cases where we want to resletback to0 (so that on the next iteration of the
loop, symbol is added to the first stringtie list n plaintext ). The first is if we have
incrementedol past the last index iplaintext . In this case, the value aol will be equal
to numOfColumns . (Remember that the last indexalaintext will be numOfColumns
minus one. So whetol is equal tmumOfColumns , it is already past the last index.)

The second case ishbthcol is at the last inde&nd therow variable is pointing to a row that

has a shaded box in the | ast col umn. Her eds

along the top anthe row indexes down the side:

t
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O 1 2 3
OjC|le|n|o
O(1|2]3
l1/o|{n|o|m
4 | 5|16 |7
2lm| s |t |m
8191011
3im|e|(8)] o0
12| 13| 14| 15
41 0 ((S)] s | n
16| 17| 18| 19
5/n|i|o].
20| 21| 22|23
6|1()| s |(s)
241 25| 26
7! s |(9)] ¢
27|28 | 29

You can see that the shaded boxesiathe last column (whose index will bamOfColu mns

- 1) and rows 6 and 7. To have our program calculate which row indexes are shaded, we use the
expressiomow >= numOfRows - numOfShadedBoxes . If this expression i$rue , and

col is equal tamaumOfColumns - 1, then we know that we want to reset to O for the

next iteration.

These two cases are wthe condition orine 45 is (col == numOfColumns) or (col

== numOfColumns - 1 and row >= numOfRows - numOfShadedBoxes) . That
looks like a big, complicateeixpression buttmember that you can breiklown into smaller
parts.The block of code that executes will charmgé back to the first column by setting it @o
We will also increment theow variable.

transpositionDecrypt.py
49. return ".join(pla intext)

By the timethefor loop on line 39 has finished looping over every characterdssage, the
plaintext listd s st r beergnedifiédaovtieat they are now in the decrypted order (if the
correct key was used, that.i$he strings in thelainte  xt list are joinedogether (with a

blank string in between each strig)thejoin()  string method. The string that this call to
join()  returns will be the value that odecryptMessage() function returns.
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For our example decryption, plaintext will pe Common s', 'ense is ', 'not so
c', 'ommon.'] , S0".join(plaintext) will evaluate toCommon sense is not
so common.'

transpositionDecrypt.py
52. # If transpositionDecrypt.py is run (instead of imported as a module) call
53. # the main() function.
54. if __name__=='_main__"
55. main()

The first line that our program runs after importing modules and executinigthstatements is
theif statement on line 54. Just like in the transposition encryption program, we check if this
program has been rumg§tead of imported by a different program) by checking if the special
__name__ variable is set to the string value main__"' . If so, we execute thmain()

function.

Practice Exercises, Chapter 9, Set C

Summary
That 6s it for the decrypti odecryptMesgaged m. Most of

function. We can see that our programs cah enc

not so common. 0 wit h tvhra otheenyess&ges amkays tovsee tlsahao u | d
message that is encrypted and then decrypted will result in the same thing as the original

message. Otherwise, we know that either the en
work.

We could start changirtpe key andmessage variables in outranspositionEncrypt.pgnd
transpositionDecrypt.pg nd t hen running them t cauteamtethis f it
by writing a program to test our program.
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Cuarter 10

PROGRAMMING AAROGRAM TO
TESTOUR PROGRAM

Topics Covered In This Chapter:

I Therandom.seed() function

I Therandom.randint() function

1 List references

I Thecopy.deepcopy() Functions

I Therandom.shuffle() function

I Randomly scrambling a string

I Thesys.exit() function
Al't 1 s poor <ci vi dogibsyhgti ene t o i n
could someday facilitate a poli

Bruce Schneier, cryptographer

We can tryout thetranspositiorencryption and decryption prograifinem the previous chapter
by encrypting and decrypting a few messages with different keys. It se@rogktpretty well.
But does italwayswork?

Email questions to the author: al@inventwithpython.com



Chapter 10 Programming a Program to Test Our Program 39

You wondt know eanaybtelessagef) o uanddexryptMedsdge()
functions with different values for threessage andkey parameters. This would take a lot of

time. Youdll have tencryptiprppeogram) det the ke eus theaegogyptiorn t h e
program, paste the ciphertext into the decryption program, set the key, and then run the
decryption program. And youdl |l waadnessages' r epeat

That 6 s a wotktinsteatl webcanrwritapgogram to test th@pherprograns for us.

This newprogram can generate a random message and a randolnvkiiythen encrypt the
message with thencryptMessage() functionfrom transpositionEncrypt.pgnd then pass

the cphertext from that to théecryptMessage() in transpositionDecrypt.pyif the plaintext
returned bydecryptMessage() is the same as the original message, the program can know
that the encryption and decryption messages \ildis is calledcautomated testing.

There areseveral different message and key combinations to try, but it will only take the
computer a minute or so testthousand different combinations. If all of those tests pass, then
we can be much more certain that oadeworks.

Source Code ahe Transposition Cipher Testétrogram

Open a new file editor window by clicking ¢ile 3 New Window. Type in the following code
into the file editor, and then save itteanspositionTest.pyPresd$=5 to run the program. Note
that first you will needd download theyperclip.pymodule and place this file in the same
directory as théranspositionTest.pfjle. You can download this file from

Source code for transpositionTest.py
1. # Transposition Cipher Test
2. #http// inventwithpython.com/hacking (BSD Licensed)
3.
4. import random, sys , transpositionEncrypt, transpositionDecrypt
5.
6. def main():
7. random.seed(42) # set the random "seed" to a static value
8.
9. for i in range(20): # run 20 tests
10. # Generate random messages to test.
11.
12. # The message will have a random length:
13. message = 'ABCDEFGHIJKLMNOPQRSTUVWXYZ' * random.randint(4, 40)
14.
15. # Convert the message string to a list to shuffle it.
16. message = list(message)
17. random.shuffle(message)
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18. message = ".join(message) # convert list to string

19.

20. print('Test #%s: "%s..." % (i+1, message[:50]))

21.

22. # Check all possible keys for each message.

23. for key in range(1, len(message)):

24. encrypted = transpositionEncrypt.encryptMessage(key, message)
25. decrypted = transpositionDecrypt.decryptMessage(key, encrypted)
26.

27. # If the decryption doesn't matc h the original message, display
28. # an error message and quit.

29. if message != decrypted:

30. print(Mismatch with key %s and message %s.' % (key,
message))

31. print(decrypted)

32. sys.exit()

33.

34. print(‘Transposition cipher test passed.’)

35.

36.

37. # If transpositionTest.py is run (instead of imported as a module) call
38. # the main() function.

39. if_name__ =='_ main__"

40. main()

Sample Run of the Transpoginh Cipher Tester Program
When you run this program, the output will look like this:

Test #1: "KQDXSFQDBPMMRGXFKCGIQUGWFFLAJIIKFIGSYOSAWGYBGUNTQX..."
Test #2: "IDDXEEWUMWUJPJSZFISGAOMFIOWWEYANRXISCIKXZRHMRNCFYW..."
Test #3: "DKAYRSAGSGCSIQWKGARQHAOZDLGKJIIQVMDFGYXKCRMPCMQWJM..."
Test #4: "MZIBCOEXGRDTFXZKVNFQWQMWIROJAOKTWISTDWAHZRVIGXOLZA..."
Test #5: "TINIECNCBFKJBRDIUTNGDINHULYSVTGHBAWDQMZCNHZOTNYHSX..."
Test #6: "JZQIHCVNDWRDUFHZFXCIASYDSTGQATQOYLIHUFPKEXSOZXQGPP..."
Test #7: "BMKJUERFNGIDGWAPQMDZNHOQPLEQDYCIIWRKPVEIPLAGZCJVN..."
Test #8: "IPASTGZSLPYCORCVEKWHOLOVUFPOMGQWZVINYQIYVEOFLUWLMQ..."
Test #9: "AHRYJAPTACZQNNFOTONMIPYECOORDGEYESYFHROZDASFIPKSOP..."
Test #10: "FSXAAPLSQHSFUPQZGTIXXDLDMOIVMWFGHPBPJROOSEGPEVRXSX..."
Test #11: "IVBCXBIHLWPTDHGEGANBG XWQZMVXQPNJZQPKMRUMPLLXPAFITN..."
Test #12: "LLNSYMNRXZVYNPRTVNIBFRSUGIWUJREMPZVCMJATMLAMCEEHNW..."
Test #13: "IMWRUJIJHRWAABHYIHGNPSJUOVKRRKBSJKDHOBDLOUJDGXIVDME..."
Test #14: "IZVXWHTIGKGHKIGGWMOBAKTWZWJPHGNEQPINYZIBERJPUNWJIMX..."
Test #15: "BQGFNMGQCIBOT RHZZOBHZFJZVSRTVHIUJFOWRFBNWKRNHGOHEQ..."
Test #16: "LNKGKSYIPHMCDVKDLNDVFCIFGEWQGUJYJICUYIVXARMUCBNUWM..."
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Test #17: "WGNRHKIQZMOPBQTCRYPSEPWHLRDXZMJOUTJCLECKEZZRRMQRNI..."
Test #18: "PPVTELDHIRZFPBNMJRLAZWRXRQVKHUUMRPNFKXJCUKFOXAGEHM..."
Test#19: "UXUIG  AYKGLYUQTFBWQUTFNSOPEGMIWMQYEZAVCALGOHUXJZPTY..."
Test #20: "JSYTDGLVLBCVVSITPTQPHBCYIZHKFOFMBWOZNFKCADHDKPJSJA..."
Transposition cipher test passed.

Our testing program works by importing ttianspositionEncrypt.pgndtranspositionDecrypt.py

programs amodules. This way, we can call thacryptMessage() and

decryptMessage() functions in these programs. Our testing program will create a random
messagandchoosea r andom key. It doesndt matter that t
just need to chécthatencryping and then decryjig the messageill result in the original

message.

Our program will repeat this test twenty times by putting this code in a loop. If at any point the
returned string frontranspositionDecrypt() is not the exact same dwetoriginal
message, our program will print an error messagesamnd

How the Program Works

transpositionTest.py
# Transposition Cipher Test
# http://inventwithpython.com/hacking (BSD Licensed)

import random, sys , transpositionEncrypt, t ranspositionDecrypt

S o

def main():

First our program imports two modules that come with Pytremmdom andsys . We also want
to i mport the transposi ttiamspositonEpctyg.pgndor ogr ams we
transpositionDecrypt.pyNote thatwel o n 6t put t he impory swtenestnsi on i n

Pseudorandom Numbers anithe random.seed() = Function

transpositionTest.py
7. random.seed(42) # set the random "seed" to a static value

Technically, the numindomsandmi)o d duactioth arénotrddllyt hon o6 s
random. They are produced from a pseudorandom number generator algorithm, and this
algorithm is well known and the numbers it produces are predictable. We callahdes

looking (but predictable) numbepseudorandom numbersecaise they are not truly random.



142 http//inventwithpython.com/hacking

The pseudorandom number generator algorithm starts with an initial number caegchall
of the random numbers produced from a seed are
seed by calling theandom.seed()  function. Type the following into the interactive shell:

>>> import random
>>> random.seed(42)
>>> for i in range(5):
. print(random.randint(1, 10))

0 W Wk N

>>> random.seed(42)
>>> for i in range(5):
. print(random.randint(1, 10))

0 W Wk N

>>>

When the seed for Pythonbdés pdxuddhareafrdaomtnuimkBaelrc
number betweef and10 will alwaysbe7. The second Arawadmeihandnumber
the third number willwaysbe 3, and so on. When we reset the seed badiR again, the same

set of pseudorandom numbers will be returned framadom.randint()

Setting the random seed by callirrmmdom.seed()  will be useful for our testing program,

because we want predictable numtssrshathe same pmdorandom messagesdkeys are

chosen each time we run the automated testing pro@anPython programsnly seem to
generatdunpredictabléer andom number s because the cobeked i s s
time (specifically, the number of seconds since JaniariQr0) when theandom module is

first imported.

It is important to note that not using truly random numbers is a common security flaw of
encryption software. I f the Arandomd numbers i
provide a cryptanalyst Wi a useful hint to breaking your cipher. More information about

generating truly random numbers with Python usingotharandom()  function can be found
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Therandom.randint() Function
transpositionTest .py

9. foriin range (20):  #run 20 tests
10. # Generate random messages to test.
11.
12. # The message will have a random length:
13. message = 'ABCDEFGHIJKLMNOPQRSTUVWXYZ' * random.randint(4, 40)
The code that does a single testwillbeintbisloop6s bl ock. We want this

multiple tests since the more tests we try, the more certain that we know our programs work.

Line 13 creates a random message from the uppercase letters and storesriegsige
variable. Line 13 uses string tegation to create messages of different lengiihe

random.randint() function takes two integer arguments and returns a random integer
between those two integers (including the integers themselves). Type the following into the
interactive shell:

>>>impo rt random

>>> random.randint(1, 20)
20

>>> random.randint(1, 20)
18

>>> random.randint(1, 20)
3

>>> random.randint(1, 20)
18

>>> random.randint(100, 200)
107

>>>

Of course, since these are pseudorandom numbers, the numbers you get will probably bie differen
than the ones aboveine 13 creates a random message from the uppercase letters and stores it in
themessage variable. Line 13 uses string replication to create messages of different lengths.

References
Technically, variables do not store list valuethem. Instead, they store reference values to list
values. Up until now the difference hasnoét bee

lists becomes important if you copy a variable with a list reference to another variable. Try
entering theollowing into the shell:
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>>> spam = 42

>>> cheese = spam
>>> spam = 100
>>> spam

100

>>> cheese

42

>>>

This makes sense from what we know so far. We adggigo thespam variable, and then we
copy the value ispam and assign it to the variabthees e. When we later change the value in
spamto 100, this d a &ffechtlde value icheese . This is becausspam andcheese are
different variables thagach store their owwalues.

But | itwdrkghisdvaynvWéhen you assign a list to a variable wigrtkign, you are
actually assigning a list reference to the variableeferenceis a value that points to some bit

of data, and &st referenceis a value that points to a list. Here is some code that will make this
easier to understand. Type this ithe shell:

>>>spam = [0, 1, 2, 3, 4, 5]
>>> cheese = spam

>>> cheese[1] = 'Hello!
>>> spam

[0, 'Hello!, 2, 3, 4, 5]

>>> cheese

[0, 'Hello!, 2, 3, 4, 5]

This looks odd. The code only changeddheese list, but it seems that both tkbeese and
spam lists have changed.

Notice that the lineheese = spam  copies thdist referencan spam to cheese , instead of

copying the list value itself. This is because the value stored Bptra variable is a list

reference, and not the list value itself. This nse@dnat the values stored in baiam and

cheese refer to the same list. There is only one list because the list was not copied, the reference
to the list was copied. So when you modifyeese in thecheese[1] = 'Hello! line,

you are modifying the samestithatspam refers to. This is whgpam seems to have the same

list value thatheese does.
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Remember that variables are like boxes that contain values. List variabfeaatoally contain
lists at all, they contain references to lists. Here are sorh@gsdhat explain what happens in
the code you just typed in:

C—D spam =10, 1, 2, 3, 4, 5]

) @ list value)
[0, 1,2,3,4,5]

Reference

Figure 101. Variables do nostore lists, but rather references to lists.

On the first line, the actual list is not contained ingham variable but a reference to the list.
The list itsel is not stored in any variable.

@ cheese = spam

l(a list value)
0,1, 2, 3,4, 5]

Figure 1@2. Two variables store two references to the same list.
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When you assign the referencespam to cheese , thecheese variable contains a copy of the
reference irspam. Now bothcheese andspam refer to the samest.

@ cheese[1] = ‘Hello’

1 (a list volue)
[0, 'Hello’, 2, 3, 4, 5]

Reference

Reference

Figure 163. Changing the list changes all variables with references to that list.

When you alter the list thaheese refers to, the list thagpam refers to is also changed because
they refer to the same list. If you wamtam andcheese to storetwo different lists, you have to
create two different lists instead of copying a reference:

>>>spam = [0, 1, 2, 3, 4, 5]
>>> cheese = [0, 1, 2, 3, 4, 5]

In the above examplepam andcheese have two different lists stored in them (even though
these listare identical in content). Now if you modify one of the lists, it will not affect the other
becausespam andcheese have references to two different lists:

>>>spam = [0, 1, 2, 3, 4, 5]
>>> cheese = [0, 1, 2, 3, 4, 5]
>>> cheese[1] = 'Hello!

>>> spam

[0, 1,2,3,4,5]

>>> cheese

[0, 'Hello!, 2, 3, 4, 5]

Email questions to the author: al@inventwithpython.com



Chapter 10 Programming a Program to Test Our Program47

Figure 104 shows how the two references point to two different lists:

) (@ list value)

[0, 1, 2, 3, 4, 5]

Y (@ list value)
[0, 'Hello’, 2, 3, 4, 5]

Figure 164. Two variables each storing references to two different lists.

Thecopy.deepcopy() Functions

As we saw in the previowexample, the following code only copies the reference value, not the
list value itself:

>>>spam =0, 1, 2, 3, 4, 5]
>>> cheese = spam # copies the reference, not the list

If we want to copy the list value itself, we can import¢bpy module to calthe
copy. deepcopy() function, which will return a separate copy of the list it is passed:

>>>spam =0, 1, 2, 3, 4, 5]

>>> import copy

>>> cheese = copy.deepcopy(spam)
>>> cheese[1] = 'Hello!

>>> spam

[0,1,2,3,4,5]

>>> cheese

[0, 'Hello!, 2, 3, 4, 5]
>>>
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Thecopy.deepcopy() function isndét used in this chapter

you need tanake a duplicate list value to store in a different variable.

Practice Exercises, Chapter 10, Set A

Therandom.shuffle() Function

Therandom.shuffle() function is also in theandom module. It accepts a list argument,
and then randomly rearranges items in the list. Type the following into the interactive shell:

>>> import random
>>>spam =10, 1, 2, 3,4,5,6,7,8,9]
>>> spam
[0,1,2,3,4,5,6,7,8,9]
>>> random.shuffle(spam)
>>> spam
[3,0,5,9,6,8,2,4,1,7]
>>> random.shuffle(spam)
>>> spam
[1,2,5,9,4,7,0,3,6, 8]
>>>

An important thing to note is thahuf fle()  does not return a list value Instead, it changes
thelist value that is passed to it (becasheffle() modifies the list directly from the list
reference value it is passeW/e say that thehuffle() function modifies the lisin-place
This is wty we only need to executandom.shuffle(spam) instead ofspam =
random.shuffle(spam)

Remember that you can use tis¥) function to convert a string or range object to a list
value. Type the following into the interactive shell:

>>> import random
>>> e ggs = list('Hello")

>>> eggs
[H e, ' 1, "0
>>> random.shuffle(eggs)
>>> eqggs
[0, 'H, T, I, ‘e
>>>
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And also remember you can use fhie()  string method to pass a list of strings and return a
single string:

>>> eggs

[o, 'H, I, ' e’
>>> eggs = ".join(eggs)

>>> eggs

‘oHlle’

>>>

Randomly Scrambling a String

transpositionTest.py

15. # Convert the message string to a list to shuffle it.

16. message = list(message)

17. random.shuffle(message)

18. nmessage = ".join(message) # convert list to string

In order to shuffle the characters in a string value, first we convert the string to a list with
list() ,then shuffle the items in the list wishuffle() , and then convert back to string
value with thgo in()  string method. Try typing the following into the interactive shell:

>>> import random

>>> spam = 'Hello world!'
>>> spam = list(spam)
>>> random.shuffle(spam)
>>> spam = ".join(spam)
>>> spam

‘wl delHolorl'

>>>

We use this technique to scramble th#drs in thanessage variable. This way we can test
many different messages just in case our transposition cipher can encrypt and decrypt some
messages but not others.

Back to the Code

transpositionTest.py

20. print('Test #%s: "%s..." % (i+1, me ssage[:50]))

Line 20 has print() call that displays which test number we are on (we add andécause
i starts ab and we want the test numbers to staft)aSince the string imessage can be very
long, we use string slicing to shawly the first50 characters ahessage.
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Line 20 uses string interpolation. The value idt evaluates to will replace the firgisin the
string and the valuthatmessage[:50] evaluates to will replace the secdvd When using
string interpolation, be sure the nuenlof%sin the string matches the number of values that are
in between the parentheses after it.

transpositionTest.py
22. # Check all possible keys for each message.
23. for key in range(1, len(message)):

While the key for the Caesar cigahcould be an integer frotto 25, the key for the
transposition cipher can be betwedeand thdengthof the message. We want to test every
possible key for the test message, sddhe loop on line 23 will run the test code witte keys
1 up to (butnot including) the length of the message.

transpositionTest.py
24, encrypted = transpositionEncrypt.encryptMessage(key, message)
25. decrypted = transpositionDecrypt.decryptMessage(key, encrypted)

Line 24 encrypts the string message using ourencryptMessage() function. Since this
function is inside théranspositionEncrypt.pfile, we need to adttanspositionEncrypt.
(with the period at the endh) the front of the function name

The encrypted string that is returned frentry ptMessage() is then passed to
decryptMessage() . We use the same key for both function calls. The return value from
decryptMessage() is stored in a variable namddcrypted . If the functionsworked, then
the string irmessage should be the exact same asstrng indecrypted

Thesys.exit() Function
transpositionTest.py
27. # If the decryption doesn't match the original message, display
28. # an error message and quit.
20. if message != decrypted:
30. pr int('Mismatch with key %s and message %s.' % (key,
message))
31. print(decrypted)
32. sys.exit()
33.
34. print(‘Transposition cipher test passed.’)
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Line 29 tests imessage anddecrypted are equal. If they arént , nwte display an error
message on the screen. Wt thekey , message, anddecrypted values This information
could help us figure out what happen&ten we willexit the program.

Normally our programsxit once the execution reaches the very bottontlagi are no more
lines to execute. However, we can make the progndtisooner than that by calling the
sys.exit() function.Whensys.exit() is called the program will immediately end.

But if the values ilmessage anddecrypted are equal to each othéhe program execution
skipsthef st at e loeknahd&he call tays.exit() . The next line is on line 34, but you
can see from its indentation thaisitthe first line aftetine 96 for loop.

Thismeansthaa f t er if isn &t 2 9In@ fnthe pregraim execation will jump back to

| i n efor2l8op for the next iteration of that loop. If it has finished looping, then instead the
executi on | umpos lobpafar the nexviteratiomoéthaPldog. And if it has
finished looping for thalbop, then it continues on to line 34 to print out the string
"Transposition cipher test passed.'

transpositionTest.py
37. # If transpositionTest.py is run (instead of imported as a module) call
38. # the main() function.

39. if_name__=='_main__"
40. main()
Here we do the trick of checking if the special variableame___issetto__main__"' and if

so, calling themain() function. This way, if another program impottanspositionTest.pythe
code insidamain() will not be executed but thaef statements that create thmain()
function will be.

Testing Our Test Program

Webve written a test program that tests our en
test program works? What if there is a bug with our test program, and it is jusg Haafi our
transposition cipher programs work when they r

We can test our test program joyrposefullyadding bugs t@ur encrytion or decryption
functions Then when we run the test program, if it does not detect a problem with our cipher
program, then we know that the test program is not correctly testing our cipher programs.

ChangedranspositionEncrypt.@ys | i ne 36 from t hi s:

transpositionEncrypt.py
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35. # move pointer over
36. pointer += key

transposition Encrypt.py
35. # move pointer over
36. pointer +=key + 1

Now that the encryptionodeis broken, when we run the test program it should give us an error:

Test #1: "JEQLDFKJZWALCOYACUPLTRRMLWHOBXQNEAWSLGWAGQQSRSIUIQ..."
Mismatch wi  th key 1 and message
JEQLDFKJIZWALCOYACUPLTRRMLWHOBXQNEAWSLGWAGQQSRSIUIQTRGIJHDVCZECRESZJARAVIPFOBWZXX
TBFOFHVSIGBWIBBHGKUWHEUUDYONYTZVKNVVTYZPDDMIDKBHTYJAHBNDVJUZDCEMFMLUXEONCZXWAWG
XZSFTMJINLJOKKIIXLWAPCQNYCIQOFTEAUHRJODKLGRIZSIBXQPBMQPPFGMVUZHKFWPGNMREEXROMSC
XLUSCFHNELYPYKCNYTOUQGBFSRDDMVIGXNYPHVPQISTATKVKM.
JQDKZACYCPTRLHBQEWLWGQRIITGHVZCEZAAIFBZXBOHSGWBHKWEUYNTVNVYPDIKHYABDJZCMMUENZWW
XSTILOKJILACNCQFEUROKGISBQBQPGVZKWGMYRMCELSFNLPKNTUGFRDVGNPVQSAKK

Summary

We can use our programming skills for more thabyurging programs. We can also program

the computer to test those programs to make sure they work for different inputs. It is a common
practice to write code to test code.

This chapter covered a few new functions such asattdom.randint() function for
producing pseudorandom number s. Remember , pseu
for cryptography programs, but they are good e
random.shuffle() function is useful for scrambling the order of items in aiste.

Thecopy.deepcopy() function will create copies of list values instead of reference values.
The difference between a list and list reference is explained in this chapter as well.

All of our programs so far have only encrypted short messages. tiexhehapter, we will learn
how to encrypt and decrypt entire files on your hard drive.
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Cuarter 11

ENCRYPTING ANDECRYPTING

FILES

Topics Covered In This Chapter:
Reading and writing files
Theopen() function

Theread() file object method
Theclose() file objectmethod
Thewrite()  file object method
Theos.path.exists() function
The startswith() string method
Thetitle() string method
Thetime module andime.time()
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Patrick Ball

Up until now our progams have only worked on small messages that we type directly into the
source code as string values. The cipher program in this chapter will use sippsition ciphe
to encrypt and decrypt entire files, which can be millions of characters in size.

Plain Text Files

This program will encrypt and decrypt plain text files. These are the kind of files that only have

text data and usually have the .txt Betension. Files from word processing programs that let

you change the font, color, or size of the text do not produce plain texifilesan write your

own text files using Notepad (on Windows), TextMate or TextEdit (on OS X), or gedit (on Linux)

orasi mil ar plain text editor program. You can e
with a .txt extension instead of the usual .py extension.

For some samples, you candownldacet f ol | owi ng text files from t|

1 http:/invpy.comdbevilsdictionary.txt

1 http://invpy.com/frankenstein.txt

1 http://invpy.com/siddhartha.txt

1 http://invpy.com/thetimemachine.txt

These are text files of some booksaf arenow in the public domain, so it is perfectly legal to
download them.) For example, dowatiMary Sheleyésc | a s s i Erankeostei@a | f io m

are over78,000 words in this text filelt would take some time to type this into our encryption
program. But if it is in a file, the program can read the file and do the encryption in a couple
seconds.

I f you get an Wdnicodelecodekreott 'chhrmap'lcadeclcan'’k e i
decode byte 0x90 in position 148: character maps to <undefined> 0
then you a@ running the cipher program on a qaaintextfle al so cal l.ed a #Abi n:

To find other public domain texts to download, go to the Project Gutenberg website at

Source Code of the Transposition File Cipher Program

Like our transposition cipher testing program, the transposition cipher file program will import
ourtranspositionEncrypt.pgndtranspositionDecrypt.pfiles so we can use the
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encryptMessage() anddecryptMessage() functions in them. This
to retype the code for these functions in our new program.

Open a new file editor window by clicking &ile 3 New Window. Type in the following code
into the file editor, and then save itteanspositionFileCiphepy. Presg=5 to run the program.
Note that first you will need to downlodihnkensteirtxt and place this file in the same directory
as theranspogionFileCipher.pyfile. You can download this file from

Source code for transpositionFileCipher.py
1. # Transposition Cipher Encrypt /Decrypt  File
2. # http://inventwithpython.com/hacking (BSD Licensed)
3.
4. import time, 0s, sys, transpositionEncrypt, transpositionDecrypt
5.
6. def main():
7. inputFilename = 'frankenstein.txt'
8. # BE CAREFUL! If a file with the outputFilename name already exists,
9. # this program will overwrite that file.
10. outputFilename = 'frankenstein.encrypted.txt'
11. myKey = 10
12. myMode = ‘encrypt’ # set to 'encrypt' or 'decrypt’
13.
14. # If the input file does not exist, then the program terminates early.
15. if not os.path.exists(inputFilename):
16. print(‘The file %s does not exist. Quitting...' % (inputFilename))
17. sys.exit()
18.
19. # If the output file already exists, give the user a chance to quit.
20. if 0s.path.exists(outputFilename):
21. print("This will ov erwrite the file %s. (C)ontinue or (Q)uit?' %
(out putFilename))
22. response = input(> ")
23. if not response.lower().startswith('c’):
24. sys.exit()
25.
26. # Read in the message from the input file
27. fileObj = open (inputFilename)
28. content = fileObj.read()
20. fileObj.close()
30.
31. print('%sing..." % (myMode.title()))
32.
33. # Measure how long the encryption/de cryption takes.
34. startTime = time.time()
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35. if myMode == "encrypt":

36. translated = transpositionEncrypt.encryptMessage(myKey, content)
37. elif myMode == 'decrypt":

38. translated = transpositionDecrypt.decryptMessage(myKey, content)
39. totalTime = round(time.time() - startTime, 2)

40. print('%si on time: %s seconds' % (myMode.title(), totalTime))

41.

42. # Write out the translated message to the output file.

43. outputFileObj = open(outputFilename, 'w')

44, outputFileObj.write(translated)

45, outputFileObj.close()

46.

47. pri nt('Done %sing %s (%s characters).' % (myMode, inputFilename,
len (content)))

48. print('%sed file is %s.' % (myMode.title(), outputFilename))

49.

50.

51. # If transpositionCipherFile.py is run (instead of imported as a module)

52. # call the main() f unction.

53. if_name__=='_main__"

54. main()

In thedirectorythatfrankensteirtxt andtranspositionFileCipher.pfiles are inthere will be a
new file namedrankensteirencrypted.txthat contains the content fshnkensteirtxtin
encryptedorm. If you doubleclick the file to open it, it should look something like this:

PtFiyedleo a arnvmt eneeGLchongnes MmuyedIsuO#uiSHTGA r sy,n tys
s nuaoGeL

Sc7s,

(the rest has been cut out for brevity)

To decrypt, make the following changes to thersewode (written in boldndrun the
transposition cipher program again

transpositionFileCipher.py

7. inputFilename = ‘frankenstein.encrypted.txt'
8. # BE CAREFUL! If a file with the outputFilename name already exists,
9. # this program will overwrite that file.

10. outputFilename = 'frankenstein.decrypted.txt'

11. myKey = 10

12. myMode = 'decrypt' # set to 'encrypt’ or 'decrypt’

This time when you run the prograamew file will appear in the folder named
frankenstein.decrypt.txtthat is identical to the originélankensteirtxtfile.
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Sample Run of the Transposition File Cipher Program
When you run the above program, it produces this output:

Encrypting...

Encryption time: 1.21 seconds

Done encrypting frankenstein.txt (44103 4 characters).
Encrypted file is frankenstein.encrypted.txt.

A newfrankenstein.encrypted.tiite will have been created in the same directory as
transpositionFileCipherpy | f you open this file with | DLEOGS
encrypted conteatof frankenstein.pyYou can now email this encrypted file to someone for them

to decrypt.

Reading From Files

Up until now, any input we want to give our programs would have to be typed in by the user.
Python programs can open and read filiesctly off of the hard drive. There are three steps to
reading the contents of a file: opening the file, readitga variableand then closing the file.

Theopen() FunctionandFile Objects

Theopen() f u n c tfiistparainster ia string forthe name of the &to open If the file is in
the same directory as the Python program then you can just type in the name, such as
'thetimemachine.txt' . You can always specify trabsolute pathof the file, which
includes the directory that it is in. For exampde, \ \ Pyth on32\ \ frankenstein Axt'

(on Windows) andusr/foobar/ frankenstein  .txt'  (on OS X and Linux) are
absolute filenames. (Remember that\tbackslash must be escaped with another backslash
before it.)

Theopen() function returns aatatgpe ThisvaluEhasdewwralif i | e ob
methods for reading from, writing to, and closing the file.

Theread() FileObject Method

Theread() method will return a string containing all the text in the file. For example, say the
flespamitxc ont ai nedl It bewbekd! aHe( You can create thi
file editor. Just save the file with a .txt extension.) Run the following from the interactive shell

(this codes assumgsu are running Windows arde spam.txfile is in thec:\ directory):

>>> fo = open('c: \'\ spam.txt’, 'r')
>>> content = fo.read()
>>> print(content)
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Hello world!
>>>

If your text file has multiple lines, the string returnedreégd()  will have\ n newline
characters in it at the end of each line. When you try to print a stiingnewline characters, the
string will print across several lines:

>>> print(‘Hello \ nworld!")
Hello

world!

>>>

I f you get an erlQEoa: [Emo|Naguehfiledrat says 0
directory  0then double check that you typed the filename (andsfani absolute path, the
directory name) correctly. Also make sure that the file actually is where you think it is.

Theclose() FileObject Method

After you have read the fileds contents into

the file by calling theclose() method on the file object.

>>> fo.close()
>>>

Python will automatically close any open files when the program terminateshBoiyou want
to reread the contents of a file, you must close the file object and then cafieh@ function
on the file again.

Hereds the code in our transposition cipher
theinputFilename  variable:

transpositionFileCipher.py
26. # Read in the message from the input file
27. fileObj = open(i nputFilename)
28. content = fileObj.read()
29. fileObj.close()

Writing To Files
We read the original file and now will write tleacrypted (or decryptedrm to a different file.
The file object returned bypen() has awrite()  function, althouglyou can only use this
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function if you open the file in Awriteodo mode
string valuéw' as the second parameter. For example:

>>> fo = open(‘filename.txt', 'w')
>>>

Al ong with Areadooand fAwppehd o avbperedd si allsi ke
mode, excepany strings writen to the file will be appended to the end of any content that is

already inthe fileh Appenddo mode wi l | not ovTEoropenafileen t he f i
append rode, pass the string’  as the second argumentapen() .

(Just in case you were curious, you could pass the &trindgo open() to open the file in read
mo d e . But since passing no second argument at
reasm to passr' )

Thewrite()  File Object Method

You can write text to waite( i methodThe fle abie¢triustg t he f i
have beempened in write modetherwise, you will get &io.UnsupportedOperation:

not readable 0 error messageAfd if you try to callread() on a file object that was

opened in write mode, you will geffiio.UnsupportedOperation: not readable 0

error message.)

Thewrite()  method takes one argument: a string of text that is to be written to tHerfds.
43 to 45open a file in write mode, write to the file, and then close the file object.

transpositionFileCipher.py
42. # Write out the translated message to the output file.
43. outputFileObj = open(outputFilename, 'w')
44, outputFileObj.write(translated )
45. outputFileObj.close()

Now that we have the basics of reading and wri
transposition file cipher program.

How the Program Works

transpositionFileCipher.py
# Transposition Cipher Encrypt /Decrypt  File
# http://inventwithpython.com/hacking (BSD Licensed)

import time, 0s, sys, transpositionEncrypt, transpositionDecrypt
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6. def main():
7. inputFilename = ‘frankenstein.txt'
8. # BE CAREFUL! If a file with the outputFilename n ame already exists,
9. # this program will overwrite that file.
10. outputFilename = 'frankenstein.encrypted.txt'
11. myKey = 10
12. myMode = 'encrypt’ # set to ‘encrypt' or 'decrypt’

The first part of the program should look familiar. & is arimport  statemenfor our
transpositionEncrypt.pgndtranspositionDecrypt.pgrograms. It also importstiey t hon 6 s
time , os, andsys modules

Themain() function will be called after théef statements have been executed to define all
the functons in the progranTheinputFilename  variableholds a string of the file to read
and the encryptegbr decryptedltext is written to the filevith the namen outputFilename

The transposition cipher uses an integer for a $@yed inmyKey. If ‘encryp t' is storedn
myMode the program will encrypt the contentstbéinputFilename  file. If 'decrypt’ is
stored inmyMode the contents ahputFilename  will be decrypted.

Theos.path.exists() Function

Reading files i@lways harmlesdut we need to be &ful when writing files. If we call the
open() function in write mode with a filename thateddy exists, that file will first be deleted
to make way for the new fil&his means & could accidentally erase an importantifilee pass
the important fil® s n a mepent) o functioreUsing theos.path.exists() function,
we can check if a file with a certain filename already exists.

Theos.path.exists() file has a single string parameter the filename, and returisue
if thisfile already existsanBalse i f i t d osgpahekists() T hfanction exists
inside thepath module, which itself exists inside tbs module.But if we import theos
modulethepath modulewill be importedtoo.

Try typing the following into the interactive shell:

>>>import  0s

>>> os.path.exists(‘abcdef’)

False

>>> os.path.exists('C: \'\ Windows\ \ System32 \\ calc.exe’)
True

>>>
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(Of course, you will only get the above results if you are running Python on Windbers.
calc.exefile doesnot exist on OS X or Linux.)

transpositionFi leCipher.py
14. # If the input file does not exist, then the program terminates early.
15. if not os.path.exists(inputFilename):
16. print(‘The file %s does not exist. Quitting..."' % (inputFilename))
17. sys.exit()
We use th@s.pa th.exists() function to check that the filenameinputFilename

actually exists. Otherwise, we have no file to encrypt or decrypt. In that case, we display a
message to the user and then quit the program.

Thestartswith() andendswith()  StringMethods

tra nspositionFileCipher.py
19. # If the output file already exists, give the user a chance to quit.
20. if 0s.path.exists(outputFilename):
21. print(‘'This will overwrite the file %s. (C)ontinue or (Q)uit?' %
(out putFilename))
22. resp onse = input(>")
23. if not response.lower().startswith('c’):
24. sys.exit()

If thefile the program will write t@lready existshe user is asked tgpe infi Cibthey want to
continue running the program drQ ¢ quit the progran.

The string in the response variable will hémwer()  called on it, and the returned string from
lower()  will have the string methostartswith() called on it. Thestartswith()

method will returnTrue if its string argument can be found at the beginmifthe string. Try
typing the following into the interactive shell:

>>> 'hello'.startswith('h")

True

>>> 'hello world!".startswith(*hello wo')
True

>>> 'hello'.startswith('H')

False

>>> spam = 'Albert’

>>> spam.startswith('Al')

True
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>>>

On line 23, if theuser did not type ifc' , 'continue' ,'C' , or another string that begins

with C, thensys.exit() will be called to end the prografh.e c hni cal 'y, the wuser
to enter AQ0 to quit; any string tfongtontdoes not

be called to quit the program.

There is also aandswith()  string method that can be used to check if a string value ends with
another certain string value. Try typing the following into the interactive shell:

>>> 'Hello world!".endswith('worl dr
True
>>> 'Hello world!".endswith(‘'world")
False
>>>

Thetitle() StringMethod

Just like thdower() andupper() string methods will return a strinig lowercase or
uppercasegthetitle() stringmethod et ur ns a csatsrietlorcase isvinereigvery t | e
word is uppercase for the first character and lowercase for the rest of the characters. Try typing
the following into the interactive shell:

>>>'hello'title()

'Hello'

>>> 'HELLO'title()

'Hello'

>>> 'hEILo"title()

'Hello'

>>> 'hello world! HOW ARE YOU?'title()
'Hello World! How Are You?'

>>> 'extral extra! man bites shark!"title()

'Extra! Extra! Man Bites Shark!'

>>>
transpositionFileCipher.py
26. # Read in the message from the input file
27. fileObj = open(inputFilename)
28. con tent = fileObj.read()
20. fileObj.close()
30.
31. print('%sing...' % (myMode.title()))
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Lines 27 to 29 open tHde with the name stored imputFilename  and read in its contents
into thecontent  variable. On line 31, we display a message tetliguser that the encryption
or decryption has begun. Sineg/Modeshould either contain the strifencrypt’ or
'decrypt' , calling thetitl  e() string methoawill either displayEncrypting...
'‘Decrypting... '

or

Thetime Module andtime.time() Function

All computes havea clock that keeps track of the current date and time. Your Python programs
can access thidock by calling thetime.time() function. (This is a function naméitine()
that is in a module nameitne .)

Thetime.time() function will returna float value of the number of seconds since Jandary 1
1970. This moment is called thénix EpochTry typing the following into the interactive shell:

>>> import time
>>> time.time()
1349411356.892
>>> time.time()
13494113 59.326
>>>

The float value sbws that theime.time() function can be precise down terallisecond
(that is, 1/1000 of a second). Of course, the numberstthad.time() displaysfor you will
depend on the moment in time that you call this function. It might not be clear that
134941356.892s Thursday, October™42012 around 9:30 pm. However, tirae.time()
function is useful for comparing the number of seconds between caitsettime() .We can
use this function to determine how long our program has been running.

transposition FileCipher.py
33. # Measure how long the encryption/de cryption takes.
34. startTime = time.time()
35. if myMode == "encrypt":
36. translated = transpositionEncrypt.encryptMessage(myKey, content)
37. elif myMode == 'decrypt":
38. translated = transpositionDecrypt.decryptMessage(myKey, content)
39. totalTime = round(time.time() - startTime, 2)
40. print('%sion time: %s seconds' % (myMode.title(), totalTime))

We want to measure how long the encryption or decryptiorepsoiakes for the contents of the
file. Lines 35 to 38 call thencryptMessage() or decryptMessage() (depending on
whetherencrypt' or 'decrypt’ is stored in thenyModevariablg. Before this code
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however, we will caltime.time() and store the currentie in a variable named
startTime

On line 39 after the encryption or decryption function calls have returned, we will call
time.time() again and subtrastartTime  from it. This will give us the number of seconds
between the two calls tame.time()

For example, if you subtract the floating point values returned when | cithectime()
before in the interactive shell, you would get the amount of time in between those calls while |
was typing:

>>>1349411359.326 - 1349411356.892
2.434000015258789
>>>

(ThedifferencePython calculatebetween the two floating point values is not precise due to
rounding errors, which cause very slight inaccuracies when doing math with floats. For our
programs, it will not matter. But you can read more about rounding etrors a

Thetime. time() - startT ime expressiorevaluates to a value that is passed to the
round() function which rounds to the neat two decimal points. This value is stored in
totalTime . On line 40, the amount of time is displayedhe user by callingrint()

Back to the Code

transpositionFileCipher.py
42. # Write out the translated message to the output file.
43. outputFileObj = open(outputFilename, 'w')
44, outputFileObj.write(translated)
45. outputFileObj.clos e()

The encryptedor decryptelifile contents are now stored in ttranslated variable. But this
string will beforgottenwhen the program terminates, so we want to write the string out to a file
to store it on the hard driv&he code on lines 43 to 4% this by opening a new file (passing

w' toopen() to open the file in write mode) and then callingwrée()  file object
method.

transpositionFileCipher.py

47. print('Done %sing %s (%s characters).' % (myMode, inputFilename,
len (content)))
48. print(‘%sed file is %s.' % (myMode.title(), outputFilename))
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49.

50.

51. # If transpositionCipherFile.py is run (instead of imported as a module)
52. # call the main() function.

53. if_name__=='_main__"

54. main()

Afterwards, we print some m® messagseto the user telling them that the process is done and
whatthe name of thevritten file is Line 48 is thdast lineof themain() function.

Lines 53 and 54 (which get executed afterdbE statement on liné is executed) will call the
main() function if this progranis being run instead of being importddhis is explained in
Chapt er Sgedéa nanfeh evariabled secti on. )

Practice Exercises, Chapter 11, Set A

Summnary

CongratulationsT h er e wa s n 6rnewpnogranhasidedront thepers() , write()

read() ,andclose() functions but this lets us encrypt text files on our hard drive that are
megabytes or gigabytesinsitet doesndt t abkcausetbofthh impleenentatoo d e
for the cipher has already been written. We can extend our progaatisas adding file reading
and writing capabilitieshy importing their functions for use imewprogramsThis greatly
increases our ability to use computergmarypt information.

There are too many pdbke keys to simply brutéorce and examine the output of a message
encrypted with the transposition ciphBut if we can write a program that recognizes English (as
opposed to strings of gibberish), we canéhthe computer examine the output of thousands of
decryption attempts and determine which key can successfully decrypt a message to English.
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CHaPTER 12

DETECTINE&ENGLISH
PROGRAMMATICALLY

Topics Covered In This Chapter:

Dictionaries

Thesplit() Method

TheNone Value

"Divide by Zero" Errors

Thefloat() ,int() ,andstr() Functions and Python 2 Division
Theappend() List Method

Default Arguments

Calculating Percentage

=4 =4 =4 8 -8 -8 8 9

The gaffer says something longer and more
complicated. After a while, Waterhouse (now

wearing his crptoanalyst hat, searching for

meaning midst apparent randomness, his neural
circuits exploiting the redundancies in the signal)
realizes that the man is speaking heavily accented
English.

ACryptonomicono by
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A message encrypted with ttranspositioncipher can have thousands of possible keys. Your
computer can still easilyruteforcethis many keys, but you would then have to look through
thousands of decryptions to find the one correct plaintext.i§laibig problem for the brute
force method of cracking theranspositiorcipher.

When the computer decrypts a message with the wrong key, the resulting plaintext is garbage

text. We need to program the computer to be able to recognize if the plaintext is garbage text or
English text. That wayif the computer decrypts with the wrong key, it knows to go on and try the

next possible key. And when the computer tries a key that decrypts to English text, it can stop and
bring that key to the attention of the cryptanaljfsb w t he cr y phavatolwdky st wonodt
throughthousand®f incorrect decryptions.

How Can a Computer Understand English?

|t canot . At | east, not in the way that human
dondét really wunderstand mseither, ancnore than,aclack | et hal
understands lunchtime. Computers just execute instructions one after aRotlibese

instructions can mimic very complicated behasibatsolve math problems, win at chess, or

hunt down the future leaders of the humesistance.

Ideally, what we need is a Python function e t 6 isEnglish() | ) that has a string passed

to it and themreturnsTrue if the string isEnglishtextandFalse i f srandoh gibberish. et 6 s
take a look at some English text and some garlext and try to see what patterns the two have:

Robots a re your friends. Except for RX -686. She will try to eat you.

ai - pey e.xrxne augur iirl 6 Rtiyt fhubE6d hr Seit8. .ow eo.telyoosEs t

One thing we can notice is that the English text is made wowafs that you could find in a

dictionarybut the garbage text is made up of words 1
individualwords is easy. There is already a Pythsing methothamedsplit() that will do

this for us(this method will be xplained later) The split() methodjust sees when each word

begins o ends by looking for the space characténsce we have the individual words, we can

test to see ieach words a word in the dictionary with code like this:

if word == 'aardvark' or wo rd == 'abacus' or word == 'abandon' or word ==

‘abandoned' or word == 'abbreviate' or word == 'abbreviation' or word ==

'"abdomen'’ or é

Wecanwr i t e code | ike thatThebectompet@gronimgpmidy snhh evul

through all this codegutyouwasr | dnét want to type it all out . B
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typed out a text file full of nearly all English wordshese text files are callatictionary files
So we just need to write a function that checks if the words in the string exist seraewthat
file.

Remember, dictionary fileis a text file that contains a large list of English wordsli¢tionary
valueis a Python value that has keglue pairs.

Not every word wild.l exist in our Adeteandi onary f
doesndt have the word, say, fAaardvarko. There
nonEngl i sh words i-686toheém, osuuchhbaosvei EX1gl i sh sent
plaintext is in a different language besides English. BéWwd | u s t in Bnglishfbome it i s

now.)

And garbage text might just happen to have an English word or two in it by coinciBience.
example,t turns out the wor dtrids toprgdictrthe future byrstadyisg per s o
the way birds are flyig. Seriously.

So our function will not béoolproof. But if most of the words in the striaggumentare English
words, it is a good bet to say that the string is English lteista very low probability that a
ciphertext will decrypt to English if degoyed with the wrong key.

The dictionary text file will have one word per line in uppercase. It will look like this:

AARHUS
AARON

ABABA

ABACK

ABAFT
ABANDON
ABANDONED
ABANDONING
ABANDONMENT
ABANDONS

€ and sYyoucanrdownload this entire file (which haseo%5,000 words) from

Ourisenglish() function will have to split up decryptedstring into words, check if each

word is in a file full of thousands of English words, and dertain amount of the words are

English wordsthen wewill say that the text is in English. And if the text is in English, then
thereébs a good bet that we have decrypted the

And that is how the computer can understand if a string is English or if it is gibberish.
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Pradice Exercises, Chapter 12, Section A

TheDetect EnglishModule

ThedetectEnglish.ppr ogr am t hat we write in this chapter
Instead, it will be impred by our encryption programss that they can call the
dete ctEnglish.isEnglish() function. Thisiswhyw e d o ndetectEgglish.pg

main() function. The other functions in the program are all providedstemglish() to
call.

Source Code for th®etect EnglishModule

Open a new file editor window by clicking &ile 3 New Window. Type in the following code
into the file editor, and then save it@getectEnglish.pyPresd=5 to run the program.

Source code for detectEnglish.py
1. # Detect English module
2. # http://inventwithpython.com/hacking (BSD Licensed)
3.
4. # To use, type this code:
5. # import detectEnglish
6. # detectEnglish.isEnglish(someString) # returns True or False
7. # (There must be a "dictionary.txt" file in this directory with all English
8. # words in it, one word per line. You can downlo  ad this from
9. #ht tp://invpy.com/dictionary.txt )
10. UPPERLETTERS= 'ABCDEFGHIJKLMNOPQRSTUVWXYZ'
11. LETTERS_AND_SPACE =UPPERLETTERS+ UPPERLETTERSower() +' \t\n'
12.
13. def loadDictionary():
14. dictionaryFile = open( 'dictionary.txt' )
15. englishWords = {}
16. for word in dictionaryFile.read().split(" \nY):
17. englishWords[word] = None
18. dictionaryFile.close()
19. return englishWords
20.
21. ENGLISH_WORDS = loadDictionary()
22.
23.
24. def getEnglishCount(message):
25. message = message.upper()
26. message = removeNonLetters(message)
27. possibleWords = message.split()
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28.

29. if possibleWords ==1]

30. return 0.0 # no words at all, so return 0.0

31.

32. matches = 0

33. for word in possibleWords

34. if word in ENGLISH_WORDS:

35. matches +=1

36. return  float( matches ) /len( possibleWords )

37.

38.

39. def removeNonLetters(message):

40. lettersOnly =]

41. for symbol in message:

42. if symbol in LETTERS_AND_SPACE:

43. lettersOnly.append(symbol)

44. return ".join(lettersOnly)

45.

46.

47. def isEnglish(message, wordPercentage=20, letterPercentage= 85):
48. # By default, 20% of the words must exist in the dictionary file, an d
49, # 85 % of all the characters in the message must be letters or spaces
50. # (not punctuation or numbers).

51. wordsMatch = getEnglishCount(message) * 100 >= wordPercentage

52. numLetters = len(removeNonLetters(message))

53. message LettersPercentage = float(humLetters) / len(message) * 100

54. lettersMatch = messagelettersPercentage >= letterPercentage

55. return  wordsMatch and lettersMatch

How the Program Works

detectEnglish.py

1. # Detect English module

2. # http:/finven twithpython.com/hacking (BSD Licensed)

3.

4. #To use, type this code:

5. # import detectEnglish

6. # detectEnglish.isEnglish(someString) # returns True or False

7. # (There must be a "dictionary.txt" file in this directory with all English

8. # words in it, one word per line. You can download this from
9. #h ttp:/linvpy.com/dictionary.txt )

These comments at the top of the §jlee instructions to programmers on how to use this
module. They give the importareminder that if there is no filemeddictionary.txtin the same
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directory agdetectEnglish.pyhenthis module will not work. If theiserdoesn 6 t thisdilg, the

detectEnglish.py
10. UPPERLETTERS='ABCDEF GHIJKLMNOPQRSTUVWXYZ'
11. LETTERS_AND_SPACE =UPPERLETTERS+ UPPERLETTERSower() +' \t\n'

Lines 10 and 11 set up a few variables that are constants, which is why they have uppercase
namesUPPERLETTERS a variableeontainingthe 26uppercaséetters, ad

LETTERS _AND_SPACEonntain these lettefand the lowercase letters returned from
UPPERLETTERS®wer() ) but also the space character, the tab character, and the newline
characterThe tab and newline characters represented with escape charadterand\ n.

detectEnglish.py
13. def loadDictionary():

14. dictionaryFile = open( 'dictionary.txt' )

The dictionary file sits on the usdileas@strinpard dr
value so our Python codanuseit. First, we get dile object by callingopen() and passing the

string of the filenamé&ictionary.txt' . Before we continue with the

loadDictionary() code, | etds |l earn about the dictiona

Dictionariesand the Dictionary Data Type

Thedictionary data type has Waeswhich can contain multiple other values, just like lists do. In

list values, you use an integer index value to retrieve items in thigkisspam([42] . For each

item in the dictionary value, there is a key used to retrieve it. (Values storedlistsiédad

dictionaries are also sometimes called items.) The key can be an integer or a strinikealue

spam['hello orspam[42] . Di cti onaries |l et us organize ou
more flexibility than lists.

Instead of typing square bracketgellist values, dictionary valsgor simply, dictionaries) use
curly braces. Try typing the following into the interactive shell:

>>> emptyList =[]
>>> emptyDictionary = {}
>>>

A di ct vaesare typdutas keyvalue pairs, which are separatadcolons. Multiple
key-value pairs are separated by commas. To retrieve values from a dictionary, just use square
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brackets with the key in between them (just like indexing with lists). Try typing the following
into the interactive shell:

>>> spam = {'keyl "'This is a value', 'key2":42}
>>> spam['keyl]

‘This is a value'

>>> spam['key2

42

>>>

It is important to know that, just as with lists, variables do not store dictionary values themselves,

but references to dictionaries. The example code below hagtvables with references to the
same dictionary:

>>> spam = {'hello": 42}
>>> eggs = spam

>>> eggs['hello’] = 99
>>> eggs

{'hello’: 99}

>>> spam

{'hello’: 99}

>>>

Adding or Changing Items in a Dictionary

You can add or change valuesa dictionary withindexesas well. Try typing the following into
the interactive shell:

>>> spam = {42:'hello’}
>>> print(spam[42])

hello

>>> spam([42] = 'goodbye’
>>> print(spam[42])
goodbye

>>>

And just like lists can contain other lists, dictionaries can also containattienaries (or lists).
Try typing the following into the interactive shell:

>>> foo = {fizz": {'name": 'Al', 'age": 144}, 'moo"['a’, 'brown’, ‘cow']}
>>> foo['fizz']

{'age": 144, 'name": 'Al'}

>>> foo['fizz']['name’]
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Al
>>> foo['moo']

[@', 'brown’ , 'cow']
>>> foo['moo'][1]

'‘brown’

>>>

Practice Exercises, Chapter 12, Set B

Using thelen() Functian with Dictionaries

Thelen() function can tell you how many items are in a lishow many characters are in a
string, but it can also tell you how many items are in a dictionary as well. Try typing the
following into the interactive shell:

>>> spam = {}

>>> |en(spam)

0

>>> spam[‘'name’] = ‘Al

>>> spam['pet] = 'Zophie the cat'
>>> spam [‘age’] = 89

>>> |len(spam)

3

>>>

Usingthe in  Operatorwith Dictionaries

Thein operator can also be used to see if a certain key value iexdsthictionary. It is important
to remember that the operator checks if a key exists in the dictionamgt, avalue. Try typing
the following into the interactive shell:

>>> eggs = {'foo": 'milk’, 'bar": 'bread'}
>>>'foo’ in eggs

True

>>> 'blah blah blah' in eggs
False

>>>'milk' in eggs

False

>>> 'bar'in eggs

True

>>> 'bread' in eggs

False
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>>>

Thenotin  operdor works with dictionary values as well.

Usingfor Loopswith Dictionaries

You can also iterate over the kagsa dictionary witifor loops, just like you can iterate over
the items in a list. Try typing the following into the interactive shell:

>>>spam = {'name"'Al', 'age"99}
>>> for k in spam:

. print(k)

. print(spam[k])

The Difference Between Dictionaries and Lists
Dictionaries are like lists in many ways, but thereadi@v important differences:

1. Dictionary items are nodr i fitermimaydictonadiler .
there is in a list.

2. Dictionaries do not haveoncatenation witthe + operator If you want to add a new
item, you can just use indexing with a new key. For exarfpd§a new key 1=
‘a string'

3. Lists only have integer index values that range féotm the length of the list mus one.
But dictionaries can have any key. If you have a dictionary stored in a vaspaote
then you can store a valuespam[3] without needing values fapam|[0] ,
spam[1] , orspam[2] first.
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Finding Items is Fastewith DictionariesThan Lists

detect English.py
15. englishWords = {}

In theloadDictionary() function, we will store o@din,
a file that has all the words in an English dictionary baolgdictionaryvalue(as in, the Python
data type.)'he simibr names are unfortunate, but they are two completely different things.

We could have also used a list to store the string values of eacliramrthe dictionary file. The
reason we use a dictionary is becauseartheperator works faster on dictionaritan lists.
Imagine that we had the following list and dictionary values:

>>> [istVal = ['spam’, 'eggs', 'bacon’]
>>> dictionaryVal = {'spam".0, 'eggs":0, 'bacon".0}

Python can evaluate the expresskmacon' in dictionaryVal a little bit faster than
'‘baco n'in listval . The reason is technical and

speed doesnbd6t make that much of vyaafediitem$éier ence

themlike in the above exampl®&ut ourdetectEnglish module will have tens of thousands
of items, and the expressiword in ENGLISH_WORDS will be evaluated many times when
theisEnglish() function is called. The speed difference reatflgswup for the

detectEnglish module.

Thesplit() Method

Thesplit() stringmethodreturna | i st of s esplaobeweensdch stringg s .

occurs wherever a space is. For an example of hogpthf string method works, try typing
this into theshell:

>>>'My very energetic mother just serve d us Nutella. ".split()
['My', ‘'very', 'energetic’, ‘mother’, 'just’, 'served’, 'us', ' Nutella. 1
>>>

The result is a list ofightstrings, one string for each of the words in the original string. The

t

he

you

W (

d

f

The

spaes are dropped from the items in the list (even if there is more than one space). You can pass

an optional argument to tisplit() method to tell it to split on a different istg other than just
a space. Try typing the following into the interactive shell

>>> 'helloXXXworldXXXhowXXXareXXyou?".split("XXX")
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['hello’, ‘world', 'how', 'areXXyou?']
>>>

detectEnglish.py
16. for word in dictionaryFile.read().split(" \nY):

Line 16 is d@or loop that will set thevord variable to each value in the list

dicti onaryFile.read().split(’ \nY) . Letds break this express
dic ti onaryFile is the variable that stores the file object of the opened file. The
dictionaryFile.read() method call will read the entire file and return it as a very large

string value. On tis string, we will call thesplit() method and split on newline characters.
This split() call will return a list value made up of each word in the dictionary file (because
the dictionary file has one word per line.)

This is why the expressidfictionaryFil e.read().split(" \'n") will evaluate to a
list of string values. Since the dictionary text file has one word on each line, the strings in the list
thatsplit() returns willeach havene word.

TheNone Value

None is a special value that you can assign tarable. TheNone valuerepresents the lack of

a value None is the only value of the data typmneType (Just likehowthe Boolean data type

has only two valueshe NoneType data tyg®as only one valuéJone.) It can be very useful to
usetheNonevalue when you need a val uThkeNbnewalueisneans fidoe
al ways written without quotes and with a capit

For example, say you had a variable naopgdAnswer which holds the user's answer to some
True-False pop quiguestion. You could sejuizAnswer to None if the user skipped the

guestion and did not answer it. UsiNgne would be better because if you set iftoie or

False before assigning the value of the user's answer, it may look like the user gave an answer
for the question even though they didn't.

Calls to functions that do not return anything (that is, they exit by reaching the end of the function
and not from aeturn  statement) will evaluate fdone.

detectEnglish.py
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17. englishWords[word] = None

In our program, we only use a dictionary for émglishWords variable so that thim

operator canfindkeyisn it. We doné6ét care what is stored f
None value. Thefor loop that starts on line 16 will iterate over eachrdhio the dictionary file,

and line 17 will use that word as a keyeimglishWords  with None stored for that key.

Back to the Code

detectEnglish.py
18. dictionaryFile.close()
19. return englishWords

After thefor loop finishes, thenglishWords  dictionary will have tens of thousands of keys
in it. At this point, we close the file object since we are done reading from it and then return
englishWords

detectEnglish.py

21. ENGLISH_WORDS = loadDictionary()

Line 21 calldoadDictionary () and stores thdictionary valuet returnsin avariable
namedENGLISH_WORDSVe want to calloadDictionary() before the rest of the code in
thedetectEnglish module, but Python has to execute die¢ statement for

loadDictionary() before we can call the function. Théswhy the assignment for
ENGLISH_WORD&mes after thivadDictionary() functionds code.

detectEnglish.py
24. def getEnglishCount(message):

25. message = message.upper()

26. message = removeNonLetters(message)

27. possibleWords = message.spl it()

ThegetEnglishCount() function will take one string argument and retarftoat value

indicating the amount of recognized English words in it. The v@@ewill meannone of the
words inmessage are English words antil0 will meanall of the words irmessage are
English wordsbut most likelygetEnglishCount() will return something in betwedhO
andl1.0 . TheisEnglish() function will use this return value as part of whether it returns
True orFalse .
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First we must create a list of individual word sg$ from the string imessage . Line 25 will
convert it to uppercase letters. Then line 26 will remove thdetter characters from the string
such as numbers and punctuatioyn callingremoveNonLetters() . (We will see how this
function works later.) fRally, thesplit() method on line 27 will split up the string into
individual words that are stored in a variable napessibleW ords .

So if the stringHello there. How are you?' was passed when
getEnglishCount() was called, the value storedpossibleW ords afterlines 25 to 27
execute would bfHELLO', 'THERE', 'HOW', 'ARE', 'YOU']

detectEnglish.py
29. if possiblew ords == [] :
30. return 0.0 # no words at all, so return 0.0

If the string inmessage was something lik&l2345' , all of thesenonletter characters would
have been taken out of the string returned fremoveNonLetters() . The call to
removeNonLetters() would return the blank string, and whgplit() is called on the
blank string, it will retun an empty list.

Line 29 does a spetdicheck for thisase, andreturs0 . T hi s i s dligideby-t o
zerd error (which is explained | ater on).

detectEnglish.py

32. matches = 0

33. for word in possibleWords

34. if word in ENGLISH_WORDS:
35. matches += 1

The float value that is returned fragmatEnglishCount() ranges betwee®.0 and1.0 . To
produce this number, we will divide thember of the words ipossibleWords that are
recognized as English by the total number of worgmssibleWords

The first @rt of this is to count the number of recognized English wordessibleWords
which is done on lines 32 to 35. Thmatches variable starts off a8. Thefor loop on line 33
will loop over each of the words possibleWords , andchecksf the word existsn the
ENGLISH_WORD@ictionary. If it does, the value imatches is incremented on line 35.

Once thefor loop has completed, the number of English words is stored matehes
variable. Note that technically this is only the number of words that esgnized as English
because they existed in our dictionaryttide. As far as the program is concerned, if the word
exists indictionary.txt then it is a real English word. Andiifd o e s n 6t exi st i
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it is not an English wordVe ae relying on the dictionary file to be accurate and complete in
order for thedetectEnglish module to work correctly.

G5 A DAVRSSNE ¢ 9 NN NE

detectEnglish.py
36. return float( matches ) /len( possibleWords )

Returning a float value betwe@ andl1.0 is a simple matter of dividing the number of
recognized words by the total number of words.

However, whenever we divide numbers using/ttmoerator in Python, we should be careful not
t o c advleby-zeradi er r or . I n mat he madmeang. Ifweitryto di ng b
get Python to do it, it will result in an error. Try typing the following into the interactive shell:

>>>42/0
Traceback (most recent call last):
File "<pyshell# 0>", line 1, in <module>
42170
ZeroDivisionError: int divisio n or modulo by zero
>>>

But a divide by zero candt possibly happen on
len(possibleWords) evaluated t®. And the only way that would be possiblafis

possibleWords  werethe empty list. However, our code on lines 29 adapecifically check

for this case and retusi0.0 . So ifpossibleWords  had beerset to the empty list, the

program execution would have never digidet en past
by-zer@ err or .

Thefloat() ,int() ,andstr() Functons and Integer
Division

detectEnglish.py
36. return float(matches) / len(possibleWords)

The value stored imatches is an integer. However, we pass this integer tdlt@e()
function which returns a float version of that number. Try typing theviatlg into the interactive
shell:

>>> float(42)
42.0
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>>>

Theint()  function returns an integer version of its argument, andttle  function returns a
string. Try typing the following into the interactive shell:

>>> float(42)
42.0
>>>int(42.0)
42

>>>in t(42.7)
42

>>> int("42")
42

>>> str(42)
4o

>>> str(42.7)
'42.7

>>>

Thefloat() ,int() ,andstr) functions are hel pful i f
different data type. But you might be wondering why we pastehes to float() on line 36
in thefirst place.

The reason is to make odetectEnglish modulework with Python 2. Python 2 will do

integer division when both values in the division operation are integers. This means that the result

will be rounded down. SesingPython 222/ 7 will evaluate to3. However, if one of the
values is a float, Python 2 will do regular divisi@2.0 /7  will evaluate to
3.142857142857143 . This is why line 36 callioat() . This is called making the code
backwards compatiblavith previous versions.

Python3 always does regular division no matter if the values are floats or ints.

Practice Exercises, Chapter 12, Set D

Back to the Code

detectEnglish.py
39. def removeNonLetters(message):
40. lettersOnly =[]
41. for symbol in message:
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The previously explainegetEnglishCount() function calls theemoveNonLetters()
function to return a string that is the passed argunegnept with all the numbers and
punctuation characters removed.

Thecode inremoveNonLetters() starts with a blank list and loops over each character in
themessage argument. If the character exists in tiETTERS_AND_SPACEHiring, then it is

added to the end of the list. If the character is a number or punctuationmarkt i t wonot ex
theLETTERS_AND_SPACHEringand wonodot be added to the 1ist.
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Theappend () List Method

detectEnglish.py
42. if symbol in LETTERS_AND_SPACE:
43. lettersOnly.append(symbol)

Line 42 checks isymbol (whichissetta si ngl e character fbom each

loop) exists in thee ETTERS_AND_SPACEHIring. If it does, then it is added to the end of the
lettersOnly list with theappend() list method.

If you want to add ainglevalue to the end of a lisyoucould put the value ingtown list and
then use list concatenation to add it. Try typing the following into the interactive shell, where the
value4?2 is added to the end of the list storegpam:

>>>spam =12, 3,5,7,9, 11]

>>> spam
[2,3,5,7,9,1 1]
>>> spam = spam + [42]
>>> spam

[2,3,5,7,9, 11, 42]
>>>

When we add a Wae to the end of a list, we saye areappendingthe value to the list. This is
done with lists so frequently in Python that there isgmend() list method which takes
sinde argument to apperid the end of the lisry typing the following into the shell:

>>>eqgs = ]

>>> eggs.append(‘hovercraft’)
>>> eggs

[hovercraft’]

>>> eggs.append(‘eels’)

>>> eggs

[hovercraft', 'eels']

>>> eggs.append(42)

>>> eggs

[hovercraft', ' eels', 42]
>>>

For technical reasons, using tygpend() method is faster than putting a value in a list and
adding it with thet operatorTheappend() method modifies the list #place to include the
new valueYou should always prefer ttewpend() metha for addng values to the end of a
list.

Email questions to the author: al@inventwithpython.com

t



Chapter 12 Detecting Entish Programmatically 183

detectEnglish.py
44, return ".join(lettersOnly)

Af t er For toepis4ldné, snly the letter and space charaeterin thdettersOnly

list. To make a single string value from this list of stringscadethejoin()  string method on

a blank string. This will join the strings iattersOnly together with a blank string (that is,

nothing) between them. This string value is then returnednasveNonLetters() 6s return
value.

Default Arguments

detectEnglis  h.py
47. def isEnglish(message, wordPercentage=20, letterPercentage= 85):
48. # By default, 20% of the words must exist in the dictionary file, and
49. # 85 % of all the characters in the message must be letters or spaces
50. # (not punctuation or numbers)

TheisEnglish() function will accept a string argument and return a Boolean value that
indicates whether or not it is English teRut when you look at line 47, you can see it has three
parameters. The second and third parametesdPercent age andletterPercentage )
have equal signs and values next to them. These are dafladlt arguments Parameters that
have default arguments are optional. If the function call does not pass an argument for these
parameters, the default argument is usedefault

If isEnglish() is called with only one argument, the default arguments are used for the
wordPercentage (the intege20) andletterPercentage (the integeB5) parameters.
Table 121 showsfunction calls tasEnglish() , and what they are equivatdn:

Table 121. Function calls with and without default arguments.

Function Call Equivalent To
isEnglish(*Hello") isEnglish('Hello', 20, 85)
isEnglish('Hello', 50) isEnglish('Hello', 50, 85)
isEnglish('Hello', 50, 60) isEnglish('Hello', 50, 60)
iseng lish('Hello', isEnglish('Hello', 20, 60)

letterPercentage=60)
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WhenisEnglish() is calledwith no second and third argumetite function will requirehat
20% of the words imessage are English words that exist in the dictionary text file and 85% of
thecharacters imessage are lettersThese percentages work for detecting Engtigimost

cases. But sometimes a program calistnglish() will want looser or more restrictive
thresholds. If soa prograntan just pass arguments feordPercentage  and

let terPercentage instead of using the default arguments.

Calculating Percentage

A percentage is a number between 0 and 100 that showsmholwvof something there is

proportional to the total number of those things. In the string Vidkeieo cat MOOSE

fsdkle wpin' t here are five Awordsodo but Toxadulste t hr ee ¢
the percentage of English words, you divide the number of English words by the total

number of words and multiply by 100.The percentage of English wordslitello cat

MOOE fsdkl ewpin' is3/5*100 , which is60.

Table 122 showssome percentage calculations:

Table 122. Some percentage calculations.

Number of Total Number English *100 = Percentage
English Words of Words Words / Total
3 5 0.6 *100 = 60
6 10 0.6 *100 = 60
300 500 0.6 *100 = 60
32 87 0.3678 *100 = 36.78
87 87 1.0 *100 = 100
0 10 0 *100 = 0

The percentage will always be between 0% (meaning none of the words) &di&aning all

of the words). OuisEnglish() function will consider a string tbe English if at least 20% of
the words are English words that exist in the dictionary file and 85% of the characters in the
string are letters (or spaces).

detectEnglish.py
51. wordsMatch = getEnglishCount(message) * 100 >= wordPercentage

Line 51 catulates the percentage of recognized English worde#sage by passing
message to getEnglishCount() , which does the division for us and returns a float
betweerD.0 andl1.0 . To get a percentage from this float, we just have to multiply 08y, If
thisnumber is greater than or equal to WwerdPercentage parameter, thefirue is stored in
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wordsMatch . (Remember, the= comparison operator evaluates expressions to a Boolean
value.) Otherwisekalse is stored invordsMatch .

detectEnglish.py

52. numLett ers = len(removeNonLetters(message))
53. messagelettersPercentage = float(numLetters) / len(message) * 100
54. lettersMatch = messagelLettersPercentage >= letterPercentage

Lines 52 to 54 calculate the percentage of letter charactersnmesage string. To determine
the percentage of letter (and space) charactenegsage , our code must divide the number of
letter characters by the total number of charactemseigsage . Line 52 calls
removeNonLetters(message) . This call will return a string thdtas the number and
punctuation characters removed from the string. Passing this stierg)to will return the
number of letter and space characters that waressage . This integer is stored in the
numLetters variable.

Line 53 determines the percentagéettersgetting a float version of the integer in

numLetters and dividing this byen(message) . The return value dén(message)  will
be the total nonber of characters imessage . (The call tofloat() was made so thi#tthe
programmer who importsur detectEnglish module is running Python 2, the division done
on line 53 will always be regular division instead of integer divi¥ion.

Line 54 checks if the percentagenmressagel ettersPercentage is greater than or equal to
theletterPercentage parameter. Tis expression evaluates to a Boolean value that is stored
in lettersMatch

detectEnglish.py
55. return  wordsMatch and lettersMatch

We wantisenglish() to returnTrue only if both thewordsMatch andlettersMatch
variables contaiffrue , so we put thenmian expression with thend operatorlIf both the
wordsMatch andlettersMatch variables ardrue , thenisEnglish() will declare that
the message argument is English and refune . OtherwisejsEnglish() will return

False .

Practice Exercises, Chapter B&t E
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Summary

The dictionary data type is useful because like a list it can contain multiple values. However
unlike the list, we can index values in it with string values insteadlgfinotegers. Most of the
the things we can do with lists we can also do with dictionaries, such as pdsa(} toor use
thein andnotin operators on it. In fact, using tive operator on a very large dictionary
value executes much faster than usingon a very large list.

The NoneType data type is also a new data type introduced in this chapter. It only has one value:
None. This value is very useful for representing a lack of a value.

We can convert values to other data types by usinotf)e ,floa t() , andstr() functions.

Thi s ¢ haptdyvidebipzeiodn gesr ruopr si, whi ch we need to add
avoid. Thesplit() string method can convert a single string value into a list value of many

strings. Thesplit() string method is sort dhe reverse of thpin()  list method.The

append() list method adds a value to the end of the list.

When we define functions, we can give some of
argument is passed for these parameters when the function is ttedleéfault argument value is
used instead. This can be a useful shortcut in our programs.

The transposition cipher is an improvement over the Caesar cipher because it can have hundreds
or thousands of possible keys for messages instead of just 2&mtiffeys A computer has no

problem decrypting a message with thousands of different keys) batk thiscipher, we need

to write code that can determine if a string value is valid English or not.

Since this code will probably be useful in our othadking programs, we will put it in its own
module so it can be imported by any program that wants to calEitglish() function.All
ofthewor k we 6 ve d o iseothatmanytpiograsn can ldaathee tfokbowing:

>>> jmport detectEnglish

>>> detectEng  lish.isEnglish('ls this sentence English text?")
True

>>>

Now armed with code t hat dhenextdhapter @tiackthea gl i s h,
transposition cipher!

Email questions to the author: al@inventwithpython.com
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CHaPTER 1.3

HACKING THETRANSPOSITION
CIPHER

Topics Covered In This Chapter:
1 Multi-line Strings with Triple Quotes
1 Thestrip() String Method

To hackthetranspositiorcipher, we will use a brutiorce approachOf the thousands of keys,
the correct keys most likely that only onghatwill result in readable EnglisWe developed
Englishrdetecton code in the last chapter so the progcamrealize when it has found the correct
key.

Source Code of th&ranspositionCipher Haker Program

Open a new file editor window by clicking &ile 3 New Window. Type in the following code
into the file editor and then save it dsanspositionHacker.pyPresd=5 to run the program. Note
that first you will need to download thpgperclip.pymodule and place this file in the same
directory as théranspositionHacker.pfjle. You can download this file from

Source code for transpositionHacker.py

# Transposition Cipher Hacker
# http://inventwithpython.com/hacking (BSD Licensed)

import pyperclip, detectEnglish, transpositionDecrypt

a s wnhpRE
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6. def main():
7. # You mi ght want to copy & paste this text from the source code at
8 # http:// invpy .com/transposition Hacker.py
9. myMessage = """Cb b rssti aieih rooaopbrtnsceee er es no npfgcwu plri
ch nitaalr eiuengiteehb(el hilincegecamn fubehgtarndcstudmd nM eu eacBoltaetee

oinebcdkyremdteghn.aa2r8la condari fmps" tad |t oisn sit ulrnd stara nvhn fs

edbh ee,n e necrg6 8nmisv | nc muiftegiitm tutmg cm shSs9fcie ebintcaets h a

ihda cctrhe ele 107 aaoem waoaatdahretnhechaopnooeapece9etfncdbgsoeb uuteitgna.
rte oh add e,D7clEtnpneehtn beete" evecoal Isfmcrl iulcifgo ai. slilrchdnheev sh
meBd ies e9t)nh,htcnoecplrrh ,ide hmtime. pheaLem,toeinfgn t e9yce da' eN eMp a

ffn Fclo ge eohg dere.eec s nfap yox hla yon. InrnsreaBoa t,e eitsw il ulpbdofg

BRe bwlmprraio po droB wtinue r Pieno nc ayieeto'lulcih sfnc ownaSserbereiaSm
- eaiah, nnrttgcC maciiritvledastinidel nn rms iehn tsigaBmuoetcetias rn""

10.

11. hackedMessage = hack Transposition(myMessage)

12.

13. if hackedMessage == None:

14. print(Fa  iled to hack encryption.")

15. else:

16. print('Copying hacked message to clipboard:’)

17. print(  hackedMessage )

18. pyperclip.copy( hackedMessage )

19.

20.

21. def hack Transposition(message):

22. print(’ Hacking...")

23.

24, # Python programs can be stopped at any time by pressing Ctrl -C (on
25. # Windows) or Ctrl - D (on Mac and Linux)

26. print('(Press Ctrl -CorCtrl - Dto quit at any time.)")

27.

28. # brute - force by looping through every possible key

29. for key in range(1, len(message)):

30. print("Trying key #%s..." % (key))

31.

32. decryptedText = transpositionDecrypt.decryptMessage(key, message)
33.

34. if detectEnglish.isEnglish(decryptedText):

35. # Check with user to see if the decrypted key has been found.
36. print()

37. print(‘Possible encryption hack :")

38. print('Key %s: %s' % (key, decryptedText[:100]))

39. print()

40. print(‘"Enter D for done, or just press Enter to continue
hack ing:")

41. response = input('>")

Email questions to the author: al@inventwithpython.com
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42.

43. if response.strip().upper().startswith('D"):
44. return decryptedText

45,

46. return None

47.

48. if _name__=='_ main__"

49, main()

Sample Run of the Transposition Break@rogram
When you run this program, the output will |otbks:

Hacking...

(Press Citrl -CorCtrl - Dto quitat any time.)
Trying key #1...
Trying key #2...
Trying key #3...
Trying key #4...
Trying key #5...
Trying key #6...
Trying key #7...
Trying key #8...
Trying key #9...
Trying key #10...

Possible encryption hack :
Key 10: Charles Babbage, FRS (26 December 1791 - 18 October 1871) was an
English mathematician, philosopher,

Enter D for done, or just press Enter t 0 continue hac king:

>D

Copying hacked message to clipboard:

Charles Babbage, FRS (26 December 1791 - 18 October 1871) was an English
mathematician, philosopher, inventor and mechanical engineer who originated the
concept of a programmable computer. Consid ered a "father of the computer”,

Babbage is credited with inventing the first mechanical computer that

eventually led to more complex designs. Parts of his uncompleted mechanisms are

on display in the London Science Museum. In 1991, a perfectly functioning

difference engine was constructed from Babbage's original plans. Built to

tolerances achievable in the 19th century, the success of the finished engine

indicated that Babbage's machine would have worked. Nine years later, the

Science Museum completed the printer Babbage had designed for the difference
engine.
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When thehackermprogram has found a likely correct decryption, it will pause and wait for the user
to press ADO0O and then Enter. I f the decryption
the program will continue to try other keys.

Run he program again and skipe correctlecryption by just pressing Entd@ihe program
assumes that it was not a correct decryption and continuesférciteg through the other
possible keys. #entually theprogram runs through athé possible keys and then gives

telling the user that it was unablehtackthe ciphertext:

Trying key #757...
Trying key #758...
Trying key #759...
Trying key #760...
Trying key #761...
Failed to hack encryption.

How the Prgram Works

transpositionHacker .py
# Transposition Cipher Hacker

# http://inventwithpython.com/hacking (BSD Licensed)

pwwbdPR

import pyperclip, detectEnglish, transpositionDecrypt

The transpositiohackerprogram is under 50 lines of code becamseh of itexists in other
programsSeveral moduleare imported on line 4.

Multi-line Strings with Triple Quote

transpositionHacker .py
6. def main():
7. # You might want to copy & paste this text from the source code at
8 # http://invpy.com [transposition Hacker.py
9. myMessage = """Cb b rssti aieih rooaopbrtnsceee er es no npfgcwu plri
ch nitaalr eiuengiteehb(el hilincegeoamn fubehgtarndcstudmd nM eu eacBoltaetee
oinebcdkyremdteghn.aa2r8la condari fmps" tad |t oisn sit ulrnd stara n vhn fs

edbh ee,n e necrg6 8nmisv | nc muiftegiitm tutmg cm shSs9fcie ebintcaets h a

ihda cctrhe ele 107 aaoem waoaatdahretnhechaopnooeapece9etfncdbgsoeb uuteitgna.

rteoh add e,D7c1Etnpneehtn beete" evecoal Isfmcrl iulcifgo ai. slirchdnheev sh

meBd ies  e9t)nh,htcnoecplrrh ,ide hmtime. phealLem,toeinfgn t e9yce da’' eN eMp a

ffn Fclo ge eohg dere.eec s nfap yox hla yon. InrnsreaBoa t,e eitsw il ulpbdofg

BRe bwimprraio po droB wtinue r Pieno nc ayieeto'lulcih sfnc ownaSserbereiaSm

- eaiah, nnrttgcC maciiri tvledastinidel nn rms iehn tsigaBmuoetcetasrm "™
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The ciphertext to bbackeds stored in thenyMessage variable.Line 9 has a string value that
begins and ends with triple quotes. These strings do not have to have literal single and double
guotes escal inside of them. Triple quote strings are also called Hintistrings, because they
can also contain actual newlines within them. Try typing the following into the interactive shell:

>>> spam = """Dear Alice,

Why did you dress up my hamster in doll cl othing?
I look at Mr. Fuzz and think, "I know this was Alice's doing."
Sincerely,

>>> print(spam)

Dear Alice,

Why did you dress up my hamster in doll clothing?

I look at Mr. Fuzz and think, "I know this was Alice's doing."
Sincerely,

Bob

>>>

Noticethat this string value can span over multiple lines. Everything after the opening triple
guotes will be interpreted as part of the string untéédtahes triple quotes endinghtulti-line
strings can either use three double quote characters or thyeeiote characters.

Multi-line strings are useful for putting very large strings into the source code for a program,
which is why it is used on line 9 to store the ciphertext to be broken.

Back to the Code

transpositionHacker .py
11. hackedMessage = hack Transposition(myMessage)

The ciphertexhackng code exists inside theack Transposition() function. This function
takes one string argument: the encrypted ciphertext message to be broken. If the function can
hackthe ciphertext, it returns a string thie decrypted text. Otherwise, it returns Nane value.

This value is stored in tHeackedMessage variable.

transpositionHacker .py
13. if hackedMessage == None:
14. print('Failed to hack encryption.")

If None was stored imackedMessage , the program prints that it was unable to break the
encryption on the message.
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transpositionHacker .py
15. else:
16. print('Copying hacked message to clipboard:’)
17. print(  hackedMessage )
18. pyperclip.copy( hackedMessage )

Otherwis, the text of the decrypted message is printed tediezron line 17 and also copied to
the clipboard on line 18.

transpositionHacker .py
21. def hack Transposition(message):
22. print(" Hacking...")
23.
24, # Python programs can be stopped at a ny time by pressing Ctrl -C (on
25. # Windows) or Ctrl - D (on Mac and Linux)
26. print('(Press Ctrl -CorCtrl - Dto quit at any time.)")

Because there are many keys the program can go through, the program displays a message to the

user telling her thahehackng has started. Tharint() call on line 26 also tells her that she
can press CHC (on Windows) or CtrD (onOS X and Linux) teexit the program at any point.
(Pressing thse keywill always exit arunningPython program.)

transpositionHacke r.py
28. # brute -forc e by looping through every possible key
29. for key in range(1, len(message)):
30. print("Trying key #%s..." % (key))

The range of possible keys for the transposition cifgthe integers between 1 and the length of

the message. THer loop on line 29 will run théackingpart of the function with each of these
keys.

To provide feedback to the user, the key that is being tested is printed to the string on line 30,

using string interpolation to place the integekéy inside theTrying key #%s...' %
(key) string.

transpositionHacker .py
32. decryptedText = transpositionDecrypt.decryptMessage(key, message)

Using thedecryptMessage() function in thetranspositionDecrypt.pp r ogr am t hat
already written, lie 32gets the decrypted output from the current key being tested and stores it in

thedecryptedText  variable.

Email questions to the author: al@inventwithpython.com
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transpositionHacker .py
34. if detectEnglish.isEnglish(decryptedText):
35. # Check with user to see if the decrypted key has been found.
36. print()
37. print(‘Possible encryption hack :")
38. print('Key %s: %s' % (key, decryptedText[:100]))
39. print()
40. print('"Enter D for done, or just press Enter to continue
hack in g:)
41. response = input(> ")

The decrypted output idecryptedText  will most likelyonly be English if the correct key
was used (otherwise, it will appear to be random garbage). The stdegriptedText  is

passed to thdetectEnglish.isEn glish()  function we wrote in the last chapter.
But just becausdetectEnglish.isEnglish() returnsTrue (making the program
execution enter the block following tife st at ement on | ine 34) doesno

found the correct key. It could bdialse positive. To be sureline 38 prints out the first 100
characters of thdecryptedText  string (by using the slicdecryptedText[:100] ) on
the screen for the user to look at.

The program pauses when line 41 executes, waiting for the user to typaiagriretither D on
nothing before pressing Entdrhis input is stored as a stringrasponse .

Thestrip() StringMethod

The strip() string method returns a version of the string that has any
whitespace at the beginning and end of the string stripped out . Try typing in
the following into the interactive shell:

>>> Hello".strip()

'Hello'

>>> 'Hello ".strip()

'Hello'

>>>'  HelloWorld  '.strip()

'Hello World'

>>>'Hello x'.strip()

'Hello X'

>>>

Thestrip() method can atshave a string argument passed to it that tells the method which
characters should be removieam the start and end of the string insteadeofiovingwhitespace.
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Thewhitespace characterare the space character, the tab character, and the newline
charater. Try typing the following into the interactive shell:

>>> "Helloxxxxxx'.strip('x’)
'Hello'
>>>'aaaaaHELLOaa'.strip('a’)
'HELLO'
>>> "ababaHELLOab'.strip(‘ab’)
'HELLO'
>>> "abccabcbacbXYZabeXYZacccab'.strip(‘abc')
'XYZabcXYZ'
>>>
transpositionHacker .py
43. if response.strip().upper().startswith('D’):
44. return decryptedText
The expression on line 43 used forthest at ement 6s condition | ets
flexibility with what has to be typed in. If the condition weesponse == 'D' , then the user
would have to type in exactly ADO and not hi
If the user typed ird" or' D' or'Done' then the condition would bealse and the
program would continue. To avoid this, the stringdsp onse has any whitespace removed
from the start or end with the call$trip() . Then the string thatsponse.strip()
evaluates to has thpper() met hod call ed on it. | f,thehe wuser

string returned fronapper()  will be 'D' . Little things like this make our programs easier for
the user to use.

If the user has indicated that the decrypted string is correct, the decrypted text is returned from
hack Transposition() on line 44.

transpositionHacker .py
46. return None

Line 46 is he first line after théor loop that began on line 29. If the program execution reaches
this point ,returrt Gstaterbeatoralines4d4 was meeer reached. That would only
happen if the correctly decrypted text was never found for any of thehatyswere tried.

In that case, line 46 returns tNene value to indicate that tHeadking has failed.

transpositionHacker .py
48. if _name__=="'_main__"

Email questions to the author: al@inventwithpython.com
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49. main()

Lines 48 and 49 call thmain() function if this program was run by itself, rattlean imported
by another program that wants to usehsk Transposition() function.

Practice Exercises, Chapter 13, Set A

Summary

This chapt er RBreakingshb Gaedfliphei witretheBruied-ord@ Techniqué

chapter because (also like that chapter) most of the code was already written in other programs.
Our hackng program can import functions from these other programs by importing them as
modules.

Thestrip() string metlod is useful for removing whitespace (or other) characters from the
beginning or end of a string. If we use triple quotes, then a string value can span across multiple
lines in our source code.

ThedetectEnglish.pprogram removes a lot of the work of iesting thedecrypted output to see
i f s Hndligh. This allows thieruteforce technique to be applied taipher that can have
thousands of keys.

Our programs are becoming more sophisticated. Before we learn the next cipher, we should learn
howtouset honés debugger tool to help us find

bug
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CuarTer 14

MODUIAR ARITHMETIGNITH
THEMULTIPLICATIVBND
AFFINECIPHERS

Topics Covered In This Chapter:

Modular Arithmetic

AModo i s fiRemainder Of o0(Sort Of)

GCD: Greatest Common Divisor (aka Greatesin@mn Factor)

Multiple Assignment Trick

Eucliddéos Algorithm for Finding the GCD
ARel atively Primebo

The Multiplicative Cipher

Finding Modular Inverses

Thecryptomath  Module

=8 =4 -8 8 8 8 -8 _9_°

APeople have been defending t
with whispes, darkness, envelopes, closed doors, secret
handshakes, and couriers. The technologies of the past did
not allow for strong privacy,

Eric Hughes, AA Cypherpunk"'s
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The multiplicative and affine ciphers asimnilar to the Caesar cipher, except instead of adding a

key to asymbob s iimadsteing these ciphers use multiplicatiddut before we learn how to

encrypt and decrypt with these cipherswe 6 r e goi ng t o IThisskdowledge | ear n
is also needed for the last ciplire this book, the RSA cipher.

Oh No Math!

D o n 0 it scdregydu thagou need to learn some math. The principles here are easy to learn from
pictures, and weodoll see that they are directly
Math Oh eah!

That s more | ike it.

Modular Arithmetic (aka Clock Arithmetic)

Thisisaclockn whichl 6 ve repl ace@d 6tmhe P2 owirtaimmath@. | t hi n
the day begins at 12 AM instead of 0 ANgnore the hour, minute, and second hands. W |
need to pay attention to the numbers.

Figueldud ! Of 201 6AGK I T SNB 2Q0ft 201
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o hQ/t201 b p 1 2dz2NBE I 'y hQ/ f20]

I f the current time is 3 o006¢cl
easy enough to figure outnkoftBe -
hour hand on the clodk Figure 141 starting at 3, and then moving 5
hours clockwise. It will end up at 8. This is omay we can double
check our math.

+5 Hours

Mn hQ/ 201 b p | 2dz2NB I o hQ/f20]

I f the current ti me i $5hdrs?df§aul
add 10 + 5, you get 15. But sl1¢t
like the oneo the right It only goes up to 12. So to find out what tim
it will be, we subtract1512 = 3. The answer
(Whether or not its 3 AM or 3PM depends on if the current time is 1
AMorl0PM.Butit doesnét matted for

+
If you think of the hour hand as starting at 10 and then moving forwn S Hours

5 hous, it will land on 3. So doublehecking our math by moving the
hour hand clockwise shows us that we are correct.

Mn hQ/ft201 b wnn 1 2d2NB ' ¢ hQ/f20]
I f the current time is 10 odcl
+ 10 =210, and 210 is larger than 12. So we subtract 220= 198.

But 198 is still larger thn 12, so we subtract 12 again. 198 = 186.
If we keep subtracting 12 until the difference is less than 12, we en
with 6. I f the current time is
6 o0b6cl ock.

+200 Hours

I f we wanted to doubODRourcnmathove c
would keep moving the hour hand around and around the clock fac
When weodéve moved {thme, itwibendup laraling
on G
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The % Ma Operator

This sorar cooudn diowrarpi tmodukat aritbometicWecsg | iedf t een mod
twelveo i(sJwegtualli Rew Baow A15 o06cl ocid®Pythomd t wel v
the mod operator is tépercent sign. Try typing the following into the interactive shell:

>>> 15 % 12
3

>>>210 % 12
6

>>>10% 10
0

>>>20%1 0
0

>>>

G a 2 R éDivisignw 8 Y I A (SESOJIE

You can think of the mod opepator 2ti5c 4 rermiaderal. Adi vi S
And 21 % 5 = 1. This works pretty well for positive numbers, but not for negative nungiefs.

5 =-4 remainderl. But the result of a mod operation will never be negative. Instead, think of

that-1 remainder as being the same d@sl5which comes to 4. This is exactly wh21l % 5

evaluates to:

>>> -21%5
4
>>>

But for the purposes of cryptography in this book, @1 | only be modding posi

Practice Exercises, Chapter 14, Set A

GCDGreatest Common Divisor (aka Greatest Common Factor)

Factorsare the numbers that can be multiplieghtoduce a particular number. Look at this
simple multiplication:

4x6=24

In the above math problem, we say 4 and 6 are factors of 24. (Another name for factor is
divisor.) The number 24 also has some other factors:
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8x3=24
12x2=24
24x1=24

From the above three math problems, we can see that 8 and 3 are also factors of 24, as are 12 and
2, and 24 and 1. So we can say the factors of 24 are: 1, 2, 3, 4, 6, 8, 12, and 24.

Letds |l ook at the factors of 30:
1x30=30
2x15=30
3x10=30
5x6=30

So the factors of 30 are 1, 2, 3, 5, 6, 10, 15, an@\Bflice that any number will always have 1

and itself as factors.) If you look at the list of factors for 24 and 30, you can see that the factors
that they have in common are 1, 2, 3, an@ili& geatest number of these is 6, so we call 6 the
greatest common factor (or, more commonly, the greatest common divisor) of 24 and 30.

Visualize Factorand GCD withCuisenaireRods

e

Figurel4-2. EachCuisenairgod has a different color for each integemigth.
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Above are some rectangular blocks with a width of 1 unit, 2 units, 3 units, andBdom. bl oc k 6 s
length can be used to represent a number. You can count the number of squares in each block to
determine the length and numb€&hese blockgsometimesalledCuisenairgods)can be used to

visualize math operations, like 32+=5 or5x 3=15

K
1
KK

. K
w[1]1]1

=]

3+2=5 5x3=15

Figurel4-3. UsingCuisenairgods to demonstrate addition and multiplication

If we represent the number 30 as a block that is 30 units long, a numifectisraf 30 if the
number &8s bl oc ks c alock&aueankeg thdt 8 dand 10 aré factots bf&0: 3 0

)
070000 0 0 0 0/ 0 0 B 0 S S 1
I..I..I..I..I..I..I..I..I..I..:

10 and 3 are factors of 30, since they evenly fit into 30.

Figure 144. Cuisenaireods demonstrating factors

But 4and 7 are ndiactors of 30, because thellocksand #blocksw o nedenly fit intothe 30
block:

| Too much!

4 and 7 are not factors of 30
since they can’t evenly fit into 30.

Figure 145. Cuisenairgods demonstrating numbers that are not factors of 30

The Greatest Common Divisor of two blocks (that is, two numbers represented by those blocks)
is thelongestblock that can evenly fiboth blocks.
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The greatest common divisor of 32 and
24 is 8, since 8 is the longest block that
can evenly fit into both 32 and 24.

Figurel4-6. Cuisenairgods demonstrating Greatest Common Divisor

Multiple Assignment

Qur GCD function wil!l u s e . Thg nmuhiperagsignmentitlick letp | e a s
you assign more than one variable with a single assignment statement. Try typing the following

into the interactive shell:

>>> spam, eggs = 4 2, 'Hello'
>>> spam

42

>>> eggs

'Hello'

>>>a, b, ¢, d =['Alice’, 'Bob', 'Carol’, 'David’]
>>> a

‘Alice’

>>>p

'‘Bob'

>>> ¢

'‘Carol'

>>>d

'‘David'

>>>

The variable names on the left side of theperatorand the values on the right side of the
operatorare separated by a comm¥éou can also assiggach of the values in a list to its own
variable if the number of items in the list is the saasethenumber of variables on the left side
of the= operator.
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Be sure to have the same number of variables akagweivalues, otherwise Python will raise an
errorthat says the call needs more or has too many values

>>>a,b,c=1,2
Traceback (most recent call last):
File "<pyshell#8>", line 1, in <module>
ab,c=12
ValueError: need more than 2 values to unpack

>>>a,b,c=1,23,45,6
Traceback (most recent call last):
File "<pyshell#9>", line 1, in <module>
a,b,c=123,45,6
ValueError: too many values to unpack
>>>

Swapping Values with the Multiple Assignment Trick

One of the mia uses of the multiple assignment trick is to swap the values in two variabjes.
typing the following into the interactive shell:

>>> spam = 'hello’

>>> eggs = 'goodbye’

>>> spam, eggs = eggs, spam
>>> spam

‘goodbye’

>>> eggs

‘hello’

We willusethiswappi ng trick in our i mplementation of

9dzOf ARQa ! t A2NAIOKY FT2NJ CAYRAyYy3
Figuring out the GCD of two numbers will be important for doingrttudtiplicative andaffine

ciphes. It seems simple enough: just look at thenbes and write down anjactors you can

think of, then compare the lists and find the largest number that is in both of them.

But to program a computer to do it, (hetsl | need
a specific series of stepsevexecutgto find the GCD of two numbers.

A mathematician who lived 2,000 years ago named Eugalide up with an algorithm for finding
the greatest common divisor of two numbers. He
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Figurel4-7. Euclid may omay not have looked like this.

Of course since no likeness or description of Euclid exists in any historical document, no one
knows what he actually looked lile all. (Artists and sculptors just make it uphis statue could
al so b eStawaofSone@y y fiwi t h a Bear do.

Eucli dédbg&CDt hm i s short. Hereds a function th
which returns the GCD of integessandb:

def gcd(a, b):

while a 1=0 :
a,b=b%a,a
return b

If you call this fundibn from the interactive shell and pasg4tand30 for thea andb
parameters, the function will retuén You could have done this yourself with pencil and paper.
But since youbve programmed a computer to do t

>>> gcd(24, 30)

6

>>> gcd(409119243, 87780243)
6837

>>>

How Eucl i doés sbeyyrathe dcdperof thi®bodk,ut you can rely on this function
to return the GCD of the two integers you pass it.
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awSft I dABSt & t NAYSE
Relatively prime numbers areagsfor the multiplicative and affine cipheWe say that two

numbers are relatively prime if their greatest common divisor is 1. That is, the nardretb
are reatively prime to each othergfcd (a, b) ==

Practice Exercises, Chapter 14, Set C

TheMultiplicative Cipher

In the Caesar cipher, encrypting and decrypting symbols involved converting them to numbers,
adding or subtracting the key, and then converting the new numbetabasymbol.

What ifinstead of adding the key to tlte encryption, we use multipation? There would be a
Awr-ampoundo i ssue, but the mod operator would s
set of just wupper cas alistlofehe ketens and thairdumbelnse key 7. H

8 9 10 11 12
I J

0 1 2 3 4 5 6 7
A B C D E F G H K L M

To find what the symbdF enciypts to with key 7, multiply & number %) by 7 andmod by26 (to

handl e @aheufMmdmnapsiytntbodurse2z6 . Then ubx@mobchat numil
26 =9, and9is the number for the symbal SoF encrypts tal in the multiplicative cipher with

key 7.Do the same with all of the letters:
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Tablel4-1. Encrypting each letter with the multiplicative cipher with key 7

Plaintext Number Encryption with Ciphertext
Symbol Key 7 Symbol

A 0 (0*7)%26=0 A
B 1 (1*7)%26=7 H
C 2 (2*7)%26= 14 o)
D 3 (3*7)%26= 21 Vv
E 4  (4*7)%26=2 C
F 5 (5*7)%26=9 J
G 6 (6*7)%26= 16 Q
H 7 (7%7)%26= 23 X
| 8 (8*7)%26= 4 E
J 9 (9*7)%26= 11 L
K 10 (10*7)%26= 18 S
L 11 (11*7)%26= 25 Y
M 12 (12*7)%26= 6 G
N 13 (13*7)%26= 13 N
o) 14  (14*7)%26= 20 U
P 15 (15*7)%26= 1 B
Q 16 (16*7)%26= 8 |
R 17 (17*7)%26= 15 P
S 18  (18*7) % 26= 22 W
T 19  (19*7)%26= 3 D
U 20 (20*7) % 26= 10 K
Y% 21 (21*7) % 26= 17 R
W 22 (22*7)% 26= 24 Y
X 23 (23*7)%26=5 F
Y 24 (24*7) % 26= 12 M
y4 25  (25*7) % 26= 19 T

You will end up with this mappinfpr the key 7to encrypt you replace the top letter with the
letter under itand vice versa to decrypt

ABCDEFGHI JKLMNOPQRSTUVWXY Z
2722272227272 22%722227222272222227272221Z2
AHOVCJQXELSYGNUBIPWDKRYTFMT

It woul dnoét t ak e biuteforce thfoogh theafirst 7&dyBuatielgaod thinngo
about the multiplicative cipher is that it can wavith very largekeys, like8,953851 (which has
the letters of the alphabet map to the letfeX&)ROLIFCZWTQNKHEBYVSPMJGD. It would
take quite some time for a computebtateforce through nearly nine million keys.
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Practice Exercises, Chapter 14, Bet

Multiplicative Cipher + Caesar CipheMheAffine Cipher

One downside to the multiplicative cipher is that the letter A always maps to the letter A. This is
because A6 sandd mualtipled by angthing will always be 0. We can fix this by

adding a second key that performs a Caesar <cip
multiplication and modding is done.

This is called the affine cipher. The affine cipher haskwoy s . AKey A0 is the in
|l etterds number is multiplied by. After moddin
added to the number. This sum is also modded by 26, jushltke original Caesar cipher.

This means that the affirdpher has 26 times as many possible keys as the multiplicative.cipher
It also ensures that the letter A does not always encrypt to the letter A.

Encryption Multiply Add Mod by
Process: Plaintext » by Key A Key B * symbol Ciphertext
set size
Decryption Mod by Multiply Subtract
Process: Plaintext«symbol by mod Key B « Ciphertext
set size inverse
of Key A

Figurel4-8. The encryption and decryption are mirrors of each other.

TheFirstAffine Key Problem

Thereare twoproblenswiththemu | t i pl i cat i vef fcii peh eadiGpEbukredys akedy
cannot just use any number ey A. For example, if you chose the key 8, here is the mapping

you would end up with:

ABCDEFPFGHI]I JKLMNOPQRSTUV WXY/Z
Z Z Z Z Z Z Z Z Z Z Z Z Z Z Z Z Z Z Z Z Z Z Z Z Z Z
Al QY GOWEMUCKS SAI QY GOWEMU CK S
This mapping doesndt work at all! Both the | et

in the ciphertext, how do we know which it decryptd fthe same problem exists for encrypting
Aand N, F and S, and many others.
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So some keys will work in thaffine cipher while others will not. The secret to determining
which key numbers will work is this:

In the affine cipher, the Key A number and the ske of the symbol set must be relatively
prime to each other. That is, gcd(key, size of symbol set) == 1.

We can use thged() function we wrote earlier to test this. The key 7 worksreaffine cipher

key becausgcd(7, 26)  returns 1. The larger key 8,9831 will also work because

gcd(8953851, 26) also returnd.. However, the key 8 did not work becagsel(8, 26)

is 2. If the GCD of the key and the symbol set size is not 1, then they are not relatively prime and
the key wondét wor k.

The math we learned diar sure is coming in handy now. We need to know how mod works
because it is part of the GCD aaffine cipher algorithms. And we need to know how GCD

works because that will tell us if a pair of numbers is relatively prime. And we need to know if a
pair of numbers is relatively prime or not in order to choose valid keys faftine cipher.

The second problem with affine cipheroés key is

Decrypting with the Affine Cipher

In the Caesar cipher, we used addition to encrypsabttaction to decrypt. In the affine cipher,
we use multiplication to encrypt. You might think that we need to divide to decrypt with the
affine cipher. But i f you try this yourself, vy
the affineciner , we need to multiply by the keyds mod

A modular inverse(which we will calli ) of two numbers (which we will ca#l andn) is such

that(a *i) % m==1.For example, | etbés find the modul a
some numbeir where (5 * i) %7wi | | e gvewil havé tolyuteforce this
calculation:

T 1 isnot t he modul ar i nYwgdrES.e of 5 mod 7, bec
T 2 isnot t he modul ar i nYwgdr3.e of 5 mod 7, bec
1 3isthe modular inverse of 5 mod 7, because3p% 7 = 1.

The encryption key and decryption keys for the affine cipher are two different numbers. The
encryption key can be anything we choose as long as it is relatively prime to 26 (which is the size
of our symbol set). If we have chosen the key #&farypting with the affine cipher, the

decryption key will be the modular inverse of 7 mod 26:

1 1 is not themodular inverse of 7 mod 26, because (7 * 1) % 26 = 7.
1 2 is not the modular inverse of 7 mod 26, because (7 * 2) % 26 = 14.

Email questions to the author: al@inventwithpython.com



Chapter 14 Modular Arithmetic and the Multiplicative Cipher 209

3 is not the modular irerse of 7 mod 26, because (7 * 3) % 26 = 21.

4 is not the modular inverse of 7 mod 26, because (7 * 4) % 26 = 2.

5 is not the modular inverse of 7 mod 26, because (7 * 5) % 26 = 9.

6 is not the modular inverse of 7 mod 26, because (7 * 6) % 26 = 16.

7 is rot the modular inverse of 7 mod 26, because (7 * 7) % 26 = 23.

8 is not the modular inverse of 7 mod 26, because (7 * 8) % 26 = 4.

9 is not the modular inverse of 7 mod 26, because (7 * 9) % 26 = 11.
10 is not the modular inverse of 7 mod 26, becausel(lj % 26 = 18.

11 is not the modular inverse of 7 mod 26, because (7 * 11) % 26 = 25.
12 is not the modular inverse of 7 mod 26, because (7 * 12) % 26 = 6.
13 is not the modular inverse of 7 mod 26, because (7 * 13) % 26 = 13.
14 is not the modular inversd 7 mod 26, because (7 * 14) % 26 = 20.
15is the modular inverse of 7 mod 26, because (7 * 15) % 26 = 1.

=4 =4 =4 -4 4 -4 —f -8 -8 - -8 o e

So the affine cipher decryption key is 15. To
number and multiply it by 15, and then mod 26. Wiisbe the number of the original

pl aintextdos |l etter.

Finding Modular Inversg

In order to calculate the modular inverse to get the decryption key, we couldtakefarce
approach and start testing the integer 1, and then 2, and then 3, andeonendid above. But
this will be very timeconsuming for large keys like 8,953,851.

There is an algorithm for finding the modular inverse just like therdavdimding the Greatest

Common Divisor. Euclidés Extendhbtdnvebsegfar it hm ca

number:

def findModInverse(a, m):
if gcd(a, m) = 1:
return None # no mod inverse exists if a & m aren't relatively prime
ul,u2,u3=1,0a
vl,v2,v3=0,1,m

while v3 = 0:
g=u3/lv3 # I/ is the int eger division operator
vl, v2,v3,ul, u2, u3 = (ul - g*vl), (u2 - g*v2), (u3 - q*v3),
vl, v2, v3

return ul % m

You donét have to understand how Euclidbés Exte
Wedre just goognrganmso chaalvle tohuirs pfrunct i on. I f youf
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The// IntegerDivision Operator

You may have notickthe// operator used in thendModInverse() function above. This
is the integer divisioomperator. It divides two numbers and rounds down. Try typing the
following into the interactive shell:

>>>41 117

5

>>>41/7
5.857142857142857
>>>101//5

2

>>>10/5

2.0

>>>

Notice that an expression with the integer division operator always evatas to an int, not a
float.

Source Code ahe cryptomath  Module

Theged() andfindModinverse() functions will be used by more than one of our cipher
programs later in this book, so we should put this code into a separate module. In the file editor,
typein the following code and save it eayptomath.py

Source code for cryptomath.py
1. # Cryptomath Module
2. # http:/linventwithpython.com/hacking (BSD Licensed)
3.
4. defgcd(a, b):
5. # Return the G CD of a and b using Euclid's Algorithm
6. while a != 0:
7. a,b=b%a,a
8. return b
9.
10.
11. def findModInverse(a, m):
12. # Returns the modular inverse of a % m, which is
13. # the number x such thata*x % m =1
14.
15. if gcd(a, m) I=1:
16. return None #n o mod inverse if a & m aren't relatively prime
17.
18. # Calculate using the Extended Euclidean Algorithm:
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19. ul,u2,u3=1,0a

20. vl v2,v3=0,1,m

21. while v3 1= 0:

22. g=u3//v3 # I/ is the integer division operator

23. vl, v2,v3,ul, u2, u3 = (ul - q*vl), (u2 - gq*v2), (u3 - qg*
v3) ,vl, v2,v3

24. return ul % m

The GCD algorithm is described earlier in this chapter.firftdodInverse() function

i mpl ements an al gor it hm ho.dbw tleese fuBaiond worki8s Ext end
beyond the scope of this book, but you dondt h
use of it.

From the interactive shell, you can try out these functions after importing the module. Try typing
the following into he interactive shell:

>>> import cryptomath

>>> cryptomath.gcd(24, 32)

8

>>> cryptomath.gcd(37, 41)

1

>>> cryptomath.findModInverse(7, 26)

15

>>> cryptomath.findModInverse(8953851, 26)
17

>>>

Practice Exercises, Chapter 14, &et

Summary

Since the multiplicative cipher is the same thing as the affine cipher except using K8y \Beof

wono6t have a separate program for the multipld:i
versionof t he affine ci pher Thesooree caldtoaudaffimed@ipherus e it
program will be presented in the next chapter.

The math presented in this chapt e¥operaonfidds s o ha
t he @Ar e ma inrwbaumbersbTde Greatest Common Divisor function returns the

largest number that can divide two numbers. If the GCD of two numbers is 1, we say that those
numbers are fir el at iTheanosyuseful dlgorghi totfiml the @GDof twiot h e r .
nunbers is Euclidés Al gorithm.
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The affine cipher is sort of like the Caesar cipher, except it uses multiplication instead of addition
to encrypt letters. Not all numbers will work as keys though. The key number and the size of the
symbol set must be relatiygbrime towards each other.

To decrypt with the affine cipher we also use multiplication. To decyptmodular inverse of

the keyis thenumberthat is multipliedT he modul ar i nverseisth ia mod
that(a *1i) % m ==1 . To write a furetion that finds the modular inverse of a number, we
use Euclidds Extended Al gorithm.

Once we understand these math concepts, we can writgramréor the affine cipher in the next
chapter.
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Cuarter 15

THEAFFINECIPHER

Topics Covered In This Chapter:

9 The Affine Cipher

I Generating random keys

I How many different keys can the affine cipher have?

Al should be able to whisper so
even if your ear is 1000 miles away, and the
government disagrees with that

Philip Zimmermann, creator of Pretty GoBdvacy (PGP), the
most widely used email encryption software in the world.

Thi s c pregmats enplérentthe multiplicative and affine cipher§he multiplicative
cipher is like the Caesar ciphieom Chapter Gexcept it uses multiplication insteatiaddition.
The affine cipher is the multiplicative ciphevhich is then encryptday the Caesar cipheon top
of that The affine cipher needs two keyme for themultiplicative ciphemultiplication and the
other for theCaesar cipher addition.

For the affine cipher program, we will use a single integer for the\keywill use some simple
math to split thikey into the two keyswhich we will callKey A and Key B.
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SourceCode of the Affine Cipher Program

How the affine cipher works was covered ie thst chapter. Here is the source code for a Python

program that implements the affine ciph@pen a new file editor window by clicking &ile 3
New Window. Type in the following code into the file editor, and then saveaffageCipher.py
Presd=5to run the program. Note that first you will need to downloaditperclip.pymodule
and place this file in the same directory asdffimeCipherpyfile. You can download this file

Source code for affineCipher.py

1. # Affine Cipher

2. # http:/linventwithpython.com/hacking (BSD Licensed)

3.

4. import sys, pyperclip, cryptomath , random

5. SYMBOLS = ""I"#$%  &()*+, -./0123456789:;<=> ?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[
~_abcdefghijkimnopgrstuvwxyz {3 # note the space at the front

6.

7.

8. def main():

9. myMessage = """A computer would deserve to be called intelligent if it
could deceive a human into believing that it was human." - Alan Turing™™
10. myKey = 2023
11. myMode = 'encrypt’ # set to 'encrypt' or 'decrypt’

12.

13. if myMode == "encrypt":

14. translated = encryptMessage(myKey, myMessage)
15. elif myMode == 'decrypt"

16. translated = decryptMessage(myKey, myMessage)
17. print('Key: %s' % (myKey))

18. print(‘%sed text:' % (myMode.title()))

19. print(translated)

20. pyperclip.copy(translated)

21. print("Full %sed text copied to clipboard.' % ( myMode))
22.

23.

24. def getKeyParts(key):

25. keyA = key // len(SYMBOLS)

26. keyB = key % len(SYMBOLS)

27. return  (keyA, keyB )

28.

29.

30. def checkKeys(keyA, keyB, mode):

31. if keyA == 1 and mode == 'encrypt"

32. sys.exit('T he affine cipher becomes incredibly weak when key A is

set to 1. Choose a different key.")
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33. if keyB == 0 and mode == 'encrypt"

34. sys.exit('The affine cipher becomes incredibly weak when key B is
setto 0. Choose a different key.")

35. if keyA < 0 or keyB < 0 or keyB > len(SYMBOLS) - L

36. sys.exit('Key A must be greater than 0 and Key B must be between 0
and %s .' % (len(SYMBOLS) - 1))

37. if cryptomath.gcd(keyA, len(SYMBOLS)) =1

38. sys.exit('Key A (%s) and the symbol set size (%s) are not
relat ively prime. Choose a different key.' % (keyA, len(SYMBOLS)))

39.

40.

41. def encryptMessage(key, message):

42. keyA, keyB = getKeyParts(key)

43. checkKeys(keyA, keyB, 'encrypt’)

44, ciphertext ="

45. f or symbol in message:

46. if symbol in SYMBOLS:

47. # encrypt this symbol

48. symindex = SYMBOLS.find(symbol)

49. ciphertext += SYMBOLS[(symIndex * keyA + keyB) % len(SYMBOLS)]
50. else:

51. ciphertext += symbol # just append this symbol unencrypted
52. return ciphertext

53.

54,

55. def decryptMessage(key, message):

56. keyA, keyB = getKeyParts(key)

57. checkKeys(keyA, keyB, 'decrypt’)

58. plaintext ="

59. modinverseOfKe yA = cryptomath.findModInverse(keyA, len(SYMBOLS))
60.

61. for symbol in message:

62. if symbol in SYMBOLS:

63. # decrypt this symbol

64. symindex = SYMBOLS.find(symbol)

65. plaintext += SYMBOLSJ[(symInde X - keyB) * modinverseOfKeyA %
len(SYMBOLS)]

66. else:

67. plaintext += symbol # just append this symbol undecrypted
68. return plaintext

69.

70.

71. def getRandomKey():

72. while True:

73. keyA = random.randint(2, len (SYMBOLS))

74. keyB = random.randint(2, len(SYMBOLS))
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75. if cryp  tomath.gcd(keyA, len(SYMBOLS)) ==1:
76. return keyA * len(SYMBOLS) + keyB

7.

78.

79. # If affineCipher.py is run (instead of imported as a module) call
80. #th e main() function.

81l. if_name__=='_main__"

82. main()

Sample Run of the Affine Cipher Program

When youpressF5 from the file editor taun this program, the output will look like this:

Key: 2023

Encrypted text:

IX<h>}(rTH<Rh()?<?T]TH=T<rh<tT<* O)T2<ISIT))I-TSr<li<Ir<*h()?<?T*TI=T<_<4(>_S<
ISrh<tT)IT=1S~<r4_r<Ir<R_]<4(>_SEf<0X)_S<

k(HIS~

Full encrypted text copied to clipboard.

Th e me s'Acamgpeter ivould deserve to be called intelligent if it could deceive a human into
believing that it was tman."-Alan Turingd getsencrypted with the key 2028to the above
ciphertext

To decrypt, paste this text as the new value to be storagNfessage and changenyModeto
the stringdecrypt'

Practice Exercises, Chapter 15, Set A

How the ProgramWorks

affineCipher .py

1. # Affine Cipher

2. # http://inventwithpython.com/hacking (BSD Licensed)

3.

4. import sys, pyperclip, cryptomath , random

5. SYMBOLS =""I"#$%& '(*+, -./0123456 789:;< =>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[
A “abcdefghijkimnopgrstuvwxyz {3~ # note the space at the front

Lines 1 and 2 arthe usual comments describing wtteg programs. There is also aimport
statement for the modules used in this program
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1 Thesys module is inported for theexit()  function.

Thepyperclip  module is imported for theopy() clipboardfunction.

1 Thecryptomath module thatve created in the last chapisimported for theycd()
andfindModInverse() function.

=

In our program, the stringfored in the&SYMBOLSariable is the symbol sékthe symbol set is
the list of all characters thaan besncryptedAny characters in the message to be encrypted that
dondét SpNBOBINll be added to the ciphertext unencrypted.

affineCipher .py
8. def main():
9. myMessage = """ A computer would deserve to be called intelligent if it
could deceive a human into believing that it was human." - Alan Turing""
10. myKey = 2023
11. myMode = 'encrypt’ # set to ‘encrypt' or 'decrypt’

Themain () function is almost exactlihe same as the one from the transpositipher
programs. The message, key, and mode are stored in variables on liearail 1.

affineCipher .py
13. if myMode == "encrypt":
14. translated = encryptMessage(m yKey, myMessage)
15. elif myMode == 'decrypt":
16. translated = decryptMessage(myKey, myMessage)
If myModeis set tdencrypt' |, then line 14 will be executed and the return value of

encryptMessage() is stored irtranslated . Or else if myModeis set tddecrypt'
thendecryptMessage() is called on line 16 and the return value is storedaimslated

Either way, after the execution has passed line 1@rahslated variable will have the
encrypted or decrypted version of the messageyiklessage.

affineCipher .py
17. print('Key: %s' % (myKey))
18. print(‘%sed text:' % (myMode.title()))
19. print(translated)
20. pyperclip.copy(translated)
21. print('Full %sed text copied to clipboard.' % (myMode))

The string intrans lated (which is the encrypted or decrypted version of the string in
myMessage) is displayed on the screen on line 19 and copied to the clipboard on line 20.
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Splitting One Key into Two Keys

affineCipher .py
24. def getKeyParts(key):

25. keyA = key // len(SYMBOLS)
26. keyB = key % len(SYMBOLS)
27. return  (keyA, keyB )

The affine cipher is like the Caesar cipher, except that it uses multiplication and addition (with
two integer keys, which we called Key A and Key B) instead of just addititth one key. I1t6 s
easier to remember just one numlzerwe will use a mathematical trick to convagtweertwo
keysand onekey.

ThegetKeyParts() functionsplits a single integer key into two integers for Key A and Key

B. The single keywhich is in the parameter keig) divided by the size of the symbol set, and

Key Aisthequotient and Key B is the remainder. The quotient part (without any remainder) can
be calculated using thé integer division operatorvhich is what line 25 doe3he remainder

part (without thequotient) can be calculated using #eod operatgrwhich is what line 26

does

It is assumed that the symbol set, as well as the size of the symbol set, is publicly known along
with the rest of the source code.

For examplewith 2023 as thekey parametr and &SYMBOLString of 95 character&ey A
would be2023 // 95 or 21 andKey B would be2023 % 95 or 28.

To combine Key A and Key B back into the single key, multiply Key A by thedditee symbol
set and add Key B21 * 95) + 28 evaluates t@023.

The Tuple Data Type

affineCipher .py
27. return (keyA, keyB)

A tuple value is similar to a list: it is a value that can store other values, which can be accessed
with indexes or slices. However, the values in a tuple cannot be modified. There is no
append() method for tuple values. A tuple is written using parentheses instead of square
brackets. The value returned on line 27 is a tuple.

For technical reasons beyond the scope of this book, the Python interpreter can execute code
faster if it uses tuplesompared to code that uses lists.
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Input Validation on the Keys

affineCipher .py
30. def checkKeys(keyA, keyB, mode):

31. if keyA == 1 and mode == 'encrypt"

32. sys.exit('The affine cipher becomes incredibly weak when key A is
set to 1. Choose a different key.")

33. if keyB == 0 and mode == 'encrypt"

34. sys.exit('The affine cipher becomes incredibly weak when key B is

setto 0. Choose a different key.")

Encrypting with the affine cipherinvolvesc h ar a c t e ISYMBOL iy exdtipliedby

Key A and added to Key BBut if keyA is 1, the encrypted text will beery weak because

multiplying the indexby 1 does not change it. Similarly,kkyB is 0, the encrypted text will be

weak because addirtige indexto O does not changé. iAnd if bothkeyA was1 andkeyB was

O, the Aencryptedd message woul dt bwotwtlheéné&tx alce
encrypted at all!

Theif statements on line 31 and 33 check for tliesee a k cokdiigns, anexit the program
with a messge telling the user what was wrong. Notice on lines 32 and 34, a string is being
passed to thsys.exit() call. The sys.exit() function has an optional parameter of a
string that will be printed to the screen before terminating the program. This cardlie use
display an error message on the screen before the program quits.

Of course, these checks only apply to prevent you from encrypting with weak keysldis set
to'decrypt , t hen the checks on |ines 31 and 33 dor

affineCipher .py

35. if keyA <0 or keyB < 0 or keyB > len(SYMBOLS) - L
36. sys.exit('Key A must be greater than 0 and Key B must be between 0
and %s .' % (len(SYMBOLS) - 1)

The condition on line 35 checkskeyA is a negative number (that is, it is greater t@par if

keyB is greater tha@ or lessthan the size of the symbol seinusone (The reasortheKey B

checkhas this range i HKowMangKeysiDbes tte AffiactCphlier Haee? t he
section.)If any of these things afErue , the keys are invalidna the program exits.

affineCipher .py
37. if cryptomath.gcd(keyA, len(SYMBOLS)) != 1:
38. sys.exit('Key A (%s) and the symbol set size (%s) are not
relat ively prime. Choose a different key.' % (keyA, len(SYMBOLS)))
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Finally, Key A must be relately prime with the symbol set size. This means that the greatest
common divisor okeyA andl en(SYMBOLS) must be equal th. Li n e if3 Staiesnent
checks for this and exits the program if they are not relatively prime.

If all of the conditionsn thecheckKeys() function wereFalse , there is nothing wrong with
the key and the program will not exit. Line 38 is the last line in the function, so the program
executiomextreturns to the line thatriginally calledcheckKeys()

The Affine Cipher EncryptionuRction

affineCipher .py
41. def encryptMessage(key, message):
42. keyA, keyB = getKeyParts(key)
43. checkKeys(keyA, keyB, 'encrypt’)

Firstwe getthe integer values fdfey A and Key B from thgetKeyParts() function These
values areheckedf they are valid keysr notby passing them to theheckKeys()  function.

If the checkKeys() function does not cause the progranexd, then the rest of the code in the
encryptMessage() function after line 43 can assurit the keys are valid.

affineCipher .py
44, ciphertext ="
45, for symbol in message:

Theciphertext variable willeventuallyhold the encrypted strindputstarts off as a blank

string. Thefor loop that begins on line 45 will iterate through each of the characters in
message, andthen add the encrypted charactecifthertext . By the time thdor loop is

done looping, theiphertext variable will have the complete string of the encrypted message.

affineCipher .py
46. if symbol in SYMBOLS:
47. # encrypt this sym bol
48. symindex = SYMBOLS.find(symbol)
49. ciphertext += SYMBOLS[(symIndex * keyA + keyB) % len(SYMBOLS)]
50. else:
51. ciphertext += symbol # just append this symbol unencrypted

On each iterationf the loopthesymbol variableis assigned the single character from

message . If this character exists IBYMBOLSthat is,our symbol sef)then the index in

SYMBOLSs found and assigned symindex . The valueirsymindex i s t he Anumber 0
version of the character.

Email questions to the author: al@inventwithpython.com
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To encrypt it,we need to calculate the index of the encrypted lettermitiply thissymindex

by keyA and addkeyB , and mod the number by the size of the symbol set (that is, the
expressionen(SYMBOLS) ). We mod bylen(SYMBOLS) becauselte afine cipher las a

Simil aar dwmd@® i ssue t haModdingbylen(S¥MBOAS) handlep her had
t he {fawroalyehsuring the calculated index is always betwikap to (but not including)
len(SYMBOLS) . The number that we calculate will be the indeS¥MBOLSf the encrypted

character, which is concatenated to the end of the stricighertext

Everything that happens in the above paragraph was done on line 49.

If symbol was not in our symbol sahensymbol is concatenatetb the end of the
ciphertex t stringon line 51

affineCipher .py
52. return ciphertext

Once we have iterated through each character in the message straighéhiext ~ variable
should contain the full encrypted string. This stimgeturned fronencryptMessage()

The AffineCipher Decryption Function

affineCipher .py
55. def decryptMessage(key, message):

56. keyA, keyB = getKeyParts(key)

57. checkKeys(keyA, keyB, 'decrypt’)

58. plaintext ="

59. modinverseOfKeyA = cryptomath.findModInverse(keyA, len(SYMBOLS))

ThedecryptMessage() function is almost the same as #eryptMessage() . Lines 56
to 58 are equivalent to lines 44 to 46.

However, instead of multiplying by Key,Ahe decryption process needs to multiply by the
modular inverse of Key A. The mod inversan be calculatebly calling

cryptomath.findModInverse() . Thisfunction was explained in the previous chapter.
affineCipher .py

61. for symbol in message:

62. if symbol in SYMBOLS:

63. # decrypt this symbol

64. symindex = SYMBOLS.find(symbol)

65. plaintext += SYMBOLS[(symIndex - keyB) * modinverseOfKeyA %

len(SYMBOLS)]
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66. else:
67. plaintext += symbol # just append this symbol undecrypted
68. return plaintext

Lines 6L to 68 are almogtlentical to theencryptMessage() functi obtdos2.Thd nes
only difference is on line 65. In thencryptMessage() function, the symbol index was

multiplied by Key A and then had Key B added to itdecryptMessage() 6s | i ne 65,
symbol index firshas Key B subtracted from it, and then is multiplied by the modular inverse.
Then this number is modded by the size of the symboles§ §YMBOLS) . This is how the

decryption process undoes #ecryption

Generating Random Keys

It can be difficult to cone up with a valid key for the affine cipher, so we will create a
getRandomKey() function that generates a random (but valid) key for the user to use. To use
this, the user simply has to change line 10 to store the return vajetRaindomKey() in the
myKey variable:

affineCipher .py
10. myKey = getRandomKey()

Now the key that is used to encrypt is randomly selected for us. It will be printed to the screen
when line 17 is executed.

affineCipher .py
71. def getRandomKey():

72. while True:
73. keyA = random.randint(2, len(SYMBOLYS))
74. keyB = random.randint(2, len(SYMBOLS))

The code igetRandomKey() enters avhile loop on line 72 where the conditionTisue .
This is called amnfinite loop, because t he | oFalged.  your@rogdamt i o n
gets stuck in an infinite loop, you can terminate it by pressingdCon CtriD.

The code on lines 73 and 74 determizmedom numberbetweer? and the size of the symbol set
for keyA and forkeyB . This way there is no chance that Key ey B are equal tthe invalid
valuesO or 1.

affineCipher .py
75. if cryp  tomath.gcd(keyA, len(SYMBOLS)) ==1:

76. return keyA * len(SYMBOLS) + keyB

Email questions to the author: al@inventwithpython.com
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Theif statement on line 75 checks to make surekiégh is relatively prime with th size of

the symbol set by calling trged() function in thecryptomath ~ module. If it is, then these
two keys are combined into a single key by multiplykegA by the symbol set size and adding
keyB . (This is the opposite of what tigetKeyParts() function does.)his value igeturned
from thegetRandomKey() function.

If the condition on line 75 wdsalse , then the code loops back to the start ofthde loop
on line 73 and picks random numberskkeyA andkeyB again. The infinite loop ensures that
the program keep®oping again and agaimtil it finds random numbers that avalid keys.

affineCipher .py
79. # If affineCipher.py is run (instead of imported as a module) call
80. # the main() function.
81l. if _name__=='_ main__"
82. main()

Lines 81 and 82 call theain() function if this program was run by itself, rather than imported
by another program.

The Second Affine Key Probletdow Many Key<anthe Affine

Cipher Have?

Key B of the affine cipher is limited to the size of the symbol sah@ caseof affineCipher.py
len(SYMBOLS) is 95). But it seems like Key A could be as large as we want it to be (as long as
it is relativdy prime to the symbol set siz8)hereforethe affine cipheshould haven infinite

number ofkeys and thereforeaoinot bebruteforced.

As it turns out, noRemember how lardeeys in the Caesar cipher ended up being the same as
smallerkeysl ue t o -& heuf W&o dhpafsymba tet sizeWdf 26, the k&Y in the

Caesar ciphawould produce the sanencryptedextasthe kel. The af fi ne ci pher
aroundo.

Since the Key B part of the affine cipher is the same as the Caesar cipher, we know it is limited
from 1 to the size of the symbol set. But to find out if the affine ciplser Kie giso kmited we

can write a small program to encrypt a message with several different integers for Key A and see
what the ciphertext looks like.

Open a new file editor window and type the following source code. Save this file as
affineKeyTest.pyand then preds5 to run it.

a l
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Source code for affine KeyTest.py

# This program proves that the keyspace of the affine cipher is limited
# to len(SYMBOLS) ~ 2.

import affineCipher, cryptomath
message = 'Make things as simple as possible, but not simple r.

for keyA in range(2, 100):
key = keyA * len(affineCipher.SYMBOLS) + 1

© N OAWDNPRE

=
©

if cryptomath.gcd(keyA, len(affineCipher.SYMBOLS)) == 1:
print(keyA, affineCipher.encryptMessage(key, message))

-
=

This is a fairly simple prograntt imports theaffineCipher module for its
encryptMessage() function and theryptomath  module for itsgcd() function. We will
always encrypt the string stored in thessage variable. Thdor loop will range betweeg
(since0 and1l are not allowed as lid Key A integers) and.00.

On each iteration of the loop, we calculate the key from the cueegit value and always use

for Key B (this is why 1 is added on line 8). Remember that it is not valid to use a Key A that is
not relatively prime with theysnbol set size. So if the greatest common divisor of the key and the
symbol set size is not equallotheif statement on line 10 will skip the call to

encryptMessage() on line 11.

Basically, thisprogramwill print out the same message encrypted witvesal different integers
for Key A. The output of this programvill look like this:

2 {DXLIRTAPh!Dh!hT \ bZL!Dh!b hhTFZL9!FIj!NjthT \ bZLf=
31&D2! ;>M8 \!1&\ !\ >JSG2!&\ ISP\\ >)G2E)b_IMP_! \>JSG2YK
4 vgOw! T$(< PIgP!P(8D4w!gP!D@PP(k4wQIkXTI<@T!P(8DAWLY

6 q+gC!>U[ yO8!+8!8[s&mC!+8!& 88[1mCi!1D>!y >I8[s&mC2u

...Skipped for brevity...

92 X{Jo!BfcTiE{E!ECWNZo{EINQEECcxZ0 \ IxX?BITQB!ECWNZoHV
93 &]IUI7OMCQ9919ME?GU!9!I?A99M[GUN![57!CA7!I9ME?GU;d

94 S?5;1,8729  -1? -1-7304;1? -101 -- 7>4;t1>+,121)! -7304;.r
96 Nblfluijoht!bt!t jngmflbt!gpttjcmf - levulopultingmfs/

97 {DXLIjRTAPhIDh!hT  \ bZL!Dh!b hhTFZLO!FI!INjIhT \ bZLf=
98 1&D2!_;>M8 \ 1&\ '\ >JSG2!&\ ISP\ \ >)G2E!)b_IMP_! \>JSG2YK
99 vgOw!T$(< PIgP!P(8D4w!gP!D@PP(k4WQkXT!<@T!P(8D4wWLY
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Look carefully at t he phenektfoukeyAoffistndekdctsameasi ce t h
the ciphertext for Key A 087! In fact, theciphertext fromkeys3 and98 are the same, as are the
ciphertext fromkeys4 and99!

Notice that 9% 95 is 2. This is why a Key A &7 does the same thing as a Kepf 2: the
encrypted output repeats it s eThddfingtipheahasthes, A wr a
same -AwpapddXeyfAas itdoeb fer Key B! It seems like itlisiited to the symbol

set size.

95 possible Key A keys multiplied 85 possible Key B keys means there @625possible
combinatons | f you subtract the i (becaugegheyaretndtat can ot
relatively prime with 9% this number drops to 7,125 possible keys.

Summary

7,125is about the same numberf keys thatds possible with most
and webdbve already | earned how to probgiream a corm
foce. This means that weoll have to toss the af:

easily hacked.

The affine any hmear e ssnebcur e t han t hTee previ ous ¢
transposition cipher can have more possible keys, but the number of possible keys is limited to

the size of the message. For a message with only 20 t#rardbe transposition cipher can only

have at mosi8keys(the keys 2 to 19)The affine cipher can be used to encrypt short messages

with more security than the Caesar cipher providette its number of possible keys is based on

the symbol set.

But we did learn some new mathematical concepts that we will use lafEh@concepts of
modular arithmetic, greatest common divisor, and modular inverses will help us in the RSA
cipher at the end of this book.

But enough about how the affine cipheris waakit h e or y . brutefdrod program that e a
can actually breakftine cipher encrypted messages!
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CHarTER 16

HACKING THEAFFINECIPHER

Topics Covered In This Chapter:
I The** Exponent Operator
1 Thecontinue Statement

We know that the affine cipher is limited only a few thousand keyBhis meanst is trivial to
perform abruteforce attackagainst it Open a new File Editor and type in the following code.
Save thdile asaffineHacker.py

Source Code of the Affine Cipher Hacker Program

Open a new file editovindow by clicking orFile 3 New Window. Type in the following code
into the file editor, and then save itaffineHacker.pyPresd-5 to run the program. Note that
first you will need to download theyperclip.pymodule and place this file in the sanieedtory

Source Code for affineHacker.py

# Affine Cipher Hacker
# http://inventwithpython.com/hacking (BSD Licensed)

import pyperclip, affineCipher, detectEnglish, cryptomath

SILENT_MODE = False

No oMwDNPRE
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8. def main():
9. # You might want to copy & paste this text from the source code at
10. # http:// invpy .com/affine Hacker.py
11. myMessage = "™ U&'<3dJI"Gjx' - 3"MS'Sj0jxuj'G3'%j'<smMMjS'g{GjMMg9j{G'g"'gG
'<3"MS'Sj<jguj'm'PAdm{'g{G3'%jMgjug{9'GPmMG'gG' - mO'PAdmM{LU'S&Mm{"_"xg{9""
12.
13. hacke dMessage = hack Affine(myMessage )
14.
15. if hackedMessage != None:
16. # The plaintext is displayed on the screen. For the convenience of
17. # the user, we copy the text of the code to the clipboard.
18. print('Copying hacked message to clipboard:')
19. print( hackedMessage )
20. pyperclip.copy( hackedMessage )
21. else:
22. print('Failed to hack encryption.”)
23.
24,
25. def hack Affine(message):
26. print( Hacking...")
27.
28. # Python progra ms can be stopped at any time by pressing Ctrl -C (on
29. # Windows) or Ctrl - D (on Mac and Linux)
30. print('(Press Ctrl -CorCtrl - Dto quit at any time.)")
31.
32. # brute -forc e by looping through every possible key
33. for key in range(le n(affineCipher.SYMBOLS) ** 2):
34. keyA = affineCipher.getKeyParts(key)[0]
35. if cryptomath.gcd(keyA, len(affineCipher. SYMBOLSJ = 1:
36. continue
37.
38. decryptedText = affineCipher.decryptMessage(key, message)
39. if not SILENT_MODE:
40. print("Tried Key %s ... (%08)" % (key, decry ptedText[:40]))
41.
42. if detectEnglish.isEnglish(decryptedText):
43. # Check with the user if the decrypted key has been found
44. pri nt()
45. print('Possible encryption hack :")
46. print('Key : %s' % (key))
47. print('Decrypted message: ' + decryptedText[:200])
48. print()
49. print(‘"Enter D for done, or just press Enter to cont inue
hack i ng:")
50. response = input('>")

51.




228 httpY/inventwithpython.com/hacking

52. if response.strip().upper().startswith('D"):

53. return decryptedText

54. return None

55.

56.

57. # If affine Hacker.py is run (instead of imported as a module ) call
58. # the main() function.

59. if _name__=='_main__"

60. main()

Sample Run of the Affine Cipher Hacker Program

When you presB5 from the file editor to run this program, the output will look like this:

Hacking...

(Press Ctrl -CorCtrl -Dto quitatanytime.)

Tried Key 95... (U&'<3dJ Gjx' - 3"MS'Sj0jxuj'G3'%j'<smMM;|S'g)

Tried Key 96... (T%&;2cl]Fiw&,2]LR&RIi/iwti&F2&$i&;ILLIR&S)

Tried Key 97... (S$%:1bH \ Ehv%+1\ KQ%Qh.hvsh%E1%#h%:kKKhQ%e)
...skipped for brevity...

Tried Key 2190... (?°=! - +.32#0= 5- 3*"'="#1#04#=2 - = f=I~* ")

Tried Key 2191... ( “BNLOTSDQ"VNTKC"CDRDQUD”*SN*AD"B@KKDC"H)
Tried Key 2192... ("A computer would deserve to be called i)

Possible encryption hack:

Key: 2192

Decrypted message: "A computer would deserve to be called intellige ntif it
could deceive a human into believing that it was human." - Alan Turing

Enter D for done, or just press Enter to continue hacking:

>d

Copying hacked message to clipboard:

"A computer would deserve to be called intelligent if it could deceive a hum an
into believing that it was human.” dAlan Turing

How the ProgramWorks

affineHacker  .py
# Affine Cipher Hacker
# http://inventwithpython.com/hacking (BSD Licensed)

import pyperclip, affineCipher, detectEnglish, cryptomath

a b wnNpeE
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6. SILENT_MODE = False

OQur affine cipher hacking program fits in
the code it uses.

When you run the hacker prograyou can see thahis programproduces a lot of outpats it
worksits way through all the ps#ble decryptions. However, printing out this ingdoes slow
down the programif you change line 6 to set ti#LENT_MODEvariable toTrue , the program

will be silenced andot print out all these messages. This will speed up the program immensely.

But showingall that text while your hackingrogram rungnakes it look cool(And if you want

your programs to | ook cool by printing out

affineHacker  .py
8. def main():
9. # You might want to copy & paste this text from the source code at
10. # http://invpy.com/affine Hacker.py
11. myMessage = " U&'<3dI"Gjx' - 3"MS'Sj0jxuj'G3'%j'<smMM;jS'g{GjMMg9j{G'g"'gG
'<3"MS'Sj<jguj 'm'PAdm{'g{G3'%jMgjug{9'GPmG'gG' - mO'PAdm{LU'5&Mm{"_"xg{9™"
12.
13. hackedMessage = hack Affine(myMessage)
14.
15. if hackedMessage !=None:
16. # The plaintext is displayed on the screen. For the convenience of
17. # the user, we copy the text of the code to the clipboard.
18. print('Copying hacked message to clipboard:')
19. print(  hackedMessage )
20. pyperclip.copy( hackedMessage )
21. else:
22. print('Failed to hack encryption.")

Theciphertext tdbe hacked is stored asting inmyMessage, and this strings passed to the
hackAffine() function(described next). The return value from this call is either a string of
the original messagé the ciphertext was hacked) theNone value(if the hacling failed)

The code on lines 15 to 22 will checkhiickedMessage was set tdNone or not. If
hackedMessage is not equal tdNone, thenthe message will be printed to the screen on line
19 and copied to the clipboard on line @@herwise, the program wiiimply print that it was
unable to hack the message.

60
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The Affine Cipher Hacking Function

affineHacker  .py
25. defhack Affine(message):

26. print(" Hacking...")

27.

28. # Python programs can be stopped at any time by pressing Ctrl -C (on
29. # Wi ndows) or Citrl - D (on Mac and Linux)

30. print('(Press Ctrl -CorCtrl  -D to quitat any time.)")

ThehackAffine() function has the code that does the decrypfitas can take a while, so if
the user wants texit the program early, she can press-Ctfbn Windows) or CtrD (on OS X
and Linux).

The** ExponentOperator
There is another math operator besides the basic*,/, and// operators. Th&* operator is

Pyt hexpohentoperator Thi s does fAto the power ofo

it wo powerotfhef i ve @*Wo inlPythorbcede. This is equivalent to two
multiplied byitself five times2*2*2*2*2 . Both the expressi@2 *5 and2 *
2%2*2%*2 evaluateto the integeB2.

Try typing the following into the intecdive shell:

>>> 2 ** g

64

>>> 4**)

16

>>> Q%4

16

>>> 123**10
792594609605189126649

>>>
affineHacker  .py

32. # brute -forc e by looping through every possible key

33. for key in range(len(affineCipher.SYMBOLS) ** 2):

34. keyA = affineCipher. getKeyParts(key)[0]

The range of integers for the keys usebrigteforce the ciphertext will range frofto the size
of the symbol set to the second power. The expression

len(affineCipher.SYMBOLS) ** 2
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..is the same as

len(affineCipher.SYMBOLS) * len (affineCipher.SYMBOLS)
We multiply this because there are at nies{affineCipher.SYMBOLS) possible integers
for Key A andlen(affineCipher.SYMBOLS) possible integers for Key B. To get the

entire range opossible keys, we multiply these valuegether.

Line 34calls thegetKeyParts() function that we made iaffineCipher.pyto get the Key A

part of the key we are testing. Remember that the return value of this function call is a tuple of
two integers (one for Key A and one for Key B). SiheekAffine() only needs Key A, the

[0] after the function call works on the return value to evaluate to just the first integer in the
returned tuple.

That is,affineCipher.getKeyParts(key)[0] will evaluate to (for example), the tuple

(42, 22)[0] , which will then evaluge to42. This is how we can get just the Key A part of

the return valueThe Key B part (that is, the second valué¢hiareturned tuple) is just ignored
because we donét need Key B to calculate i f Ke

Thecontinue Statement

Thecontinue statenent is simply theontinue keyword by itself. Acontinue  statement
is found inside the bloc&f awhile orfor loop. When aontinue statement is executed, the
program execution immediately jumps to the start of the foofhe next iteration.

This is exactly the same thing that happens when the program execution reaches the end of the
| oop6s bctootinuk . staBementmakes the program executijump back to the start of
the loop early.

Try typing the following into the interactive shell:

>>> for i inrange(  3):
. print(i)
. print('Hello!)

0
Hello!
1
Hello!
2
Hello!
>>>
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This is pretty obvious. Thi®r loop will loop through theange object, and the value in
becomes each integer betwdrand4. Also on each iteration, theint('Hello! D)
function call wildl di splay fAHell o!d on the scr

Try typing in this code, which addscantinue  statement before thaint('Hello!")
line:

>>> for i in range( 3):
. print(i)

. continue

. print('Hello!")

N R O

>>>

Not i ce t h adrappddrs,bdcaudedmntmee statement causes the program
execution to jump back to the start of tbe loop for the next iteration. So the execution never
reaches therint('Hello!") line.

A continue statement is often putinside din st at e roekrst thas exdzution will
continue at the beginning of the loop based on some condition.

affineHacker  .py
35. if cryptomath.gcd(keyA, len(affineCipher. SYMBOLJ = 1:
36. continue

With theKey A integer stored in the variabkeyA , line 35usesthegced() function in our
cryptomath  module to determine if Key A isotrelatively prime with the symbol set size.
Remember, two numbers are relatively prime if tD (greatest common divispis one.

If Key A and the symbol set size aret melatively prime, then the condition on line 35sie

and thecontinue  statement on line 36 is executed. This will cause the program execution to

jump back to the start of the loop for the next iteration. Waig, the program wilkkipl i ne 386 s
call to decryptMessage() if the key is invalidandcontinueto the next key.

affineHacker  .py

38. decryptedText = affineCipher.decryptMessage(key, message)
39. if not SILENT_MODE:
40. print(‘Tried Key %s ... (%08)" % (key, decry ptedTe xt[:40]))
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The message is then decrypted with the key by caliogyptMessage() . If
SILENT_MODEsFalse t he A Tr i ed whH beypodntedor thesserege. If
SILENT_MODEwas set td'rue , theprint() call on line 40will be skipped.

affineHacker  .py
42. if detectEnglish.isEnglish(decryptedText):
43. # Check with the user if the decrypted key has been found
44, print()
45. print('Possible encryption hack :")
46. print('Key 1 %s' % (key))
47. print('Decrypted message: ' + decryptedText[:200])
48. print()

Next, we use thsEnglish() function from ourdetectEnglish module to check if the
decrypted message is recognized as English. If the wrong decryption key was used, then the
decrypted messageilWook like random characters amsEnglish() will return False .

But if the decrypted message is recogniasdeadable Engligiby theisEnglish() function
anyway, then we will display this to the user.

affineHacker  .py
49. print('Enter D for done, or just press Enter to continue
hack i ng:")
50. response = input('> ")
51.
52. if response.strip().upper().startswith('D'"):
53. return decryptedText

The program might not have found the eotrkey, but rather a key that produces gibberish that
theisEnglish() function mistakenly thinks is Englisfio prevent false positives, the
decrypted text is printed on the screen for the user to read. If the user decides that this is the
correct decrypbn, she can type in D and prdaster. Otherwise, she can just press Enter (which
returns a blank string froteinput()  call) and thehackAffine() function will continue
trying more keys.

affineHacker  .py
54. return None

From the indentation of @54, you can see that this is line is executed aftdothdoop on line
33 has completed. If this loop has finished, then it has gone through every possible decryption
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key without finding the correct key. (If the program had found the correct keythtbexecution
would havepreviouslyreturned from the function on lirsS.)

But at this point, théaackAffine() function returns th&lone value to signal that it was
unsuccessful at hacking the ciphertext.

affineHacker  .py
57. # If affine Hacker.py isrun( instead of imported as a module) call
58. # the main() function.
59. if_name__=='_main__"
60. main()

Just like the other programs, we want alfftneHacker.pyile to be run on its own or be imported
as a module. laffineHacker.pys run as a jrgram, then the special name___ variable will be
setto the strin _main__ ' (instead ofaffineHacker' ). In this case, we want to call the
main() function.

Practice Exercises, Chapter 16, Set A

Summary
This chapter was fairly short because itrh@sitroduced any newackingtechniques. As long as
the number of possible keys is |l ess than a mil

bruteforce through every possible kand usdsEnglish() to check if it has found the right
key.

And a lot of the code we use for the affine cipher hacker has already been written in
affineCipher.pydetectEnglish.pycryptomath.pyandpyperclip.py Themain() function trick
is really helpfliin making the code in our programs reusable.

The** exponent operataran be used to raise a number to the power of another nurhieer
continue statemensend the program execution back to the beginning of the loop (instead of
waiting until the executin reaches the end of the block).

In the next chapter, we will learn a new cipher that cannbtiteforced by our computers. The
number of possible keys is more than a trillio
through a fraction of thoseelgs in our life time. This makes it immuneluteforci n g . Let 6s
learn about the simple substitution cipher.

Email questions to the author: al@inventwithpython.com
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CHarTer 17

THESIMPLE SUBSTITUTION
CIPHER

Topics Covered In This Chapter:

I Thesort() list method

9 Getting rid of duplicate characters from a string
I Theisupper() andislower() string methods
1 Wrapper functions

Aln my role as Wi kileaks editor
in fighting off many legal attacks. To do that, and

keep our sources safe, we have had to spread

assets, encrypt everything, and move
telecommunicaons and people around the world

to activate protective laws in different national
jurisdictions. o

Julian Assangeeditorin-chief of Wikileaks
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The transpositioand affineciphes havethousand®f possible keys, but a computer can still
bruteforce through all of thereasily We 6 | | need a cipher that has
computer can possiblyruteforce through them all.

The simple substitution cipher is effectively invulnerable bowaeforce attack. Even if your
computer could try out aillion keys every second, it would still take twelve million years for it
to try out every key.

The Simple Substitution Cipher with Paper and Pencil

To implement thesimple substitutioipher, choose a random letter to encrypt each letter of the
alphabetUse each letter once and only ontle key willend upbeing a string of 26 letters of
the alphabet in random orddtere aret03,291,461,126,605,635,584,000,@3sibleorderings

Letds do the simple substi tRiotri oenx acnmpplhee,r Iwe ttbhs p
message, fAAtt ack VAdZBGNFERLITMXDWHKQUCRYAHSQdrskweitg
out the letters of the alphabet and then write the key undeliheath

ABCDEFGHI JKLMNOPOQRSTUVWXYZ
Z Z Z Z Z Z Z Z Z Z Z Z Z Z Z Z Z Z Z Z Z Z Z Z Z Z
VIJIZBGNFEPLI TMXDWIKO QU CRYAMHSE®O

To encrypt a message, find the letter from the plaintext in the top row and substiithetiew
letter in the bottom row. A encrypts to V, and T encrypts to C, C encrypts to Z, and so on. So the
message A At tnargptstovVecvzidb\mabwaxd 0 e

To decrypt, find the letter from the ciphertext in the bottom row and replace it withttrefilem
the top row. V decrypts to A, C decrypts to T, Z decrypts to C, and so on.

This is very similar to how the Caesar cipher works with the St. Cyr slide, except the bottom row
is scrambled instead of alphabetical ordeasind just shifted oveiThe @vantage of the simple
substitutioncipheris that there are far more possible keys. The disadvantage is that the key is 26
characters long and harder to memorize. If you write down the key, make sure they ibis k

never read by anyone else!

Practice Eg&rcises, Chapter 17Set A
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Source Code of th&imple Substitution Cipher

Open a new file editor window by clicking &ile 3 New Window. Type in the following code
into the file editor, and then save itagpleSubCipher.pyresd=5 to run the program. Note that
first you will need to download thgyperclip.pymodule and place this file in the same directory

Source code for simple SubCipher.py
# Simple Substitution Cipher
# http://inventwithpython.com/hacking (BSD Licensed)

import pyperclip, sys, random

1
2
3
4.
5.
6
7. LETTERS ='ABCDEFGHIJKLMNOPQRSTUVWXYZ'

8

9. def main():

10. myMessage = 'If a man is offered a fact which goes against his

instincts, he will scrutinize it closely, and unless the evidence is

overwhelming, he will refuse to believe it. If, on the other hand, he is
offered something which affords a reason for acting in accordance to his

instincts, he will accept it even on the slightest evidence. The origin of

myths is explained in this way. - Bertrand Russell'

11. myKey = 'LFWOAYUISVKMNXPBDCRJT@GHZ'

12. myMode = 'encrypt’ # set to 'encrypt' or 'decrypt’
13.

14. checkValidKey(myKey)

15.

16. if myMode == "encrypt":

17. translated = encryptMessage(myKey, myMessage)
18. elif myMode == 'decrypt":

19. translated = dec ryptMessage(myKey, myMessage)
20. print('Using key %s' % (myKey))

21. print(‘'The %sed message is:' % (myMode))

22. print(translated)

23. pyperclip.copy(translated)

24. print()

25. print('This message has been copied to the clipboard Y
26.

27.

28. def checkValidKey(key):

20. keyList = list( key)

30. lettersList = list(LETTERS)

31. keyList.sort()

32. lettersList.sort()
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33. if keyList |= lettersList:

34. sys.exit('There is an error in the key or symbol set.
35.

36.

37. def encryptMessage(key, message):

38. return translateMessage(key, message, 'encrypt’)

39.

40.

41. def decryptMessage(key, message):

42. return translateMessage(key, message, 'decrypt’)

43.

44 .

45. def translateMessage(key, mes sage, mode):

46. translated ="

47. charsA =LETTERS

48. charsB =key

49. if mode == 'decrypt"

50. # For decrypting, we can use the same code as encrypting. We
51. # just need to swap where the key and LETTERS strings are
52. charsA , charsB = charsB , charsA

53.

54. # loop through each symbol in the message

55. for symbol in message:

56. if symbol.upper() in charsA :

57. # encrypt/decrypt the symbol

58. symindex =  charsA . find(symbol.upper())
59. if symbol.isupper():

60. translated += charsB [symIndex].upper()
61. else :

62. translated += charsB [symIndex].lower()
63. else:

64. # symbol is not in LETTE RS, just add it
65. translated += symbol

66.

67. return translated

68.

69.

70. def getRandomKey():

71. key = list(LETTERS)

72. random.shuffle(key)

73. return ".join(key)

74.

75.

76. if _name__=='_main__"

77. main( )

used.
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Sample Run of the Simple Substitution Cipher Program

When you run this program, the output will look like this:

Using key LFWOAYUISVKMNXPBDCRJTQEGHZ

The encrypted message is:

Sy I nlx sr pyyacao | ylwj eiswi upar lulsxrj isr sxrjsxwjr, ia esmm rwctjsxsz a
sj wmpramh, Ixo txmarr jia agsoaxwa sr pgaceiamnsxu, ia esmm caytra jp famsaqga

sj. Sy, px jia pjiac ilxo, ia sr pyyacao rpnajisxu eiswi lyypcor | calrpx ypc

Iwjsxu sx Iwwpcolxwa jp isr sxrjsxwijr, ia esmm lwwabj sj agax px jia rmsuijarj

agsoaxwa. Jia pcsu sx py nhjir sr agbmisxao sx jisr elh. - Facjclxo Ctrramm

This message has been copied to the clipboard.

Notice that if the letter in the plaintext was lowergdtseill be lowercase in the ciphertext. If the
letter was uppercase in the plaintext, it Wil uppercase in the ciphertext. The simple
substitution cipher does not encrypt spaces or punctuation maltkeigh he end of this
chapter explaineow to nodify the program to encrypt the characters tgo

To decrypt this ciphertext, paste it as Yadue for theanyMessage variable on line 10 and
changamyModeto the stringdecrypt’ . Then run the program again. The output will look
like this:

Using key LFWOAYUISVKMNXPBDCRJTQEGHZ

The decrypted message is:

If a man is offered a fact which goes against his instincts, he will scrutinize

it closely, and unless the evidence is overwhelming, he will refuse to believe

it. If, on the other hand, he is offered something which affords a reason for

acting in accordance to his instincts, he will accept it even on the slightest
evidence. The origin of myths is explained in this way. - Bertrand Russell

This message has been copied to the clipboard.

Howthe ProgramwWorks

simpleSubCipher  .py
# Simple Substitution Cipher
# http://inventwithpython.com/hacking (B SD Licensed)

1
2
3.
4. import pyperclip, sys, random
5.
6
7

LETTERS = 'ABCDEFGHIJKLMNOPQRSTUVWXYZ'
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The first few linesare comments describing the program. Themttperclip , sys , and
random modulesare imported. Finally, theETTERSconstantvarialde is set to a string of all
the uppecase lettersThe LETTERSstring will be our symbol set for the simple substitution
cipher program.

Thet NP 3 Nidaiv(X2 &unction

simpleSubCipher .py
9. def main():
10. myMessage = 'If a man is offered a fact whic h goes against his
instincts, he will scrutinize it closely, and unless the evidence is
overwhelming, he will refuse to believe it. If, on the other hand, he is
offered something which affords a reason for acting in accordance to his

instincts, he will acc ept it even on the slightest evidence. The origin of
myths is explained in this way. - Bertrand Russell'

11. myKey = 'LFWOAYUISVKMNXPBDCRJTQEGHZ'

12. myMode = 'encrypt’ # set to 'encrypt’ or 'decrypt’

Themain () functionis similar to themain() function of cipher programs in the previous
chapters. Itontains the variables that store thessage, key , andmode that will be used for
the program.

simpleSubCipher  .py
14. checkValidKey(myKey)

The keys for simple substitution ciphers are easy tavgmtg. For example, the key might not
haveeveryletter of the alphabeOrthe keymay have the sanetter twice. The

checkValidKey() function {wvhich is explainedater) makes sure the key is usable by the
encryption and decryption functions, and et the program with an error message if they are
not.

simpleSubCipher .py
16. if myMode == "encrypt":
17. translated = encryptMessage(myKey, myMessage)
18. elif myMode == 'decrypt":
19. translated = decryptMessage(myKey, myMessage)
If the program execution returns frarheckValidKey() instead of terminating, we can

assume the key is valid. Lines 16 through 19 check whethemngthodevariable is set to
‘encrypt’ or 'decrypt’ and calls eitheencryptMessage() or
decryptMessage () . Thereturn value oencryptMessage() anddecryptMessage()

Email questions to the author: al@inventwithpython.com
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(whichis explained latgrwill bea string of the encrypted (or decrypted) message. This string
will be stored inthetranslated variable

simpleSubCipher .py
20. print('Using key %s' % (myKey))
21. print('The %sed message is:' % (myMode))
22. print(translated)
23. pyperclip.copy(translated)
24. print()
25. print('This message has been copied to the clipboard.’)

The key that was useésl printed to the screean line 20 The encrypted (or decrypted) message is
printedon the screen aralsocopied to the clipboard. Line 25 is the last line of code in the
main() function, so the program execution retuafier line 25. Since thmain() call is done

at the last line of the progranie program will therxit.

Thesort() ListMethod

simpleSubCipher  .py
28. def checkValidKey(key):

29. keyList = list(key)

30. lettersList = list(LETTERS)
31. keyList.sort()

32. lettersList.sort()

A simple substitution key string value islpwalid if it has each of the characters in the symbol

set with no duplicate or missing letters. We can check if a string value is a valid key by sorting it
and the symbol set into alphabetical order and checking if they are equal. (AltHBTGER SIS
already in alphabetical order, we still need to sort it since it could be expanded to contain other
characters.)

On line 29 the string ikey is passed ttist() . The list value returned is stored in a variable
namedkeyList . On line 30, th& ETTERSconstanwariable (which, remember, is the string
'ABCDEFGHIJKLMNOPQRSTUVWXYZ4s$ passed tbst() which returns the liftA’,

‘B, 'C','D', 'E', 'F,'G', 'H", 'I','J, 'K, L', 'M', 'N',

‘0L P QL RS, T UYL VL WY, XYY, 2

Thesort( ) list method will rearrange the order of items in the list into alphabetical drider.
lists inkeyList andlettersList are then sorted in alphabetical order by calling the
sort() list method on them. Note that just like @éq@pend() list method, thesor t() list
methodmodifiesthe listin place andloes not have a return value. You want your code to look
like this:
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keyList.sort()

...andnot look like this:

keyList = keyList.sort()

simpleSubCipher .py
33. if keyList |= lettersList:
34. sys.ex it('There is an error in the key or symbol set.")
Once sorted, thkeyList andlettersList valuesshouldbe the same, sinéeyList was
justthe characters IhETTERSwith the order scrambledf. keyList andlettersList are

equal, we also know th&eyList (and, therefore, thkey parameterfloes not have any
duplicates in it, sSinceETTERSdoes not have any duplicates in it

Howevert if the conditioron line 33is True , then the value imyKey was set to an invalid
value and the program wiixit by calling sys.exit()

Wrapper Functions

simpleSubCipher  .py

37. def encryptMessage(key, message):

38. return translateMessage(key, message, 'encrypt’)

39.

40.

41. def decryptMessage(key, message):

42. return translateMessage(key, message, ‘decrypt’)

43.

44 .

45. def translateMessage(key, message, mod e):

The code for encrypting and the code for decrypting are almost exactly the ase. b | way s a
good idea to put code into a function and call it twice rather than type out the codé-igice
thissavey ou some typing. But second, if thereds ev
to fix the bug in one plce instead of multiple places. It is (usually) much more reasonable to

replace duplicate c® with a single function that has thede.

Wrapperfunctions simply wrap the code of another functi@md return the value the wrapped
function returnsOften the wrapper function might make a slight change to the arguments or
return value of wrapped function (otherwise you would just call the wrappetida directly.) h
this caseencryptMessage() anddecryptMessage() (the wrapper functionscalls
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translateMessage() (the wrapped functignand returnshe value

translateMessage() returns.

On line 45notice thattranslateMessage() has the parametekey andmessage, but also
a third parameter namexdode. When it callsranslateMessage() ,thecall in
encryptMessage() function passe®ncrypt' for themode parameter, and thsll in
decryptMessage() function passeslecrypt’ . This is how the

translateMessa  ge() functionknows whether it should encrypt or decrypt the message it is
passed.

With these wrapper functions, someone who importsitngleSubCipher.pgrogram can call
functions nameencryptMessage() anddecryptMessage() like they do with all the
other ciphemprogramsn this book.They might create a program that encrypts with various
ciphers, like below:

import affineCipher, simpleSubCipher, transpositionCipher
some other code here...

ciphertextl = affineCipher.encryptMessage(encKeyl, 'Hel lo!")
ciphertext2 = transpositionCipher.encryptMessage(encKey2, 'Hello!")
ciphertext3 = simpleSubCipher.encryptMessage(encKey3, 'Hello!")

Thewrapper functiongjive the simple substitution cipher program functi@mesghat are
consistent with the otheipher programgConsistent names are very helpful, because it makes it
easier for someone familiar with one of the cipher programs in this book to already be familiar
with the other cipher program@/ou can even see that the first parameter was almage the

key and the second parameter is always the mesJdue iy the reason we have thegapper
functions,becausenaking the programmer call thians lateMessage()  function would be
inconsistent with the other programs.

Thet NP I Ndan¥l&@eMessa ge() Function

simpleSubCipher  .py
45. def translateMessage(key, message, mode):

46. translated ="

47. charsA =LETTERS

48. charsB =key

49. if mode == 'decrypt":

50. # For decrypting, we can use the same code as encrypting. We
51. # just need to swap where the key and LETTERS strings are used.

52. charsA , charsB = charsB , charsA
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ThetranslateMessage()

parameter is set to the strilagcrypt'

function does the encryption (or decryption, if thede

). The encryption fcess is very simple: for each letter
in themessage parameterwe look up its index iETTERSand replace it with the letter at that

same index in thkey parameterTo decryptwe do the oppositave look up the index ikey
and replace it with the lett at the same index in thETTERS

The table below shows why using the same index will encrypt or decrypt the letter. The top row
shows the charactersaharsA (which is set td. ETTERSon line 47), the middle row shows

the characters ioharsB (which isset tokey on line 48), and the bottom row are the integer

indexes (for our own reference in this example).

A

VA
\Y%
0

N O
z 7
X D

13 1

IS

R o N@

NN NO

MESNT

w N0

'_\
B X NO

The code irtranslateMessage()
charsA and replace it with the character at that indeshiarsB .

A~ ONM

RONXD

FGHI J K L M
Z 72 7272272 Z Z Z
NF EPL I T M
5 6 7 8 9 10 11 12
S T UV W X Y Z
Z 2 72 Z Z Z Z Z
u ¢C R Y A H S O
18 19 20 21 22 23 24 25

will alwaysl ook wup t he

message

char a

So to encrypt, wean just leaveharsA andcharsB as they are. This will replace the character
in LETTERSwith the character ikey , becauseharsA is set toLETTERSandcharsB is set

tokey .

When decrypting, the valuesdharsA andcharsB (that is,LETTERSandkey ) are svapped
on line 52 so the table would look like this:

\Y,

z
A
0

N OND

X
Z
N
13

J
z
B
1

N O NN

MIONZ

w O Nm

=
5O N-X

AMNQ®

K 0 NO

NFEPL I T M
Z z 72717 7 7 Z
FGHI JK L M
5 6 7 8 9 10 11 12
U C R Y A H S O
Z Z Z Z 7 L7 L Z
S T UV W X Y Z
18 19 20 21 22 23 24 25
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Remember, ar code intranslateMessage() alwaysreplaces the charactergharsA (the
top row) with the character at that same indesharsB (the middle row)So whenihes47 and
48 will swap the values icharsA andcharsB , the code inranslateMessage() will be
doing the decryption process insteddh@ encryption process.

simpleSubCipher  .py
54. # loop through each symbol in the message
55. for symbol in message:
56. if symbol.upper() in charsA :
57. # encrypt/decrypt the symbol
58. symindex =  charsA .find(symb  ol.upper())

Thefor loop on lineb5 will set thesymbol variable to a character in tiheessage string on
each iteration through the loop. If the uppercase form of this symbad exegtarsA
(remember that both theey andLETTERSonly have uppercase claaters in them), then we
will find the index of the uppercase formsfmbol in charsA . This index will be stored in a
variable namedymindex .

We already know that tHind()  method will never returnl (remember, a1l from the

find) method meanthe argimentcould notbefound the stringpecause thé statement on

line 56 guarantees thaymbol.upper() will exist in charsA . Otherwise lineBwo ul dn 6t
have been executedtime first place.

Theisupper()  andislower() StringMethods

Theisupper()  stringmethod return3rue if:

1. The stringhas at least one uppercase letter.
2. The stringdoes not have any lowercdséters in it

Theislower() string method returngrue if:

1. The stringhas at least one lowercase letter.
2. The stringdoes not have any uppercaséeles in it

Non-letter charactexin the stringdo not affect whether these methods reftmure or False .
Try typing the following into the interactive shell:

>>> 'HELLQ'.isupper()
True
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>>>"'HELLO WORLD 123".isupper()
True
>>>'hELLO".isupper()
False

>>> 'hELLO'islower()
False

>>> 'hello".islower()
True

>>>"' 123'.isupper()
False

>>> ".islower()

False

>>>

simpleSubCipher  .py
59. if symbol.isupper():
60. translated += charsB [symIndex].upper()
61. else :
62. translated += charsB [symIndex].lower()

If symbol is an uppercase letter, than we want to concatenate the uppercase version of the
character atharsB [symindex] totranslated . Otherwise we will concatenate the
lowercase version of the characteclaa rsB [symIndex] totranslated

If symbol was a number or punctuation mark lilse or'?" , then the condition on lined5
wouldbeFalse (si nce those strings donét laadVire62at
would have been executed. In this cdse, n elower?) 6 snethod call would have no effeat
the string since it has no letters inTity typing the following into the interactive shell:

>>>'5' lower()
5

>>> '?' lower()
o

>>>

So line62in theelse block takes care of translating any knvase characteasd nonletter
characters.

simpleSubCipher  .py

63. else:
64. # symbol is not in LETTERS, just add it
65. translated += symbol
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By looking at the indentation, you can tell that éiee statement on lin€3is paired with the

if statement on lin&6. The code in the block that follow#hat is, line 65)s executed if

symbol is not inLETTERS This means that we cannot encrypt (or decrypt) the character in
symbol , so we will just concatenate it to the end ddinslated as is.

simpleSubCipher  .py
67. return translated

At the end of theranslateMessage() function we return the value in th@nslated
variable, which will contain the encrypted or decrypted message.

Practice Exercises, Chapter 17, Set B

Generating a Random Key

simpleSubCipher  .py
70. def getRandomKey():

71. key = list(LETTERS)
72. random.shuffle(key)
73. return ".join(key)

Typing up a string that contains edetier of the alphabet once and only once can be difficult. To
aid the user, thgetRandomKey() function will return a valid key to uskines 71 to 73 do

this by randomly scrambling the characters IntBETERSc o n st a n tRand@dye t he A
Scramblinga8ingd s ect i o rnOfiran explaratpn of how to scramble a string using

list) ,random.shuffle() , andjoin()

To use thgetRandomKey() function, line 11 can be changed to this:

11. myKey = getRandomKey()

Remember that our ciphprogram willprint out the keyeing used on line 20. This is how the
user can find out what key tigetRandomKey() function returned.

simpleSubCipher  .py
76. if_name__=='_main__"
77. main()
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Lines 76 and 77 are at the bottom of the programgahdhain() if simpleSubCipher.pig
being run as a program instead of imported as a module by another program.

Encrypting Spaces and Punctuation

The simple substitution cipher in this chapter only encrypts the letters in the plaliisxt
artificial limitation is here because the hacking program in the next chapter only works if the
letters alone have been substituted.

If you want the simple substitution program to encrypte than just the letter charactersake
the following changes:

simpleSubCipher  .py
7. LETTERS = r"" I"'#$%&'()*+, -./0123456789:;<=>?@ABCDEFGHIJKLMNOPQRSTUVWXY
Z[ \ ]_"abcdefghijklmnopgrstuvwxyz{|}~""

Line 76s v alLETeéERSconstanésdhanged totatnirey of all the characterssihga
triple-quotesraw string so you do not have te@pe the quotes ahdslash chargter makes
typing this easier.

The key used must also have all of these characters, so line 11 cluesgeething like this:

simpleSubCipher  .py
11. myKey = r""{9@6hUf.q?_)"eTi|W1,NLD7xk(
SF>Iz0E=d;Bu#c]w~'VvHKmpJ+ }s8y& XtP43.b[OA!* \ Q<M%$ZgG52YloaRCn"rj""

The code that differentiates between upper and lowercase tettbngs 58 to 62 can be replaced
with these two lines

simpleSubCipher  .py
58. symindex=-—charsAfind(symbotupper))———
59. f-symbetisupper——
60. transtated—+=-charsBisymindextupper§————
61. else—
62. transtated—+=-—charsBfsymindexfHower——
58. symindex =  charsA .find(symbol)
59. translated += charsB[symIndex]

Now when you run the simple substitution cipher program, the ciphertextimodts more like
random gibberish

Email questions to the author: al@inventwithpython.com
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Using key {9@6hUf:q?_)"eTi|W1,NLD7xKk( - SF>1z0E=d;Bu#c]w~'VVHKmpJ+}s8y&

XtP43.b[OA* \ Q<M%$ZgG52YloaRCn"'rj

The encrypted message is:

#A/13/%3%/ \ 2/Z AAO50[/3/A3bY/a* \ b*/1Z0O2/3!13 \ $2Y/* \ 2/ \ $2Y\ $bY2)/*O/a \ MM/2b5IY \ $\ nO
/\ Y/boMZ20OMC)/3%[/I$MO22/Y*O/0O0  \ [O$bO/ \ 2/Z005a*OM% $!)/*O/a \ MM/50AI20/YZ/.OM \ 00O
I\ Yel#A)IZ$/Y*O/ZY*O5/*3$[)/*O/ \ 2/ZAAO50[/2Z%0Y* \ $l/a* \ b*/3AAZ5[2/3/5032Z$/AZ5/

3bY\ $!/ \ $/3bbZ5[38bO/YZ/*  \ 2/ \ $2Y\ $bY2)/*Ola \ MM/3bbOgY/\ Y/O00$/Z$/Y*O/12M \ I*YO2Y/
00\ [O$bOe/p*0/Z5 \ !\ $/ZA/%CY*2/ \ 2/IO0RgM3\ $O[/ \ $/Y* \ 2/a3Ce/"005Y53%[/KI220MM

This message has been copied to the clipboard.

Practice Exercises, Chaptt7, SetC

Summary

In this chapter, we have learned about the fisast data type. In many of our programs, lists are
much easier to use than sets, but seta simple way to get rid of duplicate values from lists or
strings.

Theisupper()  ardislower() string methods can tell us if a string value is made up of only
uppercase or lowercase letters. Andgbe()  list method is very useful at putting the items in
a list in order.

The simple substitution cipher has far too many possible kdysiteforce through. This makes
it impervious to the techniques that our previous cipher hacking programs have used. We are
going to have to make smarter programs in order to break this code.

In the next chapter, we will learn how to hack the simple dulisti cipher. Instead dfrute
forcing through all the keys, we will use a much more intelligent and sophisticated algorithm.
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CHaAPTER 18

HACKING THESIMPLE
SUBSTITUTIOKCIPHER

Topics Covered In This Chapter:

Word patterns, candidates, potential decryptionrigtnd cipherletter mappings.
Thepprint.pprint() andpprint.pformat() functions

Building strings using the lisippendjoin process

Regular expressions

Thesub() regex method

= = =) = =)

ACypherpunks deplore regul ati ons
for encryption is fundamentsl a private act. The

act of encryption, in fact, removes information from

the public realm. Even laws against cryptography

reachohy s o f arsboadsraradtheaamofon o

its violence. o

Eric HAgGgephesnMamkd est oo, 1993
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ComputingWord Patterns

There are too many possible kégdruteforce a simple subtition cipherencrypted message
We needo employ a more intelligent attack if we want to crack a substitution ciphdrtext. 6 s
examine on@ossibleword from an exampleciphertext:

HGHHU

Think about what weanlearnfrom this one word of ciphertettvhich we will call a
cipherwordin this book) We can tellthat whatever the originalaintextword is, it must

1. Be five letters long.

2. Have the first, thirdand fourth letterbethe same.

3. Have exactly three different letters in therd, where the first, second, and fifth letters in
the word are all different from each other.

What words in the English language fit this pattéid@ppy | sword thaffits this pattern It

is five letters londP, U, P, P, Yusing three different lette(®, U, Y) in that same patte(® for

the first, third, and fourth letter atdifor the second letter andfor the fifth letter) A Mommy o0,

i Bob BAuls®, A n a nlilyoditthe pattedntod( ALi | | yo i s a name, not
with ALilyo the flower. But since #ALillyo can
that fits the patternlf we had a lot of time on our hands, we could go thraaméntire

dictionary and find all the words that fit this pattefiven betterwe could have computer go
throughadictionaryfile for us.

In this book avord pattern will be a set of numbers with peristh between the numbers that
tells us thepattern of lettes for a wordjn either ciphertext or plaintext

Creating word patterns for cipherwords is easy: the first letter gets the number 0 and the first
occurrence of each different letter after that gets the next number. For example:

The word pasOk2Zn for dAcato i

The word pattern for Acattyo is 0.1.2.2.3.
The word patt 6.1h230or Aroofero is

The word patter234f or Abli mpo i s

T The word patter n0¥f28RB3.45402%5488 fi cati onodo i s

=A =4 -8 A

A plaintext word and its cipherword will always have the same word pattern, no matter
which simple substitution key was used to do the encryption.
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Getting a List of Candidates for a Cipherword

To take a guesstwhat HGHHUcould decrypt to, we can go through the dictionary file and find
all of the wads that also &ve a word pattern of 0.1.0.018.this book, we will callltese

plaintext wordgthat have the same word pattern as the cipheoetandidatesfor that
cipherword:

Ciphertextword: HGHHU

Word pattern 0.1.0.0.2
Candidates pup py
mommy
bobby
lulls
nanny

L i1l y

So if we look at the letters in the cipherword (which will be catigdherlettersin this book),
we can guess which | etters they may gdecrypt to

potential decryption lettersin this book):

Cipherletters: H
Potential decryption letters p

m
b
I
n
I

- cooc|p
<< < <<|C

From this table we can creaeipherletter mapping

The cipher letter H has the potential decryption lefensl, B, L, and N

The cipher letter G has the potential decryption letters U, O, A, and |

The cipher letter U has the potential decryption letters Y and S

All of the other cipher letters besides H, G, and U will have no potential decryption letters.

=A =4 =4 =4

Whenwe represent a cipherletter mapping in Python code, we will use a dictiaiaey
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(A, B 0,°CH 0L s I ES L F: L G U O A
T, H TP B L N, L LK L L M

‘N ], 'O [, P: [, 'Q: [, 'R: [, 'S: [, T [, UL Y, ST
VDLW DL X DL Y T 2 I

In our program, a&ipherletter mapping dictionary will kka 26 keys, one for each letter. The
mapping above has potential decryption lettersHor,'G' , and'U' above. The other keys
have no potential decryption letters, which is why they leampty lists for values.

If we reduce the number of potential decryption letters for a cipherletter to just one letter, then we
have solved what that ciphetiet decrypts toEven if we do not solve all 26 cipherletters, we
might be able to hack most of the cipherdest ci pher |l et ter s

But first we mustfind the pattern for every word in the dictionditg¢ and sort them in a listoit
will be easy tayet a lig of all thecandidatefor a given ciphawordd s w o r dWegandse e r n
the same dictionary filiom Chapter 12which you can download from

(Note that the terms Aword patt eegtamslcameuwndi dat
with to describe things in this particular hacking program. These are not general cryptography
terms.)

Practice Exercises, Chapter 18, Bet

Source Code a¢he Word Rattern Module

Since the word patterrisr wordsnever tiange, we can just calculate the word pattern for every
word in a dictionary file oncand storéhemin anotherfile. Our makeWordPatterns.pgyrogram
creates a file namaslordPatterns.pyhat will cortain a dictionary value with the word pattern for
every word in the dictionary file. Our hacking program can then just impdPatterns  to
look up the candidates forcartainword pattern.

Source code for makeWordPatterns.py

# Makes the wordPattern s.py File
# http://inventwithpython.com/hacking (BSD Licensed)

# Create s wordPatterns.py based on the words in our dictionary
# text file, dictionary.txt. (Download this file from
# http://invpy.com/dictionary.txt)

© N gORr®WDNPRE

import ppri nt
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9.
10.
11. def getWordPattern(word):
12. # Returns a string of the pattern form of the given word.
13. #e.9.'0.1.2.3.4.1.2.3.5.6' for ' DUSTBUSTER'
14. word = word.upper()
15. nextNum = 0
16. letterNums = {}
17. wordPattern = 1]
18.
19. for letter in word:
20. if letter not in letterNums:
21. letterNums][letter] = str(nextNum)
22. nextNum +=1
23. wordPattern.append(letterNums(letter])
24, return .".join(wordPattern)
25.
26.
27. def main():
28. allPatterns = {}
29.
30. fo = open('dictionary.txt’)
31. wordList = f o. read().split(" \nY)
32. f o.close()
33.
34. for word in wordList:
35. # Get the pattern for each string in wordList.
36. pattern = getWordPattern(word)
37.
38. if pattern not in allPatterns:
39. allPatterns[pattern] = [word]
40. else:
41. allPatterns[pattern].append(word)
42.
43. # This is code that writes code. The wordPatterns.py file ¢
44, # one very, very large assignment statement.
45. f o = open(‘wordPatterns.py', ‘w')
46. f o.write(‘allPatterns =)
47. f o.write(pprint.pformat(allPatterns))
48. f o.close()
49.
50.
51. if_name__=='_main__"
52. main ()

ontains
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Sample Run of th&Vord Pattern Module

Running this program do e s.inétéad igilentiycreatsaafilg t hi ng owu
namedwordPatterns.pyn the same foldesismakeWordPatterns.ppen t hi s fil e i n |
editor,and you will geit looks like this:

allPatterns = {'0.0.1": ['EEL",

'0.0.1.2": [EELS', 'OOZE,

'0.0.1.2.0": [EERIE"],

'0.0.1.2.3" [AARON', 'LLOYD', 'OOZED],
...the rest has been cut for brevity...

ThemakeVdérdPatterns.pyrogram createwordPatterns.pyOurPythonprogram creates a

Python programThe entirevordPatterns.pyprogram igust one(very big)assignment statement

for a variable namedllPatterns . Even though this assignment statement stretches over

many | ines in the fiofecodeodi becansiedPyetoané&nd
with a commabut it is currentlyin the middle of a dictionary value, it ignores the indentation of

the next line and just considers it part of the previous(ineE.hi s i s a rare excepti
significant indentation rules.)

The allPatterns variable contains a dictionamalue where th&eysare all thewvord patterrs

made from the English words ihe dictionary fleThe keysd®é values are |ist
words with that patternlvhenwordPatterns.pyis imported as a modyleur program will be able

to look up all the English words fonggiven word @ttern.

After running themakeWordPatterns.gyrogram tocreatethe wordPatterns.pyile, try typing the
following into the interactive shie

>>> import wordPatterns
>>>wordPatter  ns.allPatterns['0.1.2.1.1.3.4"]
[BAZAARS', 'BESEECH', 'REDEEMS', 'STUTTER']
>>>
>>> wordPatterns.a  lIPatterns| '0.1.2.23.24.1.55 1
[[CANNONBALL']
>>>
>>> wordPatterns.allPatterns['0.1.0.1.0.17
Traceback (most re cent call last):
File "<stdin>", line 1, in <module>
KeyError: '0.1.0.1.0.1"
>>>
>>>'0.1.0.1.0.1' in wordPatterns.allPatterns
False
>>>
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The patterri0.1.0.1.0.1" does not exist in the dictionary. This is why the expression
wordPatterns.allPatterns['0.1. 0.1.0.17 causes an errgbecause there is no
'0.1.0.1.0.1" key inallPatterns ) and why'0.1.0.1.0.1" in
wordPatterns.allPatterns evaluates té-alse .

How the Program Works

makeWordPatterns .py
# Makes the wordPatterns.py File
# http://inventwithpy thon.com/hacking (BSD Licensed)

# text file, dictionary.txt. (Download this file from

1
2
3
4. #Create s wordPatterns.py based on the words in our dictionary
5
6. # http://invpy.com/dictionary.txt)

The top part of this file hate usuatommeits descrbing what the program is.

Thepprint.pprint() and pprint.pformat() Functions

makeWordPatterns .py
8. import pprint

Thepprint module has functions fgretty printing values which is useful foprinting
dictionary and lisvalueson the screemheprint () functionsimply prints these values going
left to right:

>>> print(someList OfListsVar))

[['ant ], ['baboon','badger’, 'bat', 'bear’, 'beaver ], ['camel’, ‘cat',
‘clam’, ‘cobra’, ‘cougar’, ‘coyote’, ‘crow’ ], ['deer,'dog’, ‘donkey’,

‘duck’ ], ['eagle’ ], [ferret, 'fox', frogT, ['goat] ]

Thepprint  module has a function namegrint() . The value passed to
pprint.pprint() willbed p r e t edyto tperséraeso that it is easier to read:

>>> import pprint
>>> pprint.pprint(someList OfListsVar))
[fant” 1],
[baboon', 'badger’, 'bat’, 'bear’, 'beaver,
[camel’, ‘cat’, ‘clam’, ‘cobra’, ‘cougar’, ‘coyote’, ‘crow],
[deer, 'dog’, 'donkey’, 'duck,
[eagleT],
[ferret’, 'fox', ‘frog'],
['goat]]

Email questions to the author: al@inventwithpython.com
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However, if you want thhavet hi s @ p r e tatstiing valedahsteadofedisplayira & on the
screen, you can use thprint.pformat() function which returns the prettified string

>>> import pprint
>>> prettifiedString = pprint.pformat(someListOfListsVar)
>>> print(prettifiedString)
[[ant],
[bab oon', 'badger’, 'bat', 'bear’, 'beaver,
[camel’, 'cat’, ‘clam’, 'cobra’, 'cougar', ‘coyote’, ‘crow1],
[deer, 'dog’, 'donkey’, 'duck,
[eagle],
[ferret, 'fox', 'frog],
['goatT]
>>>

When we write the value @fllPatterns to thewordPatterngy file, we will use the
pprint  module to prevent it from being printed crammed together all on one line.

Building Strings in Python with Lists

Al most all of our ©progr ams h aocode Thhios)avarigldeme
will start as ablank string and then new characterms afded with string concatenatigiWe 6 v e
done this in many previous cipher programs withttaeslated variable) This is usually

done with thet opemtor to do string concatenation, as in the following short progra

# The slow way to build a string using string concatenation.
building ="
for c in 'Hello world!":
building +=c¢
print(building)

The above program loops through each character in the ‘$tetig world! and
concatenates it to the end of the gratored irbuilding . At the end of the looguilding
holds the complete string.

This seems like a straightforward way to do this. However, it is very inefficient for Python to
concatenate strings. The reasons are technical and beyond the scope okihistitds much
faster to start with a blank list instead of a blank string, and then use thappend() list
method instead of string concatenationAfter you are done building tHist of strings you can
convert the lisbf stringsto asinglestringvalue with thgoin()  method. The following short
program does exactthe same thing as the previous example, but faster

form
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# The fast way to build a string using a list, append(), and join().
building =[]
for ¢ in 'Hello world!":
building.append(c)
building = ".join(building)
print(building)

Using this approach for building up strings in your code will result in much faster programs. We
will be using this listappendoin process to build strings in the remaining prograirtsis book.

Calculating theWord Pattern

makeWordPatterns .py
11. def getWordPattern(word):
12. # Returns a string of the pattern form of the given word.
13. #e.9.'0.1.2.3.4.1.2.3.5.6' for DUSTBUSTER'
14. word = word.upper()
15. nextNum = 0
16. letterNums = {}
17. wordPattern = []

ThegetWordPattern() function takes one string argument and returns a string of that
wordds patt ergetWordrattern(e x awane passed the strifiguffoon’ as
an argument thegetWordPattern() would return the strin .1.2.2.3.3.4'

First, in order to make sure all the letters have the same cask4 thanges thevord parameter
to anuppercase version of itself. Vileenneed three variables:

1 nextNum stores the next number usetiem a new letteis found

1 letterNums stores a dictionary with keys sfngleletterstrings of single letters, and
values of thentegernumber for that letter. As we find new letters in the wird,letter and
its numberare stored itette  r Nums

1 wordPattern  will be the string that is retued from this function. But we will be building
this string one character at a time, so we will use thapipenégoin process to do this. This
is whywordPattern  starts as a blank list instead of a blank string.

T makeWordPatterns .py

19. for letter in word:

20. if letter not in letterNums:

21. letterNums]letter] = str(nextNum)
22. nextNum +=1
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Li n e fol ®dpsvill loop through ealk charactein theword parameter, assigning each
character t@ variable namekktter

Line 20checks ifletter  has not been seen befdmgcheckinghatletter  does noexist as a

key in theletterNums  dictionary. (On the first iteration of the loop, the condition on Z@ie

will always beTrue becauséetterNums  will be a blank dictionaryitat doesndt have
anything in it.)

If we have not seen this letter befdire 21 adds this letter as the key and the stong of
nextNum as thek e walue to thdetterNums  dictionary.For the next new letter we finge
want to use thaextintegerafter the one currentlin nextNum anymore, s line 22 increments
the integer imextNum by 1.

makeWordPatterns .py
23. wordPattern.append(letterNums(letter])

On line 23 letterNumsletter] evaluates tohe integer used for the letter in tlegter
variable, so this is appended to the endiafdPattern . TheletterNums  dictionary is
guaranteedo haveletter  for a key,because if ih a d, théntlines 20 to 22 would have
handled adding it teetterNums  before line 23.

makeWordPatterns .py
24. retu rn'.'join(wordPattern)

After thefor loopon line 19is finishedlooping thewordPattern  list will contain all the
strings of the complete word pattef@urword patterns havegriods separating the integess,

that we could tell the diffence betweefi 1 . 1 2 0 aTogut fhesd perbds in between each
of the strings in thavordPattern  list, line 24callsthejoin()  method orthe string.'

This will evaluate to a string such'8sl.2.2.3.3.4' . The completelybuilt string that

join()  returns willbe the return value gfetWordPattern()

TheWord Patternt N2 3 NdaiM(X2 &unction

makeWordPatterns .py
27. def main():
28. allPatterns = {}

The value stored iallPatterns is what we will write to thevordPatterns.pyile. It is a
dictionary whose &ys are strings of word patterns (suct0ak.2.3.0.4.5' or
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'0.1.1.2' ) and thek e yvaluiesarea list of strings of English words that match that pattern.
Forexampleh er e 6 s o mwluegadirs that will ekdeuy mllPatterns

'0.1.0.2.3.1.4" [ DEDUCER', 'DEDUCES', 'GIGABIT', 'RARITAN'

But at the beginning of thmain() function on line 28, thallPatterns variable will start
off as a blank dictionary value.

makeWordPatterns .py

30. f o = open('dictionary.txt’)
31. wordList = f o.read().sp lit(" \n)
32. f o.close()

Lines 30to 32read in the contents of the dictionary fitko wordList . Chapter 11 covered

these filerelatedfunctions in more detailine 30 opens thalictionary.txtfile in fireading mo d e
and returns a file objectine31c al | s t h ereafl() |method Wwhick returéss string of

all text from this file The rest of line 3%plits it up whenever there iS @ newline charactegnd
returnsa list of strings: one stig per line in the fileThis list value returneddm split() is

stored in thevordList  variable. At this point we are done reading the filejrs® 34calls the

fil e oldsg)e crethal

ThewordList variablewill contain a list of tens of thousands of strirgisice the
dictionary.txtfile has oneEnglish word per line of text, each string in therd List variable
will be one English word.

makeWordPatterns .py

34. for word in wordList:
35. # Get the pattern for each string in wordList.
36. pattern = getWordPattern(word)

Thefor loop on line 34will iterate overeach string in thevordList  list and store it in the
word variable.Theword variable is passed the getWordPattern() function which
returns a word patterstringfor the string invord . The word pattern string is starén a variable
namedpattern

makeWordPatterns .py
38. if pattern not in allPatterns:
39. allPatterns[pattern] = [word]
40. else:
41. allPatterns[pattern].append(word)
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There must be a value for thattern  key firstbefore we can appenaord to
allPatterns[pattern] , otherwisethis would cause an error. Swst line 38 will check if
the pattern is not already atiPatterns . If pattern  is nota keyin allPatterns yet,
line 39creats a list withword in it to storein allPatterns[pattern]

If the pattern already is alPatterns , we do not have to create the lishe 41 will just
append the word to the ligaluethat is already there.

By the time thdor loop that started on line&finishes, thaallPatterns dictionary will
contain thevord pattern of eacknglishword that was inwordList ~ as its keys. Each of these
keys has a value that is a list of the wdits produce the word pattei¥ith our data organized
this way,givenaword pattern we can easily loalp all theEnglishwords that produce that
particular pattern.

makeWordPatterns .py
43. # This is code that writes code. The wordPatterns.py file contains
44. # one very, very large assignment statement.
45, f o = open(‘wordPatterns.py', 'w')
46. f o.write(‘allPatterns =)
47. f o.write(pprint.pformat(allPatterns))
48. f o.close()
Now that we have this vetgrgedictionary inallPatterns , Wwe want to save it to a file on the

hard drive.The last part of thenain() function will create dile calledwordPatterns.pyvhich
will just have onéhugeassignment statement in it.

Line 45 creates a new file by passitite 'wordPatterns.py' stringfor the filename and
'w to indicate that this flithereisaredddfilelwihthepened
name'wordPatterns.py' , openingt in write mode will cause thigle to be deleted to make

way for the new file we are creating.

Line 46 starts the file off witHallPatterns =" , Which is the first part ofie assignment
statement. Lind7 finishes it by writing a prettified veien of allPatterns to the file.Line
48 closes the file since we are done writing to it.

makeWordPatterns .py
51. if_name__=='_main__"
52. main()
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Lines 8L and 2 call themain() function if this progranwas run by itself (to create the
wordPattern.pyfile) rather than imported by another program that wants to use its
getWordPattern () function.

Hacking the Simple Substitution Cipher

The hacking program uses the abstract conceftsa patterns andficipherletter mappings

But dondét worry, in our Python program Aword p
fici pherl etter mappi ngso arThe preeiqus secsonexpaidedwi t h d
what word patterns are and how to generate finem a string. Cipherletter mappings are used in

the hacking program to keep track of the possible letters that each of the 26 cipherletters could

decrypt toGo ahead and type in the source code fosthmleSubHacker.pgyrogram.

Source Code of the SingSubstitution Hacking Program

Source code for simpleSubHacker.py
# Simple Substitution Cipher Hacker
# http://inventwithpython.com/hacking (BSD Licensed)

import os, re, copy, pprint, pyperclip, simpleSubCipher, makeWordPatterns
if not os.path.exists('wordPatterns.py"):

makeWordPatterns.main() # create the wordPatterns.py file
import wordPatterns

© NGk WDNPRE

N
©

LETTERS ="'ABCDEFGHIJKLMNOPQRSTUVWXYZ'
nonLettersOrSpa  cePattern = re.compile('[*A -2\ s])

e e
w N e

def main():

14. message = 'Sy | nIx sr pyyacao | ylwj eiswi upar lulsxrj isr
SXrjsxwijr, ia esmm rwctjsxsza sj wmpramh, Ixo txmarr jia agsoaxwa sr
pgaceiamnsxu, ia esmm caytra jp famsaqa sj. Sy, px jia pjiac ilxo, ia sr

pyyacao rpnajisxu eiswi lyypcor | calrpx ypc Iwjsxu sx lwwpcolxwa jp isr
sxrjsxwjr, ia esmm lwwabj sj agax px jia rmsuijarj agsoaxwa. Jia pcsusx py
nhjir sr agbmlisxao sx jisr elh. - Facjclxo Ctrramm'

15.

16. # Determine the possible valid ciphertext translations.

17. print(H  acking...")

18. letterMapping = hackSimpleSub(message)

19.

20. # Display the results to the user.

21. print('Mapping:")

22. pprint.pprint(letterMapping)

23. print()

24. print('Original ciphertext:")
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25. print(message)

26. print()

27. print('Copying hacked message to clipboard:")

28. hackedMessage = decryptWith Cipherl etterMapping(message, letterMapping)
29. pyperclip.copy(hackedMessage)

30. print(hackedMessage)

31.

32.

33. def getBlankCipherl etterMapping  ():

34. # Returns a dictionary value that is a blank cipherletter mapping.
35. return {A ], 'B:[],'C: [I, ' D: [I, 'E: [, 'F: [, 'G" [,

‘HeO1 0,90, KL L O ML N L 'O L P
0,'Q 0RO CSEDCTEO OO, CVED WL X,

A IVARI)
36.
37.
38. def addLettersToMapping(letterMapping, cipherword , candidate):
39. # The letterMapping parameter is a " cipher lette r mapping" dictionary
40. # value that the return value of this function starts as a copy of
41. # The cipherword parameter is a string value of the ciphertext word.
42. # The candidate parameter is a possible English word that the
43. # cipherword could decrypt to.
44.
45. # This function adds the letters of the candidate as potential
46. # decryption letters for the cipherletters in the cipherletter
47. # mapping.
48.
49. letterMapping = copy.deepcopy(letterMapping)
50. for i in range(len (cipherword )):
51. if candidateli] not in letterMapping[ cipherword  [i]]:
52. letterMapping[ cipherword [i]].append(candidateli])
53. return letterMapping
54.
55.
56. def intersectMappings(mapA, mapB):
57. # To intersect tw 0 maps, create a blank map, and th en add only the
58. # potential decryption letters if they exist in BOTH maps.
59. intersectedMapping = getBlankCipherletterMapping 0
60. for letter in LETTERS:
61.
62. # An empty list means "any letter is possible”. In this case just
63. # copy the other map entirely.
64. if mapA[letter] == []:
65. intersectedMapping|[letter] = copy. deep copy(mapBletter])
66. elif mapBiletter] == []:

67. intersec  tedMapping][letter] = copy. deep copy(mapA[letter])
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68.
69.
70.
71.
72.
73.
74.
75.
76.
77.
78.
79.
80.
81.
82.
83.
84.
85.
86.
87.
88.
89.
90.
91.
92.
93.
94.
95.
96.
97.
98.
99.
100.
101.
102.
103.
104.
105.

else:
# If a letter in mapA[letter] exists in mapBletter], add
# that letter to intersectedMapping][letter].
for mappedLetter in mapA[letter]:
if mappedLetter in mapBJletter]:
intersectedMapping|[letter].append(mappedLetter)

return intersectedMapping

def removeSolvedLettersFromMapping(letterMapping):

# Cipher le tters in the mapping that map to only one letter are
# "solved" and can be removed from the other letters.
# For example, if 'A' maps to potential letters ['M', 'N'], and 'B"’
# maps to ['N'], then we know that 'B' must map to 'N' , SO we can
# remove 'N' from the list of what 'A" could map to. So ‘A’ then maps
# to ['M']. Note that now that ‘A" maps to only one letter, we can
# remove 'M' from the list of letters for every other
# letter. (Thisi s why there is a loop that keeps reducing the map.)
letterMapping = copy.deepcopy(letterMapping)
loopAgain = True
while loopAgain:
# First assume that we will not loop again:
loopAgain = False

# solvedLetters will be a list of uppercase letters that have one
# and only one possible mapping in letterMapping
solvedLetters = []
for cipher letterin LETTERS:
if len(letterMapping[ cipher | etter]) == 1:
solvedLetters.append(letterMapping][ cipher letter][0])

# If a letter is solved, than it cannot possibly be a potential
# decryption letter for a different ciphertext letter, so we
# should remove it from those other lists.
for cipher letterin LETTERS:
for s in solvedLetters:
if len(letterMapping[ cipher letter]) =1 and s in

letterMapping| cipher letter]:

106.
107.
108.
109.
110.
111.
112.

let terMapping[ cipher letter].remove(s)
if len(letterMapping[ cipher letter]) == 1:
# A new letter is now solved, so loop again.
loopAgain = True
return letterMapping

Email questions to the author: al@inventwithpython.com




Chapter 18 Hacking the Simple Substtion Cipher 265

113. def hackSimpleSub(message):

114.
115.

intersectedMap = getBlankCipherletterMapping()
cipherwordList = nonLettersOrSpacePattern.sub(",

message .upper() ). split()

116.
117.
118.
119.
120.
121.
122.
123.
124.
125.
126.
127.
128.
129.
130.
131.
132.
133.
134.
135.
136.
137.
138.
139.
140.
141.
142.
143.
144.
145.
146.
147.
148.
149.
150.
151.
152.
153.
154.
155.
156.

if _name__=='_main__"

for cipherword in cipherwordList
# Get a new cipherl etter mapping for each ciphertext word.
newMap = getBlankCipherletterMapping()

wordPattern = makeWordPatterns.getWordPattern( cipherword )
if wordPattern not in wordPatterns.allPatterns:
continue  # This word was not in our dictionary, so continue.

# Add the letters of each candidate to the mapping.
for candidate in wordPatterns.allPatterns[wordPattern]:
newMap = addLettersToMapping(newMap, cipherword , candidate)

# Intersect the new map ping with the existing intersected map ping .
intersectedMap = intersectMappings( intersectedMap  , newMap)

# Remove any solved letters from the other lists.
return  removeSolvedLettersFromMapping( intersectedMap )

def decryptWithCipherletterMapping(ciphertext, letterMapping):

# Return a string of the ciphertext decrypted with the letter mapping,
# with any ambiguous decrypted letters repla cedwitha n _ underscore.

# First create a simple sub key from the letterMapping mapping.
key = ['x'] * len(LETTERS)
for cipher letterin LETTERS:

if len(letterMapping[ cipher letter]) == 1:
#If  there's only one letter, add it to the key.
keylndex = LETTERS.find(letterMapping|[ cipher letter][0])
key[keylndex] = cipher letter

else:
ciphertext = ciphertext.replace( cipher letter.lower(), '’ )
ciphertext = ciphertext.replace( cipher letter.upper(), '_")

key = ".join(key)

# With the key we've created, decrypt the ciphertext
return simpleSubCipher.decryptMessage(key, ciphertext)

main()
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Hacking the Simple Substitution Cipher (in Theory)

Hacking the simple substitution cipher is pretty easy. The five steps are:

1. Find the word pattern for each cipherword in the ciphertext.

2. Find the list ofEnglish word candidates that each cipherword could decrypt to.

3. Create oneipherletter mapping for each cipherwards i ng t he litofpher wor d 6
candidates(A cipherletter mapping is just a dictionary value.)

4. Intersect eacbf theciphetetter mappings into a gyie intersected cipherletter mapping.

5. Remove any solved letters from timéersectedtipherletter mapping.

The more cipher words that are in the ciphertext, the more cipherletter mappings we have that can
be intersected. The more cipherletter mappingswegsect together, the fewer the number of
potential decryption letters there will be for each cipher letter. This mearnbheaHanger the

ciphertext message, the more likely we are to hack and decrypt it

Explore the Hacking Functions with the Interagti Shell

Webve already described the steps used to hack
word patterns. Before we learn how the code in these functionswork et 6 s use t he in
shell to calthemand see what values they return depieg on what arguments we pass them.

Here is theexamplewe will hack: OLQIHXIRCKGNZ PLQRZKBZB MPBKSSIPLC

ThegetBlankCipherletterMapping (O function returns &iphetetter mappingA
cipherletter mapping is just a dictionary with 26 keys of uppercase sigle-letter strings and
values of listsof singleletter uppercase strings like 'A' or 'Q'. We will store this blank
ciphetetter mapping in a variable namietterMappingl . Try typing the following into the
interactive shell:

>>> |etterMappingl = simpleSu bHacker. getBlankCipherletterMapping 0
>>> |etterMappingl

{A:-[],'C:[,'B=[I,'E" 00,'D: 0, 'G" 0, '"F: 0, 1" [, 'H"

0,'K:0,'9:0,'M: 0, 'L 0,'0 [0, 'N= [0, 'Q: [0, 'P: [,

'StORED, VS, TEOD W, A I AR 1 A G | A4

[0

>>>

Let ds start hack ObQIHXIRGKENAZ. First sve willmeéeg tb get theavord ,
pattern for this cipherword by calling theakeWordPattern mo dul e 6 s
getWordPattern() function. Try typing the following int¢éhe interactive shell:

>>> import makeWordPatterns
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>>> wordPat = makeWordPatterns.getWordPattern(OLQIHXIRCKGNZ')
>>> wordPat

0.1.2.3.4.5.3.6.7.8.9.10.11

>>>

To figure out which English words in the dictionary have the word pattern
0.1.2.3.4.5.3.6.7.8.90111 (that isto figure outthe candidateof the cipherword
OLQIHXIRCKGNZ) we will import thewordPatterns  module and look up this pattern. Try
typing the following into the interactive shell:

>>> import wordPatterns
>>> candidates = wordPatterns.allPat terns['0.1.2.3.4.5.3.6.7.8.9.10.11
>>> candidates

[UNCOMFORTABLE', 'UNCOMFORTABLY"]
>>>

There are twdenglishwords that OLQIHXIRCKGNZ could decrypt (that is, only two English
words that have the same word pattern that OLQIHXIRCKGNZ dafdEOMFORTABLE and

UNCOMFORTABLY. (ltodos also possible that the ci

exist in our dictionary, but we will just
ciphetetter mapping that has the cipherletters in OLQIHXIRENZ map to letters in
UNCOMFORTABLE and UNCOMFORTABLY as potential decryption lettdrisat is, O maps
to U, L maps to N, Q maps to C, and so on. Z will map to two different letters: E and Y.

We can do this with thaddLettersToMapping() function. We willneed to pass it our
(currently blank)ciphetetter mapping ifetterMappingl , the stringOLQIHXIRCKGNZ' ,
and the stringJNCOMFORTABLE(which is the first string in theandidates  list). Try
typing the following into the interactive shell:

>>> letterMapp  ingl = simpleSubHacker.addLettersToMapping(letterMapping1,
'OLQIHXIRCKGNZ', candidates[0])

>>> |etterMappingl

{A:[],'C:[T1 'B:[,'E:[],'D: [, 'G: [B], 'F: [, 1"

[OF, 'H: [MT, 'K ['AT, '3 [], 'M" [1, 'L [N, 'O" U1 ,'N"
[L1,'Q:[CT, 'P:[,'S [I,'R: [RT,'U: [, T [, W: [,

Ve, Y, X [FL 2 ET

>>>

From theletterMappingl value, you can see that the letters in OLQIHXIRCKGNZ map to
the letters in UNCOMFORTABLEQO' mapstd ' U] ,'L' mapstd" N] ,'Q" maps to
[[ C] ,andsoon.

have
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But since the letters in OLQIHXIRCKGNZ cousdsopossiby decrypt to UNCOMFORTABLY,
we also need to add UNCOMFORTABLY to tbiphetetter mapping. Try typing the following
into the interactive shell:

>>> |etterMappingl = simpleSubHacker.addLettersToMapping(letterMapping1l,
'OLQIHXIRCKGNZ', candidates[1])

>>> |etterMappingl

{A:],'C:[T1, 'B:[,'E:[],'D: [, 'G: [B], 'F: [, 1"

[0, 'H: [M], 'K": [AT], '3 [], 'M*": 0, 'L [N 1,'0" [U7], 'N":

[L],'Q:[CY], P:[,'S [, R: R, 'U: [, T [, W [,

VLY DL X TR, 2 TE YT

>>>

Youdl | noti ce t ha tletterMappingiu ¢ hrhetcigherlettehnsappmn@ia |

letterMappingl1 now ha'Z" maptobotiE' and’Y' .That 6s because t he

OLQIHXIRCKGNZ (that is, UNCOMFORTABLE and UNCOMFORTABLY) are very similar
to each otheandaddLettersToMapping() only adds the letter to the list if the letter is not
already there. This iwhy'O" mapstd'U] instead of'U’, 'U1

n

We now have aipherlettermapping for the first of the three cipherwords. We need to get a new

mapping for the second cipherwoRI,QRZKBZB. Call

getBlankCipherletterMapping () and store the returnetictionaryvaluein a variable
namedetterMapping2 . Get the word pattern f(#LQRZKBZB and use it to look up all the
candidates invordPatterns.allPatterns . This is done byyping the following into the

interactive shell:

>>> |etterMapping2 = simpleSubHacker. getBlan kCipherletterMapping 0
>>> wordPat = makeWordPatterns.getWordPattern('PLQRZKBZB")

>>> candidates = wordPatterns.allPatterns[wordPat]

>>> candidates

[CONVERSES', 'INCREASES', 'PORTENDED', 'UNIVERSES']

>>>

Instead of typing ouour calls toaddLettersToMap ping() for each of these four candidate
words, we can write for loop that will go through the list icandidates  and call
addLettersToMapping() each time.

>>> for candidate in candidates:
. letterMapping2 = simpleSubHacker.addLettersToMapping(letterM apping2,
'PLQRZKBZB', candidate )

>>> |etterMapping2
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{A:[,'Cc:[l,'B:['S,'D],'E"[I,'D:[I,'G" [, 'F: [, 'I"
0, 'H: [0, 'K R, 'AY, 'NT, '3 [, ‘M [], 'L ['O", 'N1, 'O": [I,

‘N[, 'Q: [N, 'C, 'R, I, 'P: [C P U, 'S DL R
(V'R T 'O Ts 0, wWe L ve 0, Ys 1, X L 2

[ET}

>>>

This finishes theiphetetter mapping for our second cipherword. Now we need to get the
intersection of theiphetetter mappings ite tterMappingl  andletterMapping2 by
passing them tmtersectMappings() . Try typing the following into the interactive shell:

>>> intersectedMapping = simpleSubHacker.intersectMappings(letterMappingl,

letterMapping?2)
>>> intersectedMapping
{A N, 'C: T T1,'B" ['S,'DY, 'E" [, 'D" [I, 'G" [B', 'F": [,

1% [O7, 'H: [MT, 'K [A], '3 [], 'M: [], 'L [N, 'O" ['UT],
'‘N:[L1'Q:[CT, 'P:[C, T, 'P, U, 'S [, 'R [R], 'U":

0,7 0owWe QL ven, s, X [F1, 2" [ET}
>>>

The intersected mappingjisst a ciphetetter mappingThe listof potential decryption letterfer
any cipherletter in the intersected mapping will only be the potential decryption tb&evgere
i n the ci prhbethléetterMapeingd s anhdiettetMapping2

For example, this is whintersectedMapping 0s | i sz kéydsijusttEh e:
becausdetterMappingl had['E', 'Yl butletterMapping2 had[E'l . The
intersection ofE', 'Y] and['E'l isjustthe potentialecryption letters that exist both
mappings{'E']

There is an exception. éine of the mapping lists wasblank thenall of the potential decryption
letters inthe othermappingareput into the intersected mappinthis is because in our program a
blank map represents any possible lettar be used since nothing is known about the mapping.

Then we do all these steps for the third cipherwbtdBKSSIPLC Try typing the following into
the interactive shell:

>>> |etterMapping3 = simpleSubHacker. getBlan kCipherletterMapping 0
>>> wordPat = makeWordPatterns.getWordPattern(MPBKSSIPLC")

>>> candidates = wordPatterns.allPatterns[wordPat]

>>> candidates

[ADMITTEDLY", 'DISAPPOINT']

>>> for i in range(len(candidates)):
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. letterMapping3 = simpleSubHacker.ad dLettersToMapping(letterMapping3,
'MPBKSSIPLC', candidates]i])

>>> |etterMapping3

{A:]],'C: Y, 'T], 'B:[M,'ST,'E"[I,'D: [, 'G" I, 'F: [

1" [E', 'O, 'H: [], 'K [1','A], 'J: ], 'M": A, 'D], 'L" ['L',

‘N1, 'O" 0,'N:[1,'Q: [, 'P:[D, "1, 'S [T, 'P], 'R,
USTL TS0 WS DLV YS DXL 2 0

We intersectetterMapping3 with intersectedMapping . Thisalso ends up indirectly
intersectindetterMapping3 with letterMappin g1 andletterMapping2 , since
intersectedMapping is currently the intersection tdtterMappingl and

letterMapping?2 . Try typing the following into the interactive shell:

>>> intersectedMapping = simpleSubHacker.intersectMappings(intersectedMapping,
letterMa  pping3)

>>> intersectedMapping

{A:[],'C:[T],'B ['ST,'E: [, 'D" [, 'G: [B, 'F: [I, 'I"

[O17, 'H": [M], 'K ['A], "I [], 'M" ['A", 'D], 'L": [N'], 'O":

[UT,'N:[L], 'Q:[CT, "P:[I,'S [T, 'PL,'R:[R]," U
0, 0owen, ve D, Yy, X: ['Fl, 2 [ET
>>>

We can now pass the intersected cipherletter mapping to
decryptWithCipherl etterMapping() to decrypt the ciphertext. Try typing the
following into the interactive shell:

>>> simpleSubH acker.decryptWith Cipherl etterMapping('OLQIHXIRCKGNZ PLQRZKBZB
MPBKSSIPLC', intersectedMapping)

UNCOMFORTABLE INCREASES _ISA__OINT

>>>

The intersected mapping is not yet complete. Notice how the intersected mapping has a solution
for the cipherletteK, beause the ke)K' 6 s  wvtaaallist with just one string in ifA’]

Because we know that the K cipherletters will decrypt to A, no other cipherletter can possibly
decrypt to A.

In the intersected mappintdye cipherletter M maps {A', 'D] . This meanshat judging
from the candidates for the cipherwords in our encrypted message, the cipherletter M could
decryptto A or D.

Email questions to the author: al@inventwithpython.com



Chapter 18 Hacking the Simple Substtion Cipher 271

But since we know K decrypts to A, we can remove A from the list of potential decryption letters
for cipherletter M. This shorterbke list down to jusfD'] . Because this new list only has one

string in it, wedbve also solved the cipherlett
TheremoveSolvedLettersFromMapping() function takes aiphetetter mapping and
removes these solved potential decryption letters fromtheat ci pherl ettt ersd | i s

following into the interactive shell:

>>> |etterMapping = removeSolvedLettersFromMapping(letterMapping)
>>> intersectedMapping
{A:[],'C:[T], 'B:[S],'E:[],'D:[],'G" [B1,'F: I, 'I"
[O1, 'H ['M'] K:[AT,J: [0, 'M
" [DY1, 'L [N, 'O" [U], 'N: [L], 'Q" ['CY, 'P: 17, 'S"
[P, R:[R], UL T W I,
VL YL X [R 2 TET
>>>

Now when we pass the intersected mappinderyptWith  Cipherl etterMapping() , it
gives us the full solution. Try typing the following into the interactive shell:

>>> simpleSubHacker.decryptWith Cipherl etterMapping('OLQIHXIRCKGNZ PLQRZKBZB
MPBKSSIPLC', intersectedMapping)

UNCOMFORTABLE INCREASES DISAPPOINT

>>>

The ciphertexDLQIHXIRCKGNZ PLQRZKBZB MPBKSSIPLCdecrypts to the message,
AUncomfortable increases disappointo.

This is a rather short ciphertext to hack. Normally the encrypted messages we hack will be much
longer.(Messages as short as our example uggathnot be hacked with our word pattern
method.)We 6 | | h a v eiphetaiter mappireg foeeach cipherword in these longer
messages and then intersect them all together, which is exactly whatk&mpleSub()

function does.

Now that we know thedsicst eps and what each function does,
functions work.

How the Program Works

simpleSubHacker .py
1. # Simple Substitution Cipher Hacker
2. # http:/linventwithpython.com/hacking (BSD Licensed)
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The comments at the top the source code explain wiae program is.

Import All the Things

simpleSubHacker .py
4. import os, re, copy, pprint, pyperclip, simpleSubCipher, makeWordPatterns

Our simple substitution hacking program imports eight different modules, more thathany o
programso far.By reusing the code in these modulasr hacking program becomes much
shorter and easier to write.

There module isamodulenve havenédét seen before. This is the
lets our code do sophisticated string ipatation. Regular expressions are explained in the next
section.

simpleSubHacker .py
6. if not os.path.exists(‘wordPatterns.py'):
7. makeWordPatterns.main() # create the wordPatterns.py file
8. import wordPatterns

The simple substitution ciphafso needs theordPatterns  module. The .py file for this

module is created when theakeWordPatterns.py ~ program is run. But
makeWordPatterns.pyight not have been run before our hacking program has. In this case, our
hacking program chés if this file xistsonline6 and i f it doesndét, the
makeWordPatterns.main() function is called.

Remember, thenain() function is the function that is run in our programs when they are run as
programs (rather than just imported withiaaport statement.) When we impodé¢he
makeWordPatterns  module on linet, themain() function inmakeWordPatterns.pyas

not run. Sincenain() is the function that creates thrdPatterns.pyile, we will call
makeWordPatterns.main() if wordPatterns.pyloes not yet exist.

Either way, bythe time the program execution reaches line 8whrelPatterns  module will
exist and can be imported.

A Brief Intro to Regular Expressioasd the sub() Regex Method

simpleSubHacker .py
10. LETTERS ='ABCDEFGHIJKLMNOPQRSTUVWXYZ'
11. nonLettersOrSpacePat tern = re.compile('[*A -2\ s])

Email questions to the author: al@inventwithpython.com



Chapter 18 Hacking the Simple Substiion Cipher 273

The simple substitution hacking program will haveEA TERSglobal variable like many of our
previous cipher programs.

There.compile() function is new. This function compiléthat is, creates) new regular
expression pattarobject, orfregexobjecd or fipatternobject for short. Regular expressioas
strings that define a specific pattern that matches certain strings. Regular expessibms
many special things with strings tteae beyond the scope of this book, ypor can learn about

The string[*A - Za-z\'s]' is aregular expressighat matches any character that is not a
letterfromAtoZor a A withataces (e.gacpade, tab, or newline charactéhe

pattern object hassub() method( s hor t f o rthatfiverks besytsimitatdiee 0 )
replace()  string method. The first argumetatsub() is the string that replaces any instances
of the pattern in the second string argument. Try typing the following into the interstotiNe

>>> pat = re.compile('["A -2\s])

>>> pat.sub(‘abc’, 'ALL! NON! LETTERS? AND123 NOMNSPACES. REPLACED)
'‘ALLabc NON abc LETTERSabc ANDabcabcabc NONSPACESabc REPLACED'

>>> pat.sub(", 'ALL! NON! LETTERS? ANDL23 NOMNSPACES. REPLACED)
'ALL NON LETTERS AND NOMNSPACES RER.ACED'

>>>

There are many sophisticated string manipulations you can perform if you learn more about
regular expressions, but we will only use them in this book to remove characters from a string
that are not uppercase letters or spaces.

TheHadkingt NP 3 NdaiM(X2 &unction

simpleSubHacker .py
13. def main():
14. message = 'Sy | nix sr pyyacao | ylwj eiswi upar lulsxrj isr
SXIjSXwjr, ia esmm rwctjsxsza sj wmpramh, Ixo txmarr jia aqgsoaxwa sr
pgaceiamnsxu, ia esmm caytra jp famsaga sj. Sy, p X jia pjiac ilxo, ia sr
pyyacao rpnajisxu eiswi lyypcor | calrpx ypc lwjsxu sx lwwpcolxwa jp isr
sxrjsxwjr, ia esmm lwwabj sj agax px jia rmsuijarj agsoaxwa. Jia pcsusx py

nhjir sr agbmisxao sx jisr elh. - FacjcIxo Ctrramm’
15.
16. # Determine the po ssible valid ciphertext translations.
17. print('Hacking...")
18. letterMapping = hackSimpleSub(message)

Like all our previous hacking programs, tm@in() function will store the ciphertext to be
hacked in a variable nametessage . We will pasghis variable to thihackSimpleSub()
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function. However, unlike our previous hacking programs, the hacking function will not return a
string of the decrypted message ume if it was unable to decrypt it).

Instead hackSimpleSub()  will return a ciphetetter mappingspecifically, an intersected
cipherletter mapping that had the solved letters removed, like the kind we made in our interactive
shell exercise)This returned cipherletter mapping will be passed to

decry ptWith Cipherl etterMapping() to decrypt tle ciphertext irmessage.

Partially Hacking the Cipher

simpleSubHacker .py
20. # Display the results to the user.
21. print('Mapping:")
22. pprint.pprint(letterMapping)
23. print()

Since theciphetetter mapping stored iletterMapping is a dictionary, we can use the
pprint.pprint() Aipretty printd function to display
like this:

{A:TE],

T B, WP,
“[R1,

g
KW,
:[B, P,
"B, Q. XY P, W,
T[B K P WYX Y
" [HT,

T

it

“[Al

tIL,

1 [M],
D1,
101,
TV,
[S],

[,

[ul,

1G],

1

1 [CY,
“[NT,

><§<Zc'—]u§25fd'@o'z‘§'l—:7§€—'iciﬁrﬁo:o'm
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Y: o [F],
Z:(2])

In the above example, the cipletters A, C, 1, J,L, M, N, O, P, Q,R, S, T, U, X, Y, and Z all
have one and only orpotentialdecryption letterThese cipher letters have been solvidtke
decryptWith  Cipherl etterMapping() function,explained laterwill print underscores
for any cipherléers that have not been solved (thatis, B, D, E, F, G, H, K, and V.)

simpleSubHacker .py

24. print(‘Original ciphertext:")
25. print(message)
26. print()

First the original encrypteshessage is displayed on the screen spithgrammercan compare it
to the decryption.

simpleSubHacker .py
27. print('Copying hacked message to clipboard:')
28. hackedMessage = decryptWith  Cipherl etterMapping(  message, letterMapping)
29. pyper clip.copy(hackedMessage)
30. print(hackedMessage)

Next the decrypted message is returned frondéoeyptWithCipherl etterMapping()
function on line 3. This hacked message pied to the clipboard on lin@Zandprinted to the
screen on line@

Next |, |l etds | ook at allmainhe functions that

BlankCipherktter Mappings

simpleSubHacker .py

33. def getBlankCipherletterMapping 0:
34. # Returns a dictionary value that is a blank cipherletter mapping.
35. return {'A": [], 'B" 0.'c:0,'D:0,E D R0 G L

H: O 0,90 0, 'K 0, 'L 0, ‘™M [0, NS 1, 'Ot [, P
1,'Q: 0, R, 'S [, T 0,V 0, VD, WL X,
Y[, 'Z" 1}

—

Our program will need a cipherlettmapping for each cipherword in the ciphertext, so we will
create thegetBlankCipherletterMapping () function which can return a neWank
mapping when called.

ar

e
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Adding Letters to &ipherletter Mapping

simpleSubHacker .py
38. def addLettersToMapping(lette rMapping, cipherword , candidate):

TheaddLettersToMapping() function attempts to make sure that every letter in the
candidate can be mapped to a letter in the cipherword. It checks over each tettelidiate
and adds its corresponding lettecipherwo rd to letterMapping if it wasn't already
there.

For example, ifPUPPY" is our candidate word for thlGHHU' cipherword, the
addLettersToMapping() functionwill changdetterMapping so that the kedH' has
'P' added to its list of potential decryptioritegs. Then the function will change the k&y so
that its list hasl' appended to it.

If the letter is already in the list of potential decryption lettersatidi ettersToMapping()

will not add a letter to the listWe can skip adding®' to the'H' key the next two times since
it 6s al r e d&idally, thedfunationdvil change the kdy' so that it hasy' in its list
of potential decryption letters.

The code in this function assumes tleaitcipherword) is the same den(candidate)

simpleSu bHacker .py
49. letterMapping = copy.deepcopy(letterMapping)

To avoid changing the original dictionary value passed foletie r Mapping parameter, line
49 will copy the dictionary ifdetterMapping and make this copy the new value in
letterMapping . (We have to do this becausetterMapping  was passed a copy of a
dictionary reference value, i nstead of a
section in Qiapter 1dor an explaation of references

simpleSubHacker .py
50. foriinr ange(len( cipherword )):

Line 50 will iterate over each index in the stringdipherword . We need the index (which is
stored in the variable) because the potential decryption letter to be added will be
candidatel[i] for the cipherlettecipherword i

simp leSubHacker .py
51. if candidatel[i] not in letterMapping[ cipherword  [i]]:
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52. letterMapping|[ cipherword [i]].append(candidateli])

Theif statement on linB1 checkshat the potential decryption letter is not already in the list of
potertial decryption letters for the cipherletter. This prevents the list of potential decryption
letters in the cipherletter mapping from having duplicate letterskoitexample, we never want
the list to be a value likgJ', ‘U]

Line 52 adds the new pgiential decryption letter (that isandidate]i] ) to the list of potential
decryption letters in the cipherletter mapping (thaeiserMapping[ cipherword [i]] ).

simpleSubHacker .py
53. return letterMapping

After looping through all the indexes @ pherword , the additions to the cipherletter mapping
are complete and the dictionaryl@tterMapping is returned.

Intersecting Two Letter Mappings

simpleSubHacker .py

56. def intersectMappings(mapA, mapB):

57. # To intersect two maps, create a blank map, and th  en add only the

58. # potential decryption letters if they exist in BOTH maps.

59. intersectedMapping = getBlankCipherletterMapping 0

60. for letter in LETTERS:
TheintersectMappings() function will return a new cipherlettenappng that is a
intersection of the two cipherletter mappings passed fand@AandmapBparameters. Lin&9
creates a new cipherletter mapping by calietBlankCipherletterMapping () and
storing the returned value in tirgersectedMapping variable.

Thefor loop will loop through each of the uppercase letteitheLETTERSconstant variable,
and thdetter  variable can be used for the keys of i@ AandmapBdictionaries

simpleSubHacker .py

62. # An empty list means "any letter is possible". In this case just
63. # copy the other map entirely.

64. if mapA[letter] == [J:

65. intersectedMapping|[letter] = copy. deep copy(mapBletter])

66. elif mapBiletter] == []:

67. intersectedMapping|letter] = copy. deep copy(mapA[letter])
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If the list of potential decryption letters for a cipherletter in a cipherletter mapping is blank, this
means that this cipherletter could potentially decryiripletter. In this case, the intersected

cipherletter mapping wijust be a copy of thethermappi ngds |1 i st of potent.
Thatis,ifmap6s | i st of potential decryption |l etters
listtobeacopyomapBd s | i mapB sOd iisft i s Dbtlearnske c ttehce nmaspepi n g
tobeacopyofmap6os | i st .

(I'f both mappings 0 65willsimpBy copemae® & | in&kn k tlhiesit | i me
intersected mapping. This is the behavior we want: if both lists are blank then the intersected
mapping will lave a blank list.)

simpleSubHacker .py
68. else:
69. # If a letter in mapA[letter] exists in mapB|letter], add
70. # that letter to intersectedMapping|letter].
71. for mappedLetter in mapA[letter]:
72. if mappedLetter in mapBJletter]:
73. intersectedMapping(letter].append(mappedLetter)

Theelse block handles the case where neitimaipAnor mapBare blank. In this case, livd
loops through the uppercase letter stringdh@list atmapA[letter] . Line 72 checks if this
uppercase letter imapA[letter] also exists in the list of uppercase letter strings in
mapBletter] . If it does, then lin&3 will add thiscommon letter to the list of potential
decryption letters dhter sectedMapping|[letter]

simpleSubHacker .py
75. return intersectedMapping

Once thdor loop that started on ling0 has finished, the cipherletter mapping in
intersectedMapping will only have the potential decryption letters that exist in the lists of
potential decryption letters of bothapAandmapB Thiscompletelyintersected cipherlette
mapping is returned on lirkb.

Removing Saled Letters from the Letter Mapping

simpleSubHacker .py
78. def removeSolvedLettersFromMapping(letterMapping):

79. # Cipher letters in the mapping that map to only one letter are

80. # "solved" and can be removed from the other letters.

81. # For example, if 'A' maps to potential letters ['M', 'N'], and 'B'
82. # maps to ['N'], then we know that 'B' mu st map to 'N', so we can
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83. # remove 'N' from the list of what 'A' could map to. So ‘A’ then maps
84. # to ['M']. Note that now that ‘A" maps to only one letter, we can
85. # remove 'M' from the list of potential letters for every other
86. # key . (This is why there is a loop that keeps reducing the map.)
87. letterMapping = copy.deepcopy(letterMapping)
88. loopAgain = True
TheremoveSolvedLettersFromMapping() function searches for any cipherletters in the

letterMapping paraméer which have one and only one potential decryption letter. These
cipherletters are considered solved: the cipherletter must decrypt to that one potential decryption
letter. This means that any other cipletters that havehis solvedetter can have thdetter

removed from their lists of potential decryption ledter

This could cause a chain reaction, because whemniygotential decryption letter is removed
from otherlists of potential decryption letterg could result in a new solved cipherletter that
case, the program will loop anéniorm the solved letter remdvaver the whole cipherletter
mapping again.

The cipherletter mapping letterMappings copied on liné7 so that changes made to it in the
function do not affect the dictionarylue outside the function. Lir@8 createdoopAgain ,
whichis a variable thatolds a Boolean value thiagls us if the codéound a new solved letter
andneeds to loop agaiim that casehiteloopAgain variable is set tdrue on line88so that
the progam execution wilenter thewvhile loop on line 89

simpleSubHacker .py

89. while loopAgain:
90. # First assume that we will not loop again:
91. loopAgain = False

At the vey beginning of the loop, lin@1 will setloopAgain to False . The code assumes that
this will be tte last iteration through line 89%/hile loop. TheloopAgain variable is only set
to True if we find a new solved cipherletter during this iteration.

simpleSubHacker .py

93. # solvedLetters will be a list of u ppercase letters that have one
94. # and only one possible mapping in letterMapping

95. solvedLetters =[]

96. for cipher letterin LETTERS:

97. if len(letterMapping[ cipher letter]) == 1:

98. solvedLet ters.append(letterMapping[ cipher letter][0])
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The next part of the code creates a list of cipherletters that have exagiigtental decryption
letter. We will put these cipherletter strings in a list that soivedLetters . The
solvedLetters variable sarts off as a blank list on line 95

Thefor loop on line96 goes through all 26 possible cipherletters and looks at the cipherletter
mappingos | i st of rspoothaeciphdettar!(That s,chtisyipati on | et t e
letterMapping[cipherletter 1)

If the length of this list id (which is checked on [in®7), then we know that there is ontyie
letter that the cipherletter could decryp and thecipherletter is solved. We will add the letter
(thepotential decryption lettenot the cipherlegr) to thesolvedLetters list on line 98 The
solvedletterwill always beat letterMapping[cipherletter][0] because
letterMapping]cipherletter] is alist of potential decryption letters that only has one
string value in it aindex0 of the list

simpleSu bHacker .py
100. # If a letter is solved, than it cannot possibly be a potential
101. # decryption letter for a different ciphertext letter, so we
102. # should remove it from those other lists.
103. for cipher letterin LETT ERS:
104. for s in solvedLetters:
105. if len(letterMapping[ cipher letter]) =1 and sin
letterMapping[ cipher letter]:
106. letterMapping| cipher letter].remove(s)

After the previoudor loop that started on l&06 has finished, theolvedLetters variable

will be a list ofall the letters that arsolveddecryptions of a cipherletter. Thar loop on line

103loops t hrough al l 26 possible cipherletters ani
potential deryption letters.

For each cipherletter that is examined, the lettesslivedLetters are looped through on
line 104to check ifeach of thenexist in the list of potential decryption lettéos
letterMapping]cipherletter] . Line 105 checksfi a list of ptential decryption letters is
not solved (that is, ien(letterMapping|[cipherletter]) |= 1 ) and the solved
letter exists in the list of potential decryption lettdfshis conditionis Tr ue, then the solved
letterin s is removed from the list of potgal decryption letters on line0B.

simpleSubHacker .py

107. if len(letterMapping| cipher letter]) == 1:
108. # A new letter is now solved, so loop again.
109. loopAgain = True
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If by chancethis removal caused the list of potential decryption letters to now only have one
letter in it, then théoopAgain variable is set tdrue on line 109 so that the code will check
for this new solved letter in the cipherletter mapping on the next iteration

simpleSubHacker .py

110. return letterMapping

After the code in lin@9 while loop has gone through a full iteration withdadpAgain
being set tdrue , the program execution goes past the loop and returns the cipherletter mapping
stored inletter  Mapping .

Hacking the Simple Substitution Cipher

simpleSubHacker .py
113. def hackSimpleSub(message):
114. intersectedMap = getBlankCipherletterMapping 0

Now t hat we @atBlankCipheretteeidppingl) e :

addLettersToMapping() , intersectMappings( ), and
removeSolvedLettersFromMapping() functions that can manipulate the cipherletter
mapping we pass them, we can use them all together to hack a simple substitution message.

Remember the stefiom our interactive shell exercier hacking a simple $stitution cipher
message: for each cipherwogdet al |l t he candi dates based on tl
add these candidates to a cipherletter mapping. Then take the cipherletter mapping for each

cipherword and intersect them together.

Theinte rsectedMap variable will hold the intersected cipherletter mapping of each
cipherwordbs cipherl et t emack8impbkeSub g funchon,itt he begi
will start as a blank cipherletter mapping.

simpleSubHacker .py
115. cipherwordList =non LettersOrSpacePattern.sub(",
message .upper() ).split()

Thesub() regex method will substitute (that is, replace) any aetwwes of the string pattern in
the second argumefmessage .upper() ) with the first argumenta blank string) Regular
expressions ahthesub() method were expined earlier in this chapter.

On line 115, theregexobject innonLettersOrSpacePattern matches any string that is not
a letter or whitespace charactéhesub() method will return a string that is tiheessage
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variable with dlnon-letter andhonspace characters replaced by a blank string. This effectively
returns a string that has all punctuation and number characters removedessage .

This string then has theoper() method called on it to return an uppercase versiaheof
string, and that string has thplit() method called on it to return the individual words in the
string in a list. To see what each part of lii® tloes, type the following into the interactive
shell:

>>> import re

>>> nonLettersOrSpacePattern = re.c ompile([*A  -2\s])

>>> message = 'Hello, this is my 1st test message.'

>>> message = honlLettersOrSpacePattern.sub(", message .upper() )
>>> message

'HELLO THIS IS MY ST TEST MESSAGE'

>>> cipherwordList = message.split()
>>> cipherwordList
[HELLO', 'THIS', '1S', 'MY', 'ST', 'TEST', 'MESSAGE]

After line 115 executes, theipherwordList variable will contain a list of uppercase strings
of the individual words that were previouslyritessage .

simpleSubHacker .py

116. for cipherword in cipherwordList
117. # Get a new cipherletter mapping for each ciphertext word.
118. newMap = getBlankCipherletterMapping()

Thefor loop on line 16 will assign each string ithe message list to thecipherword
variable. Inside this loop we will getthe ciphetw d 6 s candi dat es, add t he
cipherletter mapping, and then intersect this mapping inigiisectedMap

First, line 118will get a new, blank cipherletter mapping from
getBlankCipherletterMapping() and store it in theewMapvariable.

simpleSu bHacker .py
120. wordPattern = makeWordPatterns.getWordPattern( cipherword )
121. if wordPattern not in wordPatterns.allPatterns:
122. continue  # This word was not in our dictionary, so continue.

To find the candidates for the cent cipherword, we cajetWordPattern() in the
makeWordPatterns  module on line 20. If the word patterof the cipherwordioes not exist
in the keys of thevordPatterns.allPatterns dictionary, then whatever the cipherword
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decrypts to does not exist inradictionary file. In that case thentinue  statement on line2R2
will skip back to line 16, to the next cipherword in the list.

simpleSubHacker .py
124. # Add the letters of each candidate to the mapping.
125. for candidate in wordPatter ns.allPatterns[wordPattern]:
126. newMap = addLettersToMapping(newMap, cipherword , candidate)
On line 25, we know the word pattern existswiordPatterns.allPatterns . Thevalues

in theallPatterns dictionaryare lists of strings of the Engliwords with the pattern in
wordPattern . Since it is a list, we can usda loop to iterate over this list. The variable
candidate  will be set to each of these English word strings on each iteration of the loop.

The only line insidé i n e fol 206pdisthe call toaddLettersToMapping() on line 6.
We will use this to update the cipherletter mappingewMapwith the letters in each of the
candidates.

simpleSubHacker .py
128. # Intersect the new mapping with the existing intersected mapping.
129. intersectedMap = intersectMappings( intersectedMap  , newMap)

Once all of the letters in the candidates are added to the cipherletter mappadMap, line
129 will intersecnewMapwith intersectedMap , and make the return value the new value of
intersectedMap

At this point the program execution jumps back to the beginning ddthdoop on line 16to

run the code on the next cipherwandhecipherwordList list.

simpleSubHacker .py
131. # Remove any solved letters from the other lists.
132. return  removeSolvedLettersFromMapping( intersectedMap )

Once we have the final intersected cipherletter mapping, we can remove any solved letters from it
by passing it tstemoveSolvedLettersFromMapping () . The cipherletter mapping that is
returned fronthe function will be the return value fhackSimpleSubstitution()

Creating a Key from a Letter Mapping

simpleSubHacker .py
135. def decryptWithCipherletterMapping(ciphertext, letterMapping):
136. # Return a string of the ciphertext decrypted with th e letter mapping,
137. # with any ambiguous decrypted letters replaced with a n _ underscore.
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138.

139. # First create a simple sub key from the letterMapping mapping.

140. key = ['x] * len(LETTERS)

Since thesimpleSubstitutionCipher.decryptMe ssage() function only decrypts

with keysinstead of letter mappisgwe need thdecryptWith  Cipherl etterMapping()
function to convert a letter mapping into a string key.

The simple substitution keys are strings of 26 characters. The character & indle& key
string is the substitution for A, the character at intléx the substitution for B, and so on.

Since the letter mapping might only have solutions for some of the letters, we will start out with a
key of ['x’, X', X', X', X', X', "X, ‘X', X', X, X, X

X, X, XXX X, X X X X, X X X

'X'] . This list is created on link40by using list replication to replicate the Ij5t] 26

times. Sincd ETTERSIs a string of the letters of the alphablef(LETTERS ) evaluates to

26. When the multiplication operator is used on a list and integer, it does list replication.

We donét 'k a wecarnuse anydogvercase letligne reason we need to use a

| owercase |l etter i s be clesimmdesubstitutbrckeysThaway a fdApl ac
simpleSubCipher.pworks, sincdLETTERSonly contains uppercase letters, any lowercase letters

in the key will not be used to decrypt a message.

The 26item list inkey will be joined together into a 26haracter stringt the end ofhe
decryptWith  Cipherl etterMapping() function.

simpleSubHacker .py
141. for cipher letterin LETTERS:
142. if len(letterMapping[ cipher letter]) == 1:
143. # If there's only one letter, add it to the key.
144. keylndex = LETTERS.find(letterMapping|[ cipher letter][0])
145. key[keylndex] = cipher letter

Thefor loop on linel41will let us go through each of the letterd BT TERSfor the
cipherletter variable and if thecipherletter is solve@hat is,
letterMapping]cipherletter] has only one letter in it) then we can replan&’ in
the key with the letter

So on line 44 letterMapping[cipherletter][0] is the decryption letter, and
keylndex isthe index of the decryption letter iETTERS(which is eturned from the
find() call). This index in the key list is set to the decryption laiteline 145
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simpleSubHacker .py

146. else:
147. ciphertext = ciphertext.replace( cipher letter.lower(), '_")
148. ciphertext = cipherte xt.replace( cipher letter.upper(), ")

Or else, fithe cipherletter does not have a solution, then we want to replace everywhere that
cipherletter appears in the ciphertext with an underscore so the user can tell which characters
were unsolved. Line4l7 hardles replacing the lowercase formagpher letter  with an
underscore and line48 handles replacing the uppercase forreipher letter  with an
underscore.

simpleSubHacker .py
149. key = ".join(key)
150.
151. # With the key we've created, decrypt the ciphertext
152. return simpleSubCipher.decryptMessage(key, ciphertext)

When we have finally replaced all the parts in the ligteip with the solved letters, we convert
the list of strings into ainglestring with thejoin()  methodto create aimple substitution key.
This string ipasedto thedecryptMessage() function in oursimpleSubCipher.pgrogram.

The decrypted message string returned fdeeryptMessage() is then returned from
decr yptWith Cipherl etterMapping() on line 152

simpleSubHacke r.py
155. if _name__==' main__"
156. main()

That completes all the functions our hacking program needs. L%t 56 just call the
main() function to run the program gimpleSubHacker.@g being run directly, instead of
being imported as module by another Python program.

[ 2dzf Ry QU 2S Wdzad 9y ONRLII GKS { LJ
Yes. Our hacking approach only works if the spaces were not encrypted. You can modify the

simple substitution cipher from the previous chapter to encrypt spaces, numbers, anatipanct

characters as well as letters, and it would make your encrypted message o rolst

impossible) to hackdowever, since the spaces will probably be the most common symbol in the
ciphertextyou canwrite a program to replacebick to spacesnd then hack the ciphertext as

normal.So encrypting the space characters wouldbffer much more protection
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Summary

Whew! This hacking program was fairly complicatddhe cipherletter mapping is the main tool

for modeling the possible letters that leagphertext letter can decrypt to. By adding letters

(based on the candidates for each cipherword) to the mapping, and then intersecting mappings
and removing solved letters from other lists of potential decryption letters, we can narrow down
the number bpossible keys. Instead of trying 403291,461,126,605,635584,000000 possible

keys we can use some sophisticated Python code to figure out exactly what most (if not all) of the
original simple substitution key was.

The main strength of the simple stibution cipher is the large number of possible keys. But the

downfall is that it is easy enough to compare the cipherwords to words in a dictionary file to

slowly figure out which cipherletters decrypt to which lettd@rfre next chapter o6s ci
more powerfulFor several hundred yeaiswas considered impossible to brelks a

fipolyalphabetio substitution cipher called the Vigéne cipher.
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CHarTER 19

THEVIGENERECIPHER

Topics Covered In This Chapter:
I Subkeys

il beli eved t henavenownnhdt cont i

the benefits to our security and freedom of widely
available cryptography far, far outweigh the
inevitable damage that comes from its use by
criminals and terrorists... | believed, and continue
to believe, that the arguments against widely
available cryptography, while certainly advanced
by people of good will, did not hold up against the
cold light of reason and were inconsistent with the
most basic American val

Matt Blaze, AT&T Labs, September 2001
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Le (hiffre Indéchiffrable
TheVigenéec i pher

i s

a

stronger

c i p hhere aratdoanany t h e

possible keys tbruteforce, even with English detectiott cannot be broken with theord
pattern attack that worked on the simple substitution ciptheaspossiblyfir st described in
1553by Italian cryptographeGiovan Battista Bellas@hough it has been reinvented many times,
including by Blaise d&/igenér@. It is thought to lve remained unbroken until Charles Babbage
considered to be the father of computerske itinthe 1¥c ent ur y .
F r e n dndecipherable Gighér e

indéchiffrable® |,

lletchiffnea s

Figure 191. Blaise de Vigenére

April 5, 1523 1596

December 26, 179410ctober 18, 1871

Figure 192. Charles Babbage

adz OALX S ovig&@eKey A Y

TheVigenérecipher is similar to th€aesar cipherexcept with multiple keys. Because it uses

G§KS

more than one set of substitutit is also called polyalphabetic substitution cipher

Remember that théaesar ciphenad a key from 0 to 253-or theVigenerecipher, instead of
using a numeric key, we will use a letter key. The letter A will be used for key 0. The letter B will
be wsed for key 1, and so on upZdor the key 25.

0|1/23|4|5/6|7|8]9|10| 11| 12
A|B|C|DH E|F|G|H JI K| L | M
13]14115/16]17]18|19|20|21[22|23|24|25
NIOIPIQIR|IS|TJUJV W |X]Y|Z
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The key in a Vigeére cipher is a series of letters, such as a single English Waiisingle

word key will be split into multiple subkeys.If we use &/igenérek ey of A PI ZZA0, t he
first sulkey isP, the secondulkey is I, the third and fourtbulkeys are botZ and the fifth

sulkey is A. We will use the firssubkey to encrypt the first letter of the plaintext, and the second

subkey to encrypt the second letter, and so on. When we tet sixth letter of the plaintext, we

will go back to using thérst subkey.

The Vigenére cipher is the same as using multiple Caesar ciphers in the same message.

Figure 193. Multiple Caesar ciphers combine to make the Végeripher

1st 2nd 3rd 4th 5th
Subkey Subkey Subkey Subkey Subkey

The following $iows which subkey will encrypthich letters it h e me Gosnman sense is
not so commow. wi tVigendrek e y , API ZZAO.

. COMMONSENSEISNOTSOCOMMON
| PIZZAPIZZAPIZZAPIZZAPIZZ

To encrypt the first C with the subkey P, encrypt it with@aesar cipheausing numeric key 15
(15 isthenumber for the letter P) which creates the ciphertexrid so onDo this for each of
the letters of the plaintext. The following table shows this process:
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Table 191. Numbers of the letters before and after encryption.

Plaintext Subkey Ciphertext
Letter Letter

C (2 P15 Y R(17)
0O (14) I (8) Y W(22)
M (12) Z(25 Y L(@11)
M (12) Z(25 Y L(11)
0O (14) A (0) Y 0(@14)
N (13) P(5) Y C(2
S (18) I (8) Y A(0)
E (4) Z(25) Y D(3)
N (13) Z(25) Y M(12)
S (18) A (0) Y S(18)
E (4) P15 Y T(@19)
1(8) 1(8) Y Q(16)
S (18) Z(25) Y R(@17)
N (13) Z(25 Y M(@12
0O (14) A (0) Y 0(14)
T (19) P(15) Y 1(8)

S (18) I (8) Y A(0)
0O (14) Z(25) Y N(13)
C (2 Z(25) Y B(Q1)
O (14) A (0) Y 0(14)
M(@2) P@5) Y B(1)
M (12) I (8) Y U(20)
O (14) Z(25) Y N(13)
N (13) Z(25) Y M(@12)

So using th&/igenérec i p h er  wiPtZBAO (whiahis knade up Bthe subkey45, 8, 25,
25,0)t h e p | Gomman serse is fiot socommon. b e c o me s tRwHocadingidrer t e x t
moi an bobunna

The more letters irhe Vigenérekey, the stronger the encrypted message will be agabrsta

force att ack. HIZZAO cihso i ac ep didgenerfgiey, decduserit ordy has five

letters. A key with only five letters hd4,881,37§ossible combinations. (265 =26 x 26 x 26

x 26 x 26 =11,881,37p Eleven million keys is far too many for a human to try out, but a

computer could try them all in a few hours. It would first try to decrypt the message with the key
AAAAAAO and check i f 't heengrlessuhl.t iTnhge nd e ctr ycpotuil odn t
then AAAAACO, unt il it got to API ZZAO.
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The good news is that for every additional letter the key has, the number of possible keys
multiplies by 26. Once there are quadrillions of possible keys, it would take a comgarety
break.Table 192 shows how many possible keys there are for each length:

Table 192. Number of possible keys based on Vagerkey length.

Key Length Equation Possible Keys
1 26 =26
2 26 x 26 =676
3 676% 26 =17,576
4 17,576x% 26 = 456,976
5 456,976x 26 =11,881,376
6 11,881,376« 26 = 308,915,776
7 308,915,776 26 =8,031,810,176
8 8,031,810,176& 26 =208,827,064,576
9 208,827,064,578 26 =5,429,503,678,976
10 5,429,503,678,978 26 =141167,095653376
11 141,167,095653376 x 26 =3,670344,486987,776
12 3,670344,486987,776 % 26 =95,428956661,682176
13 95,428956661,682176 % 26 =2,481,152873203736576
14 2,481,152,873,203,736,5%26 = 64,509974,703297,150976

Once we get to keys that are twebremoreletters long, then it becomes impossible for most
consumer laptapto crackin a reasonable amount of time.

AVigenérek ey does not haPRIZAd .0 Ibte caarnwolred dnykec dimbi n:
s u ¢ hDURISVKNMFICKO . I n fact, itotuse ia sorchthatcchn bdfeundirethe n o t

di cti onar RADIOLOGEST®o ril®letfar key that is easier to remember than
ADURIWKNMFICK 0 even though they have the same number of letters. But a cryptanalyst

might anticipate that the cryptographer is béary by using a Englishword for theVigenére

key. There ar85,428,956,661,682,1 fbssible 1detter keys, but there are only abd800 12

letter words irour dictionaryfile. If you are using a tter English word, it would be easier to

bruteforce that ciphertext than it would e bruteforce the ciphertext frona 3-letter random

key.

Of course, the cryptographer is helped by the fact that the cryptanalyst does not know how many
letters long th&/igenerekey is. But the cryptanalyst could tri} &-letter keys, the all 2-letter
keys, and so on.

Source Code d¥igenereCipherProgram

Open a new file editor window by clicking &ile 3 New Window. Type in the following code
into the file editor, and then save it\agenereCipher.pyPres$=5 to run the program. Note that



292 httpY/inventwithpython.com/hacking

first you will need to download thgyperclip.pymodule and place this file in the same directory

Source code for vigenereCipher.py

# Vigenere Cipher (Polyalphabetic Substitution Cipher)
# http://inventwithpython.com/hacking (BSD Licensed)

import pyperclip
LETTERS ='ABCDEFGHIJKLMNOPQRSTUVWXYZ'

def main():
# This text can be copy/pasted from http :/linvpy.com/vigenereCipher.py
10. myMessage = ""Alan Mathison Turing was a British mathematician,
logician, cryptanalyst, and computer scientist. He was highly influential in
the development of computer science, providing a formalisation of the conce pts
of "algorithm" and "computation” with the Turing machine. Turing is widely
considered to be the father of computer science and artificial intelligence.
During World War II, Turing worked for the Government Code and Cypher School
(GCCS) at Bletchley Par k, Britain's codebreaking centre. For a time he was head
of Hut 8, the section responsible for German naval cryptanalysis. He devised a
number of techniques for breaking German ciphers, including the method of the

©oNoOAWDNPRE

bombe, an electromechanical machine that c ould find settings for the Enigma

machine. After the war he worked at the National Physical Laboratory, where he

created one of the first designs for a stored - program computer, the ACE. In

1948 Turing joined Max Newman's Computing Laboratory at Manchester University,

where he assisted in the development of the Manchester computers and became
interested in mathematical biology. He wrote a paper on the chemical basis of
morphogenesis, and predicted oscillating chemical reactions such as the

Belousov - Zhabotins ky reaction, which were first observed in the 1960s. Turing's
homosexuality resulted in a criminal prosecution in 1952, when homosexual acts
were still illegal in the United Kingdom. He accepted treatment with female

hormones (chemical castration) as an al ternative to prison. Turing died in
1954, just over two weeks before his 42nd birthday, from cyanide poisoning. An
inquest determined that his death was suicide; his mother and some others

believed his death was accidental. On 10 September 2009, following an Internet
campaign, British Prime Minister Gordon Brown made an official public apology

on behalf of the British government for "the appalling way he was treated." As

of May 2012 a private member's bill was before the House of Lords which would

grant Tur ing a statutory pardon if enacted.""

11. mykey = 'ASIMOV'

12. myMde = "encrypt’ # set to 'encrypt' or 'decrypt’

13.

14. if  myMde =="encrypt"

15. translated = encryptMessage( mykey, m yMessage)
16. elif m yMode == 'decrypt"
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17.
18.
19.
20.
21.
22.
23.
24,
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44,
45,
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
58.
59.
60.
61.
62.

translated = decryptMessage( mykey, m yMessage)

print('%sed message:' % (m yMode.title()))
print(translated)

pyperclip.copy(translated)

print()

print('The message has been copied to the clipboard.")

def encryptMessage(key, message):

return translateMessage(key, message, 'encrypt’)

def decryptMessage(key, message):

return translateMessage(key, message, 'decrypt’)

def translateMessage(key, message, mode)

translated =[] # stores the encrypted/decrypted message string

keylndex = 0
key = key.upper()

for symbol in message: # loop through each character in message
num = LETTERS.find(symbol.upper())
if num I= -1: # -1 means symbol.upper() was not found in LETTERS
if mode == "encrypt"
num += LETTERS.find(key[keyIndex]) # add if encrypting
elif mode == 'decrypt"
num - = LETTE RS.find(key[keyIndex]) # subtract if decrypting
num %= len(LETTERS) # handle the potential wrap - around

# add the encrypted/decrypted symbol to the end of translated.
if symbol.isupper():
translated.append(LETTERS[num])
elif symbol.islower():
translated.append(LETTERS[num].lower())

keylndex += 1 # move to the next letter in the key
if keylndex == len(key):
keylndex = 0
else:
# The symbol was not in LETTERS, so add it to translated as is.
translated.append(symbol)




294 httpY/inventwithpython.com/hacking

63. return ".join(translated)

64.

65.

66. # If vigenereCipher.py is run (i nstead of imported as a module) call
67. # the main() function.

68. if_name__=='_main__"

69. main()

Sample Run of the Vigenere Cipher Program

Encrypted message:

Adiz Avtzgeci Tmzubb wsa m Pmilgev halpgavtakuoi, Ilgouqdaf, kdmktsvmztsl, izr
xoexghz r kkusitaaf. Vz wsa twbhdg ubalmmzhdad gz hce vmhsgohugbo ox kaakulmd
gxiwvos, krgdurdny i rcmmstugvtawz ca tzm ocicwxfg jf "stscmilpy” oid

...skipped for brevity...

uiydviyv, Nfdtaat Dmiem Ywiikbqf Bojlab Wrgez avdw iz cafakuog pmjxwx ahwxcby
gvnscadn at ohw Jdwoikp scgejvysit xwd "hce sxboglavs kvy zm ion tjimmhzd." Sa
at Haq 2012 i bfdvsbq azmtmd'g widt ion bwnafz tzm Tcpsw wr Zjrva ivdcz eaigd

yzmbo Tmzubb a kbmhptgzk dvrvwz wa efiohzd.

The message has been copied to the clipboard.

How the ProgramWorks

vigenereCipher  .py
# Vigenere Cipher (Polyalphabetic Substitution Cipher)
# http://inventwithpython.com/hacking (BSD Licensed)

import pyperclip

R o

LETTERS ="'ABCDEFGHIJKLMNOPQRSTUVWXYZ'

The beginning of the program has the uswahments to describe the programjraport
statement for thpyperclip  module, and creates a variable call&I TERSwith a string of
every uppercase letter.

vigenereCipher  .py

8. def main():
9. # This text can be copy/pasted from http://invpy.com/ vigenereCipher.py
10. myMessage = """Alan Mathison Turing was a British mathematician,

...skipped for brevity...
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grant Turing a statutory pardon if enacted."

11. myKey ='ASIMOV'

12. myMode = 'encrypt' # set to 'encrypt’ or ‘'decryp t
13.

14. if myMode =="encrypt"

15. translated = encryptMessage( myKey, myMessage)
16. elif  myMode == 'decrypt"

17. translated = decryptMessage( myKey, myMessage)
18.

19. print('%sed message:' % ( myModetitle()))

20. pri nt(translated)

21. pyperclip.copy(translated)

22. print()

23. print(‘'The message has been copied to the clipboard.")

Themain() function for the Vigegre cipher is exactly like the otherain() functions in this

book: there are variables foressage , key , andmode. The user setthese variablesn lines

10, 11, and 1Before running the program. The encrypted or decrypted message (depending on
whatnmyMode is set to) is stored in a variable nantethslated so that it can be printed to

the screerfon line 20) and copied to the clipboard (on line 21).

The code that does the actual encryption and decryptionranislateMessage() , Which is
explained later.

vigenereCipher  .py
26. def encryptMessage(key, message):

27. return translateMessage(key , message, 'encrypt’)
28.

29.

30. def decryptMessage(key, message):

31. return translateMessage(key, message, 'decrypt’)

Since the encryption and decryption use much of the same code as the other, we put them both in
translateMessage() . TheencryptMe ssage() anddecryptMessage() functions

are wrapper function®r translateMessage() . (Wrapper functions were covered in

Chapter 17.)

vigenereCipher  .py
34. def translateMessage(key, message, mode):
35. translated =[] # stores the encrypted/decrypted m essage string
36.
37. keylndex = 0
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38. key = key.upper()

In thetranslateMessage() function, we will slowly build the encrypted (or decrypted)

string one character at a time. The listramslated will store these characters so that they

can be gined together once the string building is done. (The reason we use a list instead of just
appending the char act e rBsildingdtrirys isRythdnwith Listss e x p |l ai
section in Chapter 18.)

Remember, the Vigére cipher is just the @aar cipher exceplata different key is used
depending on the position of the letter in thessageThekeylndex variable keeps track of
which subkeyto use. Th&eylndex variable starts off a8, be@use the letter used to encrypt
or decrypt the firstharacter of the message will be the oneegj0]

Our code assumes that the key has only uppercase I€tiermke sure the key is valid, line 38
sets the key to be the uppercase version of it.

vigenereCipher  .py
40. for symbol in message: #loopt hrough each character in message
41. num = LETTERS.find(symbol.upper())
42. if num != -1: # -1 means symbol.upper() was not found in LETTERS
43. if mode =="encrypt"
44, num += LETTERS.find(key[keyIndex]) # add if encrypting
45. elif mode == 'decrypt"
46. num - = LETTERS.find(key[keyIndex]) # subtract if decrypting
The rest of the code inanslateMessage() is similar to the Caesar cipher code. Ttre

loop on line 40 sets the charasténmessage to the variablessymbol on each iteration of the
loop. On line 41 we find the index of the uppercase version of this symbBIMNERS (This is
how we translate a letter into a number).

If numwas notset to- 1 on line 41, then the uppercasarsion ofsymbol was found in
LETTERS(meaning thasymbol is a letter) Thekeylndex variable keeps track of which
subkey to use, and the subkey itself will always be \Wegikeylndex] evaluates to.

Of course, this is just a single letter string. Wedheet o f i nd t hi dETTERStber 6 s i n
convert the subkey into an integer. This integ
number on | ine 44 or subtracted (if decrypting

vigenereCipher  .py
48. num %= len(LETTERS) # handle the potential wrap - around
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In the Caesar cipher code, we checked if the new valnarofvas less thaf (in which case, we
addeden(LETTERS) to it) or if the new value aiumwaslen(LETTERS) or greater (in
which case, wsubtracteden(LETTERS) fromit). This handlst he fawmamdo cases.

However, there is a simpler way that handles both of these cases. If we mod the integer stored in
num bylen(LETTERS) , then this will do the exact same thing except in a single ficede.

For example, ihumwas- 8 we would want to ad@é (that is,len(LETTERS) ) to it to getl8.

Or if numwas31 we woud want to subtrac26 to get5. However- 8 % 26 evaluates td.8
and31 % 26 evaluates t&. The modular arithmetic on line 48 hargll® t h  fawroaum d 0
cases for us.

vigenereCipher  .py
50. # add the encrypted/decrypted symbol to the end of translated.
51. if symbol.isupper():
52. translated.append(LETTERS[num])
53. elif symbol.islowe r():
54. translated.append(LETTERS[num].lower())

The encrypted (or decrypted) character existEStTERS[num] . However, we want the
encrypted (or decryptsgnibdl6s har agt agrhbsicimamse e 6o
uppercase l&tr, the condition on line 51 will bErue and line 52 will append the character at
LETTERS[num] totranslated . (Remember, all the characters in LT TERSstring are

already uppercase.)

However, ifsymbol is a lowercase letter, than the condition on B8ewill be True instead and
line 54 will append the lowercase formldETTERS[num] to translated instead. This is
how we can get the encrypted (or decrypted) message to match the casing of the original
message.

vigenereCipher  .py

56. keylndex +=1 # move to the next letter in the key
57. if keylndex == len(key):
58. keylndex =0

Now that we have translated the symbol, we want to make sure that on the next iteration of the
for loop we use the next subkey. Line 56 eroentkeylndex by one.This way vhen the
next iteration usekey[keylndex] to get the subkey, it will bne indexto the next subkey.
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However, if we were on the last subkey in the key, Herindex would be equal to the length
of key.Line 57 checks fothis condition, and resekeyindex back to0 on line 58. That way
key[keylndex] will point back to the first subkey.

vigenereCipher  .py

59. else:
60. # The symbol was not in LETTERS, so add it to translated as is.
61. tran slated.append(symbol)

From the indentation you can tell that #lee statement on line 59 is paired with ihe
statement on line 42. The code on line 61 executes if the symbol was not found&T THeRS
string. This happens #ymbol is a number or putuation mark such @' or'?' . In this
case, line 61 will just append the symbol untranslated.

vigenereCipher  .py
63. return ".join(translated)

Now that we are done building the stringrianslated , we call thgoin()  method on the
blank string tgoin together all the strings tnanslated (with a blank in between them).

vigenereCipher  .py
66. # If vigenereCipher.py is run (instead of imported as a module) call
67. # the main() function.
68. if_name__=='_main__"
69. main()

Lines68and69 call themain() function if this program was run by itself, rather than imported
by another program that wants to useeitsryptMessage() anddecryptMessage()
functiors.

Summary

We are close to the end of the book, but notice how the Wigeipherisndt t hat much mor
complicated than the second cipher program in this book, the Caesar cipher. With just a few

changes, we can create a cipher that has exponentially many more possible keys than can be
bruteforced.

The Vigerere cipher is not vulnerable tbe dictionary word pattern attack that our Simple
Substitution hacker programusédsh e fii ndeci pherabl e ciphero kept
hundreds of years. The attack on the Vigercipher was not widely known until the early"20

century. But ofcourse, this cipher too eventually fell. In the next couple of chapters, we will learn

newil f r e g u e n ctgchnauresatb lyaskithe digene cipher.
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CHapr1er 20

FREQUENCYNALYSIS

Topics Covered In This Chapter:

9 Letter Frequency and ETAOIN

I Thesort() Met h &ey @rglreverse Keyword Arguments
1 Passing Functions as Values Instead of Calling Functions
1

Converting Dictionaries to Lists with thkeys() , values() ,items() Dictionary
Methods

The ineffable talent for finding patterns in chaos
cannot do its thing unleds®e immerses himself in
the chaos first. If they do contain patterns, he does
not see them just now, in any rational way. But
there may be some subrational part of his mind
that can go to work, now that the letters have
passed before his eyes and throughgencil, and
that may suddenly present him with a giftapped
clue-or even a full solutiona few weeks from
now while he is shaving or antentwiddling.

ACryptonomicono by Neal

Stept
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A coin has 2 sidesind when you flip a cojrabout half theiime it will come up heads and half of
the time it comes up tails. THieequency(that is, how often) that the coin flip ends up heads is
thesame as the frequency thagitds up tails: about odwlf or 50%

There are 26 letters in the English alphabetibh e y d o n 6 tan eg@alcamoufghe e a r
time in English text. 8me letters are used more often than others. For example, if you look at the
letters in this bookou will find that the letter&, T, A and O occur very frequently English

words. Bit the letters), X, Q, and Z are rarely found in English text. We can use this fact to help
crackVigenére-encrypted messages. This technique is called frequency analysis.

Here are the frequencies of the 26 lette@vierageEnglish text This graph is ampiled by
grabbing English text from books, newspapers, and other sources to count often each letter
appears

Figure 201. Letter frequency of normal English.

0.14
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0.1 —

0.08
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abcdefghijkIiImnopgrstuvwxyz

If we sort thesén order of greatest frequency to least, we find that E is the most frdgtient
followed by T, followed by A, and so on:
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Figure 2@2. Letter frequency of normal English, sorted.
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etaoinshrdlcumwfgyphbvk]jxgsz

The word AETAOI NO i s rthe sikraostdgquent fetyerbiie full listefme mb e
l etters ordered by frequend&KIIXQRZHDETAOI NSHRDLCU

Think about the transposition ciphéfessages encrypted with the transposition cipher coaliain

the original letters of the original English plaintextcept in a different order. But the frequency

of each letter in the ciphertext remains saene: E, T, and A should occur much more often than

Q and Z.Because they are the same letters, the frequencies of these letters in the ciphertext are
the same as the plaintext.

The Caesar and simple substitution ciphers have their letters replaced, lsanystill count the
frequency of the letter3he letters may be different but the frequencies are the Jdraee

should be letters that occilire most ofterin the ciphertext. These letters are good candidates for
beirng cipherletters fothe E, T, or Aletters. The letters in the ciphertext that occur least are more
likely to be X, Q, and Z.

This counting of letters and how frequently they appear in both plaintexts and ciphertexts is
calledfrequency analysis

Since the Vigeere cipher is essentially rtiiple Caesar cipher keys used in the same message,

we can use frequency analysis to hack each subkey one at a time based on the letter frequency of
the attempted decryptions. We candét wuse Engli s
will havebeen encrypted withnhut i pl e subkeys. But we dondt nee:
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the | etter frequency of each subkeybs decrypte
chapter.)

Matching Letter Frequencies

By fimatching theulatrt &mngfiiesdgowemwey cofuldegry sev
The one used in our hacking program will simply order the letters from most frequent to least

frequent. We will calculate what we will call in this bookraquency match scoréor this

ordering of fequenciesTo calculate the frequency match score for a strimgstore starts at 0

and each time one of the lett&sT, A, O, I, N appears among the six most frequent letbéthe

string we add a point to the score. And each time one of theslgtiét, J, X, Q, or Z appears

among the six least frequent lettefghe string we add a point to the scoméhe frequency match

score for a string will be an integer from 0 (meaning the letter frequency of the string is

completely unlike regular Englishs | et t er frequency) to 12 (meani
Englishés | etter frequency).

An Example of Calculating Frequency Match Score
For examp, look atthis ciphertextvhich was encrypted with a simple substitution cipher

0SSy | nl x sr pylwjeswiaupar lulsxryisr sxrjsxwijr, ia esmm

rwctjsxsza sj wmpramh, Ixo txmarr jia agsoaxwa sr pgaceiamnsxu, ia esmm caytra

jp famsaga sj. Sy, px jia pjiac ilxo, ia sr pyyacao rpnajisxu eiswi lyypcor |

calrpx ypc Iwjsxu sx lwwpcolxwa jp isr sxrjsxwijr, ia esmm lwwabj sj agax px jia
rmsuijarj agsoaxwa. Jia pcsusx py nhjir sr agbmlsxao sx jisr elh. - Facjclxo
Ctrrammoé

If we count the frequency of each letter and then arrange them by ortefrequency, we end
up with this orderingASRXJILPWMCYOUEQNTHBFZGK/D. That is, A is the most frequent
letter, S is the ™ most frequent letter, and so on down to the letter D, which appearashe le
frequently.

The six most frequent letters in this ordering are A, S, R, X, J, and |. Only two of thesdAetters
and )appear in the ETAOINet of lettersThe six least frequent letters in the orderingraré,

G, K, V, and D. Only three of these letters (Z, K, and V) appear in the VKIXQZ set of letters. So
the frequency orderingSRXJILPWMCYOUEQNTHBFZGKVD(which comesrom the above
ciphertext) has a frequency match score of 5.
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ASRXJI FZGKVD 45 matches

ETAOIN VKIXQZ
(Top 6) (Bottom 6)

Figure 263. How the frequency match score ASRXJILPWMCYOUEQNTHBFZSKaIEulated.

The above ciphertext was encrypted with a simple substitution cipher, which is why the
frequency matchscoe i snét very high. The |l etter frequer
wondt match regul ar Englishés |l etter frequenci

Another Example of Calculating Frequency Match Score
For another exampldook at this ciphertext which was encrypted with agpasition cipher:

0l rc ascwuiluhnviwuetnh,osgaa ice tipeeeee slnat|sfietagi
fnc isltn sn o a yrs sd onisli | erglei trhfmwfrogotn,| stcofiit.aea

wesn,Inc ee w,| elh eeehoer ros iol er snh nl oahsts ilasvih tvfeh rtira id

thatnie. imei -dimfi thszonsisehroe, aiehcdsanahiec gv gyedsB affcahiecesd d
lee onsdihsoc nin cethiTitx eRneahgin r e teom fbiotd n
ntacscwevhtdhnhpi wruo

The ordering of most to least frequent letters in the above ciphertext is:
EISNTHAOCLRFDGWVMUYBPZXQJK (That is, E is the most frequent letter, | th&rfost
frequent letter, and so on.)

Of the top and bottom six letters in this ordering,fthe letters E, IN, and T appear in ETAOIN
and the five letters Z, X, Q, J, and K appear in VKIXQZ. This give®tdering a frequency
match score of 9.

EISNTH PZXQJIK 4=9 matches

ETAOIN VKIXQZ
(Top 6) (Bottom 6)

Figure 264. How the frequency match score BISNTHAOCLRFDGWVMUYBPZEaléulated.
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The above ciphertext was encrypted with a transposition cipher, so it has all the same letters as
the original English plaitext (their order has just been switched around.) This is why the
frequency ordering has a much higher frequency match score.

Hacking Each Subkey

When hacking the Vigene cipher, we try to decrypt the letters for the first subkey with each of
the 26 possile letters and find out which decrypted ciphertext produces a letter frequency that
closest matches that of regular English. This is a good indication that we have found the correct
subkey.

We can do thisame thing for the second, third, fourth, anchfd§ubkey as wellSince we are
only doing 26 decryptions for each subkey individually, our computer only has to p&@otm
26 +26 +26 +26, or 156, decryptions. This is much easier than trying thl¢#B81,376
decryptions!

So, hacking the Vigame cipter sounds simple in theory. Just try all 26 possible subkeys for each
subkey in the key, and see which one produces decrypted text that has a letter frequency that
closest matchese letter frequency of English.

It turns out that there are a few more stdmn thisthough, but we can cover them when we
write the hacking program in the next chapter. For this chapter, we will write a module with
several helpful functions that perform frequency analysis. This module will have these functions:

1 ogetLetterCount () 1 This function will take a string parameter and return a dictionary
that has the count of how often each letter appears in the string.

1 getFrequencyOrder() T This function will take a string parameter and return a string of
the 26 letters ordered frormdse that appeanost frequently to least frequently in the string
parameter

1 englishFregMatchScore() T This function will take a string parameter and return an
integer from O to 12 of the stringds Il etter

TheCode for Matching LetteFrequencies

Type in the following code into the file editor, and then savefiteagAnalysispy. Pres$=5 to run
the program.

Source code for fregAnalysis.py
# Frequency Finder
# http://inventwithpython.com/hacking (BSD Licensed)

pwnNPE
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5.

6. # frequency taken from http://en.wikipedia.org/wiki/Letter_frequency

7. englishLetterFreq = {'E": 12.70, 'T" 9.06, 'A": 8.17,'0" 7.51, 'I":
6.97,'N": 6.75,'S" 6.33, 'H": 6.09, 'R": 5.99, 'D": 4.25, 'L". 4.03, 'C"

2.78,'U: 2.76, "M 2.41 W' 2.36, 'F' 2.23, 'G" 2.02, 'Y 1.97, 'P"
1.93,'B 1.29, 'V': 0.98, 'K": 0.77, 'J: 0.15, 'X": 0.15, 'Q": 0.10, 'Z"
0.07}

8. ETAOIN = 'ETAOINSHRDLCUMWFGYPBVKJIXQZ'
9. LETTERS ='ABCDEFGHIJKLMNOPQRSTUVWXYZ'

10.
11.
12.
13. def getlLette rCount(message):
14. # Returns a dictionary with keys of single letters and values of the
15. # count of how many times they appear in the message parameter.
16. letter Count= {A:0,'B:0,'C:0,'D:0,'E:0,'F:0,'G"0,
'H" 0, "' 0,'J:0,'K:0,'L:0,'M:0,'N:0,'0":0, 'P:0,'Q":0,
‘R 0,'S"0,T:0,'U:0,'V:0,'W:0,'X:0,'Y":0,'Z": 0}
17.
18. for letter in message .upper()
19. if letter in LETTERS:
20. letterCount[le tter] += 1
21.
22. return letterCount
23.
24.
25. def getltemAtindexZero (x):
26. return x[0 ]
27.
28.
29. def getFrequencyOrder(message):
30. # Returns a string of the alphabet letters arranged in order of most
31. # frequent  ly occurring in the message parameter.
32.
33. # first, get a dictionary of each letter and its frequency count
34. letterToFreq = getLetterCount(message)
35.
36. # second, make a dictionary of each frequency count to each letter(s)
37. # with that frequency
38. freqToLetter = {}
39. for letter in LETTERS:
40. if letterToFreq[letter] not in freqToLetter:
41. freqToLetter[letterToFreq[letter]] = [letter]
42. else:
43. freqToLetter[ letterToFreq[letter]].append(letter)

44.
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45.
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
58.
59.
60.
61.
62.
63.
64.
65.
66.
67.
68.
69.
70.
71.
72.
73.
74.
75.
76.
77.
78.
79.
80.
81.
82.
83.

# third, put each list of letters in reverse  "ETAOIN" order, and then
# convert itto a string
for freq in freqToLetter:
freqToLe tter[freq].sort(key=ETAOIN.find , reverse=Tru e)
freqToLetter[freq] = ".join(freqToLetter[freq])

# fourth, convert the freqToLetter dictionary to a list of tuple

# pairs (key, value), then sort them

fregPairs = list(freqToLetter.items())

freqPair s.sort(key=  getltemAtindexZero , reverse=True)

# fifth, now that the letters are ordered by frequency, extract all
# the letters for the final string
freqOrder =]
for fregPair in freqPairs:
freqOrder .a ppend( fregPair[1] )

return  ".join( freqOrder )

def englishFregMatch Score (message):

# Return the number of matches that the string in the message

# parameter has when its letter frequency is compared to Englis h
# letter frequency. A "match" is how many of its six most frequent

# and six least frequent letters is among the six most frequent and

# six least frequent letters for English.

freqOrder = getFrequencyOrder(message)

matchScore =0
# Find how many matches for the six most common letters there are.
for commonLetter in ETAOIN[:6]:
if commonLetter in freqOrder[:6]:
matchScore +=1
# Find how many matche s for the six least common letters there are.
for uncommonLetter in ETAOIN][ - 6]
if uncommonLetter in freqOrder]| -6
matchScore +=1

return  matchScore

How the Program Works

freqAnalysis

1. #Freq uency Finder
2. # http://inventwithpython.com/hacking (BSD Licensed)

3.

-Py
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# frequency taken from http://en.wikipedia.org/wiki/Letter_frequency
englishLetterFreq = {'E": 12.70, 'T": 9.06, 'A": 8.17, 'O": 7.51, 'I":
6.97,'N: 6.75,'S "1 6.33,'H" 6.09, 'R": 5.99, 'D" 4.25, 'L": 4.03, 'C".
2.78,'U" 2.76,'M" 2.41, 'W" 2.36, 'F": 2.23,'G" 2.02, 'Y": 1.97, 'P"
1.93,'B" 1.29, 'V 0.98, 'K 0.77, 'J" 0.15, 'X": 0.15, 'Q" 0.10, 'Z"

0.07}

4.
5.
6
7

TheenglishLetterFreq dictionary will contain strings of the letters of the alphabet as keys

and a float for their percentage frequency as the v@lbese values come from the Wikipedia

englishLetterFreq valuei sndét actually usedhebpeyorywuwr progr a

future reference in case you write a program that needs it.

¢CKS az2ad /2YY2y [SOUUGSNBZ a&a9¢!

fregAnalysis .py
8. ETAOIN = 'ETAOINSHRDLCUMWFGYPBVKJIXQZ'

We will createa variable nameBTAOIN on line8 which will have the 26 letters of the alphabet
in order of most frequent to least frequérie word ETAOIN is a handy way to remember the

six most common letters in Englishf course, thiorderingi s ndt al ways goi ng

could eaily find a book that hasset ofletter frequenciesvhere Z is used more often than Q, for
example Gadsby by Ernest Vicent Wright is a novel that never uses the leitehEEh gives it a
very odd set of letter frequenciddut in most cases, thHiETAOIN ordeo will be accurate.

fregAnalysis -py
9. LETTERS ='ABCDEFGHIJKLMNOPQRSTUVWXYZ'

Our module will also need a string of all the uppercase letters of the alphabet for a few different

functions, so we set tHeETTERSconstantzariable on line.

ThePr2 3 NJ g¥tleitersCount() Function

fregAnalysis .py
13. def getLetterCount(message):

14. # Returns a dictionary with keys of single letters and values of the
15. # count of how many times they appear in the message parameter.
16. letter Count= {A:0,'B:0,'C:0,'D:0,'E"0,'F:0,'G"0,

‘H:0,'°0,7J:0,'K:0,'L:0,'M:0,'N:0,'O": 0, 'P:0,'Q"0,
‘R 0,'S:0,'T:0,'U:0,'V:0,'W:0,'X:0,'Y:0,'Z" 0}

hLDb
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ThegetLetterCount() function returns a dimnary value where the keys aiagle

uppercase lettestrings, and the values are an integer showing how many times that letter occurs
in themessage parameterFor examplea certain string value for thmessage parametewith

135 AO6s, 3 bwilBcausegetlatterCoust(® o toreturn{'A: 135, 'B: 30,

'‘C: 74, 'D: 58, 'E: 196, 'F: 37, 'G: 39, 'H: 87, " 139, 'J: 2,

'K 8, 'L 62, 'M: 58, 'N: 122, 'O: 113, 'P: 36, 'Q: 2, 'R: 106,

'S 89, T 140, 'U: 37, 'V: 14, 'W 30, 'X: 3, 'Y: 21, 'Z: 1}

Line 16 starts thdetterCount variable with a dictionary that has all keys watiialue ofO.

fregAnalysis .py

18. for letter in message .upper()
19. if letter in LETTERS:
20. letterCount[letter] += 1

Thefo r loop on linel8 iterateshrough each character in the uppercase versiareséage .
On line19, if the character exists in th&TTERSSstring, we know it is an uppercase lettar.
that case line@will increment the value detterCount[letter]

fregA nalysis .py
22. return letterCount

After thefor loop on linel8 finishes, thdetterCount dictionary will have a count of how
often ech letter appeared imessage . This dictionary is returned fromgetLetterCount()

Thet NB I Njethe@AtindexZero () Function

fregAnalysis .py
25. def getltemAtindexZero (x):
26. return x[0 ]

ThegetltemAtindexZero() function is very simple: it is passed a tuple and returns the
items at index.. This function will be passed as tkey keyword argurant for thesort()
method. (The reason for thigll be explained later.)

Thet NB I NjetA&p@encyOrder() Function

fregAnalysis .py
29. def getFrequencyOrder(message):
30. # Returns a string of the alphabet letters arranged in order of most
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31. # frequently oc curring in the message parameter.
32.
33. # first, get a dictionary of each letter and its frequency count
34. letterToFreq = getLetterCount(message)
ThegetFrequencyOrder() function will return a string with the 26 uppercase letters of the

alphabet arranged in order of how frequently they appear imdssage parameterlf
message is readable English instead of random gibberisis, atring will most likely be similar
(if not identical to) the string ithe ETAOIN constant.

For example, ifthéd Al an Mat hi son Turing was a British ma
1 9 GigenereCipher.pprogramwas passed as a stringgetFrequencyOrder() , the

function would return the stringETIANORSHCLMDGFUPBWYVKXQB&cause E is the most

common letter in tht paragraph, followed by T, thénthenA, and so on.

This function is somewhat complicated, but it breaks down to five simple steps.

Thefir st stepof getFrequencyOrder() , line 34 ges a dictionary value of thietter
frequencycount fromgetLetterCount () for the string in thenessage parameter(The
getLetterCount() functionwas described previously.)

IftheA Al an Mat hi s owas Jasseds agri@gvalufoe tketmessage parameter,
then line34 would assigretterToFreq thedictionaryvalue,{'A": 135, 'C: 74,

‘B 30, 'E: 196, 'D: 58, 'G: 39, 'F: 37, 'l' 139, 'H: 87, K: 8,
‘J. 2, 'M: 58, 'L 62, 'O: 113, 'N: 122, 'Q: 2, 'P: 36, 'S: 89,
'R 106, 'U: 37, T 140, 'wW: 30, V. 14, 'Y. 21, 'X© 3, 'Z: 1}.

fregAnalysis .py
36. # second, make a dictionary of each frequency count to each letter(s)
37. # with that frequency
38. freqToLetter = {}
39. for letter in LETTERS:
40. if letterToFreq[letter] not infreqToLetter:
41. freqToLetter]l etterToFreq[letter]] = [letter]
42. else:
43. freqToLetter[letterToFreq[letter]].append(letter)
For the gcondstep ofgetFrequencyOrder() , While theletterToFreq dictionary has

keys of each of the 26 letters and values of their #equ countwhatwe needs a dictionary
value that maps the opposite: a dictionary where the keys are the frequency count and values are a
list of letters that appearabmany timesWhile theletterToFreq dictionary maps letter keys
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to frequency valueshefreqToLetter dictionary will map frequency keys to list of letter
values.

Line 38 creates a blank dictionary. Lidd loops over all the letters lETTERS Theif
statementonlindOc hec ks i f t h e(thdtis letieréaFr@dglettdér]lr e qu)e ncy
dready exists as a key freqToLetter . If not, then line 4 adds this key with a list of the
letter as the valuér else line 43 appends the lettéo the end bthe list that is already at
letterToFreq[letter]

If we continuetouse odir Al a n Miau rhii regaéngle value detterToFreq then
freqToLetter would end up looking like thigl: [Z1, 2: [J, '‘Ql, 3 ['X1,
135: ['A1, 8: [KT, 139: ['11, 140: ['TT, 14: ['V1], 21: 'Y, 30:
[B, 'WT, 36: [P], 37: [F, 'Ul, 39 [G], 58: [D, 'M7, 62
['L1, 196: ['E', 74: ['CY, 87: ['H1, 89: ['ST, 106: ['R1, 113:
[O1, 122: [N}

Thesort() MethodQlkey andreverse Keyword Arguments

fregAnalysis .py
45, # third, put each list of letters in reverse  "ETAOIN" order, and then
46. # convert it to a string
47. for freq in freqToLetter:
48. freqToLet ter[freq].sort(key=ETAOIN.find , reverse=True )
49. freqToLetter[freq] = ".join(freqToLetter[freq])

The third stepf getFrequencyOrder() tois sort the letter stnigs in each list in
freqTolLetter in reverseETAOIN order(as opposed to alphabetical order)

Remember thdtegToLetter[freq] will evaluate to dist of letters that have a frequency
count offreq .Alistisused becauseib s possi bl e érhhavethe ayactsanmre mor e |
frequency countin which case this list will have twor-moreletters strings in it

When multiple letters are tied for frequeneye want these tied letters to be sorted inréverse

order thatley appear in thETAOIN string.We need this so thate have a consistent way of

breaking ties. Otherwise messages with the same letter frequencies might produce different return
values fromgetFrequencyOrder() !

For example, iE appears 15 timef) andW appear 8 times each, aHcppeas 4 times, we
would want them to be sorted'aBWIB and notE DWA' . This is because whileis the most
frequent,D andW have the same frequencgunt but WcomesafterD in the ETAOIN string.

Email questions to the author: al@inventwithpython.com



Chapter 20 Frequency Analysis 311

Pyt hsom()d sfunction can do this sorting for us if wegsait a function or method for its
key keyword argument. Normally trsort()  function simply sorts the list it is called on into
alphabetica(or numeric)order. However, we can change this by passindtd€)  method of
the ETAOIN string as th&ey keyward argumentThis will sort the items in the
freqToLetter[freq] list by theinteger returned from thETAOIN.find() method, that
is, theorder that they appear in tBE AOIN string.

Normally thesort() = method sorts the values in a listascending order(that is,lowest to
highestor the letter A first and letter Z4§. If we passTrue forthesort() met hodé s
reverse keyword argument, it will sort the itemsdiescending orderinstead. The reason we
want to sort the letters in reverse ETAOIN ordesashat ties result in lower match scores in the
englishFregMatchScore() function rather than higher match scordig function is
explained later.)

If we continue usingoui Al an Mat hi s on Vhluefor freqi@élLéttere x,ahem | e
after the loop finishethe value stored iineqToLetter would be{1: 'Z', 2. 'QJ', 3:

‘X', 135: 'A, 8: 'K, 139: ', 140: T, 14:'V, 21:.'Y', 30: 'BW 36:
‘P, 37: 'FU, 39: 'G, 58: 'MD, 62: 'L, 196: 'E, 74:.'C, 87: 'H, 89:
'S, 106: 'R', 113: 'O, 122: 'N}

Notice that the strings for tH&0, 37, and58 keys are all sorted in reverse ETAOIN order.

Passing Functions as Values

fregAnalysis .py
48. freqToLetter[freq].so rt(key=ETAOIN.find , reverse=True )

If youlookonline4d7, youél | not i llingthafihdgt meatkeod lbut irstead asing ¢ a
the find method itself as a value that is passed tedit¢)  method call. In Python, functions
themselves are values just like any other valdesexample, try typing this into the interactive
shell:

>>>deffo  o():
. print('Hello!")

>>> bar = foo
>>> par()
Hello!

In the above code, we define a function nafieeq) that prints out the stringlello! . But
this is basically defining a function and then storing it in a variable némoedThen wecopy
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the function infoo to the variabldar . This means we can cddhr() just like we can call

foo() ! Note that in this assignment statement wedihave parentheses affeo . If we did,

we would becalling the functionfoo() and settindpar to its return valueJust likespam[42]

has thg42] index operatingospam, t he parent heses fomamans, fACal |
function. 0O

You can also pass functions as values just like any other value. Try typing the following into the
interactive shell:

>>> def doMath(fu nc):
. return func(10, 5)

>>> def adding(a, b):
. retuma+b

>>> def subtracting(a, b):
. returna - b

>>> doMath(adding)

15

>>> doMath(subtracting)
5

>>>

Whenthe function inadding is passed to théoMath() call, thefunc(10, 5) line is
callingadding() and passind0 and5 to it. Sothe callfunc(10, 5) is effectively the
same ashe calladding(10, 5) . This is whydoMath(adding)  returnsil5.

Whensubtracting is passed to thdoMath() call, func(10, 5) isthe same as
subtracting( 10, 5) . This iswhy doMath(subtracting) returnss.

Passing a function or method to a function or method call is hosoth@  method lets you
implement different sorting behavior. The function or method that is passed@ should
accept a single pargeter and returns a value that is used to alphabetically sort the item.

To put it another way: normallort()  sorts the values in a list by the alphabetical order of the
list values. But if we pass a function (or method) for #tey keyword argument, threthe values

in the list are sortely thealphabetical or numeriorder of the return value of the functiarmen

the value in the list is passed to that function.

You can think of a normalort()  call such aghis:
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somelListVariable.sort()

éas bei fhegttoghsui v a

def func(x):
return x # sorting based on the value itself
somelListVariable.sort(key=func)

So when thesort() methodcall is passedETAOIN.find , instead of sorting the stringke
‘A" ,'B' ,and'C' by the alphabetical order tisert() = method sorts them by threimeric
order of thantegersreturredfrom ETAOIN.find(" A) ,ETAOIN.find( B) ,and
ETAOIN. find(" C) :thatis,2, 19, andll respectivelySo theA' ,'B' ,and'C' strings
get sorted a®\' ,' C , and thert B' (the order they appear ETAOIN).

Converting Dictionaries to Lists with the keys(), values(), items()
Dictionary Methods

If you want to get a list value of all the keys in a dictionarykiyes() method will return a
dict_keysobject that can be passedisi() to get a lisof all the keys. There is a similar
dictionary method namedhlues()  that returns a dict_values object. Try typing the following
into the interactive shell:

>>> spam = {'cats": 10, 'dogs": 3, 'mice": 3}
>>> spam.keys()

dict_keys(['mice', 'cats', 'dogs'])

>>> list(spam.keys())

['mice’, 'cats’, 'dogs']

>>> list(spam.values())

[3, 10, 3]

>>>

Remember, dictionaries do not have any ordering associated with thalkeypairs they
contain. When getting a list ¢fie keys or &lues, they will be in a randoanderin the list If you
want to get the keys and values togetherjtdras()  dictionary method returnsdict_items
object that can be passedig®() . Thelist() function will then return a list of tuples
where the tuples contain a key and value pair hfega Try typing the following into the
interactive shell:

>>> spam = {'cats": 10, 'dogs": 3, 'mice": 3}
>>> |ist(spam.items())
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[(‘'mice’, 3), (‘cats', 10), (‘dogs’, 3)]

We will be using thétems() method in ougetFrequencyOrder() function, but you
shouldknow about th&eys() andvalues() ~methods too. Remember, in order to use the
return values from these methods as lists, they must be passedidtf)the function. The

list() function then returns a list version of the dict_keys, dict_values, or dios ibject.
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Sorting the Itemdrom a Dictionary

fregAnalysis .py

51. # fourth, convert the freqToLetter dictionary to a list of tuple
52. # pairs (key, value), then sort them
53. freqPairs = list(freqToLetter.items())

The fourth stepf get FrequencyOrder() is to sort the stringom thefreqToLetter
dictionary by the frequency couRemember that thieeqToLetter dictionary has integer
frequency counts for the keys and lists of sidgteer strings for the valueBut sincedictionaries
do not have a orderingfor the keyvalue pairs ithem, we will call theitems() method and
list() function tocreatea list of tuples of thel i ¢ t i &ey\alueypéirs. This list auples
(stored in a variable naméekqPai rs on line ) is what we wil sort

fregAnalysis .py
54. freqPairs.sort(key= getltemAtindexZero , reverse=True)

Thesort() method calis passed thgetltemAtindexZero function value itself. This
means the itesin thefreqPairs  will be sorted by th@umericorder of thevalueatindex0 of
thetuplevalue which is the frequency count integeine ™4 also passes$rue for thereverse
keyword argument so that the tuples mneerseordered from largest frequency count to smallest.

If we continue using the previo@isA | an Mar ihn gxampleTthe value dfegPairs
will be [(196, 'E'), (140, 'T), (139, ', (135, 'A), (122, 'N), (113,
'0"), (106, 'R), (89, 'S), (87, 'H), (74, 'C), (62, 'L), (58,

"MD), (39, 'G), (37, 'FU), (36, 'P), (30, 'BW), (21, 'Y), (14,
V), @B K) @B X) (@ 'QJ), @1 '2)]

fregAnalysis .py
56. # fifth, now that the letters are ordered by frequency, extract all
57. # the letters for the final string
58. freqOrder =[]
59. for fregPair in fregPairs:
60. freq Order .append( fregPair[1] )

The fifth step is to create a list of all the strings from the sorted lisg¢dgfPairs . The variable
freqOrder  will start as a blank lisbn line 58 and the stringit index1 of the tuplein
freqPairs  will be appended to the emd freqOrder

I f we continue with the AAlan Mathison Turing
before, after this loop has finishddeqOrder  will contain the valug'E’, T, ',
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‘A, N, 'O, 'R, 'S, 'HY,'CL, 'L, ‘MDY ‘G ' RU, P, T BWS Y,
VLK, X, QI 2]

fregAnalysis .py
62. return  ".join( freqOrder )

Line 62 creates a string from the list of stringdieqOrder by joining them together with the

join)  method. If we continue using the previamxamplegetFrequencyO rder()  will

returnthe string ETIANORSHCMBSFUPBW VKXQJZ' . According to this ordering, E is the

most frequent Il etter in the AAl an Mat hison Tur
frequent letter, | is the third most frequent, and so on.

Thet NB I dehghis@FreqgMatch  Score () Function

freqAnalysis .py
65. def englishFreqgMatch Score (message):
66. # Return the number of matches that the string in the message
67. # parameter has when its letter frequency is compared to English
68. # letter frequency. A "match" is how many of its six most frequent
69. # and six least frequent letters is among the six most frequent and
70. # six least frequent letters for English.
71. freqOrder = getFrequencyOrder(message)

TheenglishFregMatchSc  ore() functiontakes a string fomessage, and then retusan
integer betweef and12 to showmessage6 s f r e g u e n avith reacgablecEmglighs o r e
letter frequencyThe higher the integer, the more that the frequency of the lettesssage
matcheghe frequency of normal Engligbxt

The first step in calculating the match scisréo get the letter frequency orderingnoéssage
by calling thegetFrequencyOrder() function.

freqAnalysis .py
73. matchScore =0
74. # Find how many matches fo r the six most common letters there are.
75. for commonLetter in ETAOINI:6]:
76. if commonLetter in freqOrder[:6]:
77. matchScore +=1

ThematchScore variable starts off & on line73. Thefor loop on line75 goes through each
of the first 6 letters of thETAOIN string. Remember that th®] slice is the same thing as
[0:6] .Ifoneofthese E, T, A, O, |, or N letters is in the first six letters ifiréggOrder

string, thenline 76 s ¢ o n Truet andline77iwil increment matchScore .
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fregAnalysis .py

78. # Find how many matches for the six least common letters there are.
79. for uncommonLetter in ETAOIN][ -6

80. if uncommonLetter in freqOrder| -6:]:

81. matchScore +=1

Lines 79to 81 are nuch like lines75to 77, except theéast six letters iETAOIN (V, K, J, X, Q,
andZz) are checked to see if they are in st six letters in thdreqOrder  string. If they are,
thenmatchScore is incremented.

fregAnalysis .py
83. return  matchScore

The integer irmatchScore is returnedn line 83

The 14 letters in the middle of the frequency ordering are ignored with our frequency match score
calculation. This approach to comparing letter frequencies is pretty simple, but it works well
enough for ouhacking program in the next chapter.

Summary

Thesort()  function is useful for sorting the values in a list. Normatyt()  will sort them

in alphabetical or numerical order. But tlewerse andkey keyword arguments can be used to
sort them in differenbrders. This chapter also explains how functions themselves can be passed
as values in function calls.

Letdbs use the frequency éaaphér\asipherthatpedplexee t o
cryptanalysts for hundreds of years!

hac
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CHaPTER 21

HACKING THEVIGENRRE CIPHER

Topics Covered In This Chapter:

I Theextend() list method

I The Set data type aset() function

9 Theitertools.product() function

Al an Vhenswe wdnt to sink a convey, we send out an
observation plane first. It is ostensibly an observation epladf
course, to observe is not its real dutWe already know exactly
where the convoy is.dtreal duty is to be obsend&dhat is, to fly
close enough to the convoy that it will be noticed by the lookouts on
the ships. The ships will then send out a radessage to the effect
that they have been sighted by an Allied observation plane. Then,
when we come round and sink them, the Germaifisnot find it
suspicioud At least, not quite so monstrously suspiciouat tive
knew exactly where to go. 0

Alan say , Unléss we continue to do stunningly idiotic things like
sinking convoys in the fog, they will never receive any clear and
unmistakable indicains t hat we have broken Eni gma

ACryptonomicono by Neal Ste
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There arawo different methods thacktheVigenérecipher. The first is #druteforce attack that

tries every word in the dictionary file as tMegenérekey. This method will only work if an

English word 1|i ke #fRAYVENeyinstead di r&an8dthkeylikes used f
i VUWFEO o rThefis€bhH i3 @ more sophisticated methatiworks even if a random

key was used. The earliest record of its uselwabe mathematician Charles Babbage in tHe 19

century.

The Dictionary Attack

If the Vigenerekey is an English word it is very eagymemorizeBut never use an English
word for the encryption key. This makes your ciphertext vulnerableto a dictionary attack.

A dictionary attack is éruteforce technique wherelsackerattempts to decrypt the ciphertext
using the word froma dictionaryfile as the keysThedictionary.txtdictionary file available on
t hi s b o o lathtp:/imvpylceni/dictonaly.tythasabout45000Englishwords.It takes

less than 5 minutes for my computer to run through all of these decryptions for agrtesssige
of a long paragraph.

Source Code for ®igenereDictionary AttackProgram

Open a new file editor window by clicking ¢ile 3 New Window. Type in the following code
into the file editor, and then save it\agenereDictionaridackerpy. Pres$=5 to run the program.
Note that first you will need to download thgperclip.pymodule and place this file in the same
directory as theigenereDictionaryHaker.pyfile. You can download this file from

Source code for vigenereDictionaryHacker.py
1. # Vigenere Cipher Dictionary Hacker
2. # http://inventwithpython.com/ hacking (BSD Licensed)
3.
4. importde tectEnglish, vigenereCipher, pyperclip
5.
6. def main():
7. ciphertext = """Tzx isnz eccjxkg nfqg lol mys bbqq I Ixcz.""
8. hackedMessage = hackVigenere(ciphertext)
9.
10. if hackedMessage != None:
11. print('Copying hacked messa ge to clipboard:’)
12. print(hackedMessage)
13. pyperclip.copy(hackedMessage)
14. else:
15. print(‘Failed to hack encryption.")
16.
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17.

18. def hackVigenere(ciphertext):

19. f o = open('dictionary.txt’)

20. words =f o.r eadlines()

21. f o.close()

22.

23. for word in words:

24, word = word.strip() # remove the newline at the end

25. decryptedText = vigenereCipher.decryptMessage(word, ciphertext)
26. if detectEnglish.isEnglish(decryptedText, wordPercentage=40):
27. # Check with user to see if the decrypted key has been found.
28. print()

29. print('Possible encryption break:")

30. print('Key ' + str(word) + " ' + decryptedText[:100])

31. print()

32. print(Enter D for done, or just press Enter to continue

breaki ng:")

33. response = input("> ")

34.

35. if response.upper().startswith('D"):

36. return decryptedText

37.

38. if_name__ =='_main_"

39. main()

Sample Run of the Vigenere Dictionary Hacker Program
When you run this program the output will look like this:

Possible encryption break:
Key ASTROLOGY: The recl yecrets crk not the gnks | tell.

Enter D for done, or just pre ss Enter to continue breaking:
>

Possible encryption break:
Key ASTRONOMY: The real secrets are not the ones | tell.

Enter D for done, or just press Enter to continue breaking:
>d

Copying hacked message to clipboard:

The real secrets are not the ones | tell.

The first keywWiROLOGYY) sdiagersd sothq uBeApressew Bntekto
letthe hackigpr ogram continue until i tSTROBIOMYO Y he corr e
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Thereadlines() File Object Method

20. words = fo.readlines()

File objects returned frompen() have areadlines() method. Unlike theead() method
which returns the full contents of the file as a single string;gadlines() method will

return a list of strings, where each string is a single line from the file.thatteach of the strings

in the list will end with & n newline character (except for possibly the very last string, since the
file might not have ended with a newline).

The source code for this program i sroglamsimnyt hi n
this book aside from the neweadlines() method ThehackVigenere() function reads

in the contents of the dictionary file, uses each word in that file to decrypt the ciphertext, and if

the decrypted text looks like readable English it will ppotine user to quit or continue.

As such, we -bwlmeekplanatiom forathislpriograen, and instead continue on with a
program that can hack the Vigea cipher even when the key was not a word that can be found
in the dictionary.

The Babbage Aack & Kasiski Examination

Charles Babbage is known to have brokenvigenérecipher, buthe never published his results.
Later studies revealed he used a method that was later puliliseady 26-century
mathematiciarrriedrich Kasiski

AKasi snkinaEXxa@no i s a pr oces s Vigeseekby usan togdretypt r mi n e
a ciphertext was. After this teterminedfrequency analysis can be used to break each of the
subkeys.

Kasi&i Examination, Step & Find Repeat Sequenc®s { LJ- OA y 3 &

The first part of Kasiski Examination is to find every repeated set of letters at least three letters
long in the ciphertexiThese are significant, because they could indicate that they were the same
letters of plaintext encrypted with the same subkeys ofélieHor example, if theiphertext is
fiPpgca xqvekg ybnkmazu ybngbal jon i tszm jyim. Vrag voht vrau c tksg. Ddwuo xitlazu vavv
razcvkbgpiwpod and we r detarsihe cighdrtextookolike this:

PPQCAXQVEKGYBNKMAZUYBNGBALJONITSZMJIYIMVRABARAUCTKSGDDWUOXITLA
ZUVAVVRAZCVKBQPIWPOU

You can see that the sequences VRA, AZU, and YBN repeat in this ciphertext:
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PPQCAXQVEKGYBNKMAZUYBNGBALJONITSZWRKVOHVRAJCTKSGDDWUOXITLA
ZUVAWRAZCVKBQPIWPQOU

PPQCAXQVEKGYBNKAUYBNGBALJONITSZMJYIMVRAGVOHTVRAKSGDDWUOXIRA.
ZUWAVVRAZCVKBQPIWPOU

PPQCAXQVERBNKMAZYBNGBALJONITSZMJIYIMVRAGVOHTVRAUCTKSGDDWUOXITLA
ZUVAVVRAZCVKBQPIWPQOU

After finding the repeated sequences, get a count of the spacing between the seljuences.
count the number of letters between ttaatstf each of these sequences, we find that:

Between the first and second VRA sequences there are 8 letters.
Between the second and third VRA sequences there are 24 letters.
Between the first and third VRA sequences there are 32 letters.
Between the firsand second AZU there are 48 letters.

Between the first and second YBN there are 8 letters.

= =4 =4 -4 4

Kasiki Examination, Ste@ ¢ Get Factors of Spacings

So the spacings are 8, 8, 24, 32, and 48.
including one):

The factors of 8 are 2, 4, and 8.

The factors of 24 are 2, 4, 6, 8, 12, and 24.
The factors of 32 are 2, 4, 8, and 16.

9 The factors of 48 are 2, 4, 6, 8, 12, 24, and 48.

=A =4 =

So the spacings of 8, 8, 24, 32, and 48 expand to this list of factors: 2, 2,2,2,4,6, 6, 8, 8,
8,8,12,12, 16, 24, 24, and 48. If we do a count of these factors, we get this:

Table2im® CI OG 2 NJ CPpai/ xagvel@®Y S &NIY aJ S o

Factor Count
2 Appears4 times.
4 Appearsd times.
6 Appears? times.
8 Appears4 times

12 Appears2 times.
16 Appearsl time.
24 Appears? times.
48 Appearsl time.
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The factors that have the highest count are the most likely lengths of thégenérekey. In
ourexample aboveghese ar@, 4, and 8. Th¥igenérekey is probably 2, 4,r&8 letters long.

GetEveryNth Lettersfrom a String

For this example, @/will guess that the key length is 4. Next we will want to split up the
ciphertext into every®@letter. This means we want the following underlined letters as a separate
string:

Every 4" letterstarting with the first letter
PPQAXQ\EKGYBNKMZUYBNGBALJIONITS ZMJIY MVRGVEHTVRAUCTKSGIDWUGITL AZUVAVVRAZC\KBQR WPQ

Every4™" letterstarting with the second letter
PPQCAQVEKGYBWKMAZUYBNGBA.JON TSZMIYI MRAGVOH VRAUCTKSGDIWJOX TLAZUVA/NRAZCVKBQPIWPOU

Every 4" letterstarting with the third letter
PPQCAYQVEKGYBNKMAZJY BNGBALJ ONITSZM YIMVRAG/OHTVRALCTKSGDDWOXI TLAZUVAWRAZCVKBQPIWPOU

Every4" letterstarting with the fourth lettter
PPQCAXQ/EKGYBNKVAZUYBNGBALJONIT SZMIYIMVRAG\OHTVRAUCTK S@DWIDXIT LAZUWAVVRAZQVKB@IWPQU

When combined, they become these four strings:

Every 4" letter garting with the first letter: PAEBABANZIAHAKDXAAAKIU
Every 4" letter garting with the seconkétter: PXKNZNLIMMGTUSWIZVZBW

Every 4" letter $arting with thethird letter: QQGKUGJTJVVVCGUTUVCQP
Every 4" letter garting with the fourthetter: CVYMYBOSYRORTDOLVRVPO

If our guess from Kasiski Examination was correcttheddecryption key was in fact 4

characters long, then the first subkey of the key woaldtbeen used to encrypt the characters in
the first stringabove the second subkey of the key would have been used to encrypt the
characters in the second strigigove and so on.

Frequency Analysis

Remember, the Vigére cipter is the same as the Caesigher, except it uses multiple subkeys.
Kasiski Examination tells us how many subkeys were used for the ciphertext, now we just have to

hack each subkey one atatimeet 6 s try t o h a cciphettektstrings:i r st of t
PAEBABANZIAHAKDXAAAKIU

We will decrypt this strin@6 times, once for each of tBé possible subkeys, and then see what
English frequency match score the decryptedtiagt In the table below, the first column is the
subkey used to decrypt tRAEBABANZIAHAKDXAAAKIBtring. Thesecond column is the
returned decrypted text value frarigenereCipher.decryptMessage(subkey,



324 httpYfinventwithpython.com/hacking

' PAEBABANZIAHAKDXAAAKIU wheresubkey is the subkey from the first columnh@
third column is the returned value from

fregAnalysis.englishFregMatchScore(decryp tedText) where
decryptedText is the value from the second column.

Table 2-2. English frequency match score for each decryption.

English
Frequency

Text When PAEBé Match

Subkey with the Subkey Score
"A ' PAEBABANZIAHAKDXAAAKIU 2
'B ' OZDAZARIYHZGZICWZZZIHT 1
'C "NYCZYZYLXGYFYIBVYYYIGS 1
‘D " MXBYXYXKWFXEXHAUXXXHF 0
'E " LWAXWXWJIVEWDWGZTWWW 1
"F " KVZWVWVIUDVCVFYSVVVFD 0
'G " JUYVUVUHTCUBUEXRUUUEC 1
"H "ITXUTUTGSBTATDWQTTTDBM 1
"l " HSWTSTSFRASZSCVPSSSCA 2
"J ' GRVSRSRQZRYRBUORRRBZL 0
'K ' FQURQRQDPYQXQATNQQQA 1
"L " EPTQPQPCOXPWPZSMPPPZ> 0
"M ' DOSPOPOBNWOVOYRLOOOY 1
"N " CNRONONAMVNUNXQKNNNX 2
o) " BMQNMNMZLUMTMWPJMMM! 1
"P " ALPMLMLYKTLSLVOILLLVTF 1
o) " ZKOLKLKXJSKRKUNHKKKUSE 0
'R " YINKIKIWIRIQIJTMGJJITRD 1
'S " XIMJIJIVHQIPISLFIISQC ' 1
T " WHLIHIHUGPHOHRKEHHHRP 1
‘U " VGKHGHGTFOGNGQJDGGG( 1
'V " UFJGFGFSENFMFPICFFFPNZ 1
"W ' TEIFEFERDMELEOHBEEEOM® 2
"X ' SDHEDEDQCLDKDNGADDDNI 2
'Y ' RCGDCDCPBKCJCMFZCCCMI 0
A ' QBFCBCBAJBIBLEYBBBLJV 0
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The subkeys that produce decryptions with the closest frequency match to English are the ones
that are most likely to be the real subkey. In the above decryjtartae ' of the four

ciphertext strings)A' ,'I' ,'N' ,'W' ,and'’X ' are the subkeys that have the highest

frequency matches with EnglisN.ot e t hat t hese scores are | ow
enough ciphertext to give us a large sample of text, but it still ends up working well.

We need to repeat thi26-decryptions-and-frequency-match for the other three strings to
find out their most likely subkeys.After this frequency analysis, we find:

The most likely subkeys for the first string ai A, I, N, W, and X
The most likely subkeys for the second string ¢ | andZ
The most likely subkefor the third string is: C
The most likely subkeys for the fourth stringa K, N, R, V, and Y

Brute-Foree through the Possible Keys

Next we will bruteforce the key by trying out every combination of subkey. Because thebe are
possible subkeys for the first subkey, 2 for the second subkey, 1 for the third subkey, and 5 for the
fourth subkey, the number of combinations is 5x 1 x 5 or50 possible keys tbruteforce

through. This is much better than theX2B6 x 26 x 26 a 456,976 possible keys we would have

to bruteforce throughf we had not narrowed the list of possible subkeys. This difference

becomes even greater if the@genérekey had been longer!

AICK IICK NICK WICK  XICK
AICN IICN NICN WICN  XICN
AICR IICR NICR WICR  XICR
AICV lICV NICV WICV  XICV
AICY lcy NICY WICY  XICY
AZCK IZCK NZCK  WZCK XZCK
AZCN IZCN NZCN WZCN XZCN
AZCR IZCR NZCR WZCR XZCR
AZCV  IZCV NZCV ~ WZCV XZCV
AZCY I1ZCY NZCY  WZCY XZCY

Now itds just a matter ofionkeys farghe fullciphertext &and a | |
seeing which one produces a readable English plaimtext. you do t hi s, youdl |
t hBpqdaxquek§ 6 ci phertext is AW CKo.

50
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Source Code for th¥igenereHacking Program

Open a new file editor window lgficking onFile 3 New Window. Type in the following code
into the file editor, and then save it\agenereHacker.pyPresd$=5 to run the program. Note that
first you will need to download thgyperclip.pymodule and place this file in the same directory

Source code for vigenere Hacker.py
1. # Vigenere Cipher Hacker
2. # http:/linventwithpython.com/hacking (BSD Licen sed)
3.
4. import itertools, re
5. import vigenereCipher, pyperclip, fregAnalysis, detectEnglish
6.
7. LETTERS ='ABCDEFGHIJKLMNOPQRSTUVWXYZ'
8. SILENT_MODE = False # if setto True, program doesn't print attempts
9. NUM_MOST_FREQ_LETTERS 4 # attempts this many letters per subkey
10. MAX_KEY_LENGTH = 16 # will not attempt keys longer than this
11. NONLETTERS_PATTERN = re.compile('["A -Z])
12.
13.
14. def main():
15. # Instead of typing this ciphertext out, you can copy & paste it
16. # from http://invpy.com/vigenereHacker.py
17. ciphertext = ""Adiz Avtzgeci Tmzubb wsa m Pmilgev halpgavtakuoi,
Igouqdaf, kdmktsvmztsl, izr xoexghzr kkusitaaf. Vz wsa twbhdg ubalmmzhdad gz
hce vmhsgohugbo ox kaakulmd gxiwvos, krgdurdny i r cmmstugvtawz ca tzm ocicwxfg

jf "stscmilpy" oid "uwydptsbuci" wabt hce Lcdwig eiovdnw. Bgfdny ge kddwtk

ginkgpsmeyv ba pz tzm roohwz at xoexghzr kkusicw izr vrlgrwxist uboedtuuznum.

Pimifo Icmlv Emf DI, Lcdwig owdyzd xwd hce Ywhsmnemzh Xovm mby Cgxtsm Supac g
(GUKE) oo Bdmfqclwg Bomk, Tzuhvif'a ocyetzqofifo ositjim. Rcm a Iqys ce oie vzav

wr Vpt 8, Ipq gzclgab mekxabnittq tjir Ymdavn fihog cjgbhvnstkgds. Zm psgikmp o

iuejqf jf Imoviiicqg aoj jdsvkavs Uzreiz qdpzmdg, dnutgrdny bts helpar jf Ipq

pjimtm, mb zIwkffj mwktoiiuix avczqzs ohsb ocplv nuby swbfwigk naf ohw Mzwbms
umgqcifm. Mtoej bts raj pq kjrcmp 0o tzm Zooigvmz Khgauqvl Dincmalwdm, rhwzq vz

cjmmhzd gvq ca tzm rwmsl Iqgdgfa rcm a kbafzd - hzaumae kaakulmd, hce SKQ. Wi
1948 Tmzubb jgqzsy Msf Zsrmsv'e Qjmhcfwig Dincmalwdm vt Eizqcekbgf Pnadqgfnilg,
ivzrw pq onsaafsy if bts yenmxckmwvf ca tzm Yoiczmehzr uwydptwze oid tmoohe

avfsmekbqgr dn eifvzmsbuqvl tqazjgq. Pg kmolm m dvpwz ab ohw ktshiuix pvsaa at
hojxtcbefmewn, afl bfzdakfsy okkuzgalgzu xhwuugvl jmmaoigve gpcz ie hce
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Tmxcpsgd - Lvwbgbubnkq zqoxtawz, kciup isme xqdgo otaqfgev gz hce 1960k. Bgfdny'a
tchokmijivlabk fzsmtfsy if i ofdmavmz krgaqgptawz wi 1952, wzmz vjmgaglpad iohn

wwzq goidt uzgeyix wi tzm Gbhdtwl Wwigvwy. Vz aukgdoev bdsvtemzh rilp rshadm

tcmmgvqg (xhwu uqvl uiehmalgab) vs sv mzoejvmhdvw ba dmikwz. Hpravs rdev qz

1954, xpsl whsm tow iszkk jqtjrw pug 42id tqdhcdsg, rfim ugmbddw xawnofgzu. Vn

avcizsl Ighzreqgzsy tzif vds vmmhc wsa eidcalg; vds ewfvzr svp gjmw wifvzrk

jgzdenmp vds vmmhc wsa mgxivmzhvl. Gv 10 E sktwunsm 2009, fgtxcrifo mb Dnimdbzt
uiydviyv, Nfdtaat Dmiem Ywiikbqf Bojlab Wrgez avdw iz cafakuog pmjxwx ahwxcby

gv nscadn at ohw Jdwoikp scgejvysit xwd "hce sxboglavs kvy zm ion tjimmhzd." Sa

at Haqg 2012 i bfdvsbhq azmtmd'g widt ion bwnafz tzm Tcpsw wr Zj rva ivdcz eaigd
yzmbo Tmzubb a kbmhptgzk dvrvwz wa efiohzd.""

18. hackedMessage = hackVigenere(ciphertext)

19.

20. if hackedMessage != None:

21. print('Copying hacked message to clipboard:")

22. print(hackedMessage)

23. pyperclip.copy(hackedMessage)

24. else:

25. print('Failed to hack encryption.")

26.

27.

28. def findRepeatSequencesSpacings(message):

29. # Goes through the message and finds any 3 to 5 letter sequences

30. # that are repea ted. Returns a dict with the keys of the sequence and

31. #value s of alist of spacings (num of letters between the repeats ).

32.

33. # Use a regular expression to remove non - letters from the message.

34. message = NONLETTERS_PATTERN.sub( ", message.upper())

35.

36. # Compile a list of segLen - letter sequences found in the message.

37. seqSpacings = {} # keys are sequences, values are list of int spacings

38. for segLen in range(3, 6):

39. for seqStart in range(len (message) - segLen):

40. # Determine what the sequence is, and store it in seq

41. seq = message[seqStart:seqStart + seqLen]

42.

43. # Look for this sequence in the rest of the message

44. foriin rang e(seqStart + seglLen, len(message) - segLen):

45. if message[i:i + seqLen] == seq:

46. # Found a repeated sequence.

47. if seq not in seqSpacings:

48. seqSpacings[seq] =[] #init 1 alize blank list

49.

50. # Append the spacing distance between the repeated

51. # sequence and the original sequence.

52. segSpacings[seq].append(i - seqStart)

53. return seqSpaci ngs
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54.

55.

56. def getUsefulFactors(num):

57. # Returns a list of useful factors of num. By "useful” we mean factors

58. # less than MAX_KEY_LENGTH + 1. For example, getUsefulFactors(144)
59. #returns [2, 72, 3, 48, 4, 36, 6, 24, 8, 1 8,9, 16, 12]

60.

61. if num < 2:

62. return [] # numbers less than 2 have no useful factors

63.

64. factors =[] # the list of factors found

65.

66. # When finding factors, you only n eed to check the integers up to
67. # MAX_KEY_LENGTH

68. foriin range(2, MAX_KEY_LENGTH + 1): # don't test

69. if num % i ==0:

70. factors.append(i)

71. factors.append(int(num / i))

72. if 1 in factors

73. factors.remove(1)

74. return  list(set( factors )

75.

76.

77. def getltemAtindexOne(x):

78. return x[1]

79.

80.

81. def getMostCommonFactors(seqFactors):

82. # First, get a count of how many times a factor occurs in segFactors.
83. factorCounts = {} # key is afactor, value is how often if occurs

84.

85. # segFactors keys are sequences, values are list s of factors of the
86. # spacings. seqFacto r s has a value like: {{GFD" [2, 3, 4, 6, 9, 12,

87. # 18, 23, 36, 46, 69, 92, 138, 207], 'ALW" [2,3,4,6,..1] ...}
88. for seq in seqFactors:

89. factorList = seqFactors[seq]

90. for factor in factorList:

91. if factor not in factorCounts:

92. factorCounts[factor] = 0

93. factorC ounts[factor] += 1

94.

95. # Second, put the factor and its count into a tuple, and make a list

96. # of these tuples so we can sort them.

97. factorsByCount =[]

98. for factor in factorCounts:

99. # exclude factors larger t han MAX _KEY_LENGTH
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100. if factor < = MAX_KEY_LENGTH:

101. # factorsByCount is a list of tuples: (factor, factorCount)

102. # factorsByCount has a value like: [(3, 497), (2, 487), ...]
103. factorsByCount.append( (factor, factorCounts[factor]) )
104.

105. # Sort the list by the factor count.

106. factorsByCount.sort(key=getltemAtindexOne, reverse=True)

107.

108. return factorsByCount

1009.

110.

111. def kasiskiExamination(ciphertext):

112. # Find  out the sequenc es of 3 to 5 letters that occur multiple times
113. # in the ciphertext. repeatedSeqSpacings has a value like:

114. # {EXG": [192], 'NAF": [339, 972, 633], ... }

115. repeatedSeqSpacings = findRepeatSequencesSpacings(ciphertext )
116.

117. # See getMostCommonFactors() for a description of seqFactors.

118. segFactors = {}

1109. for seq in repeatedSeqgSpacings:

120. segFactors[seq] =]

121. for spacing in repeatedSeqSpacings[seq]:

122. segFac tors[seq].extend(getUsefulFactors(spacing))

123.

124. # See getMostCommonFactors() for a description of factorsByCount.
125. factorsByCount = getMostCommonFactors(segFactors)

126.

127. # Now we extract the factor counts from factorsByCount an d
128. # put them in allLikelyKeyLengths so that they are easier to

129. # use later.

130. allLikelyKeyLengths =]

131. for twolntTuple in factorsByCount

132. allLikelyKeyLengths.append( twolntTuple  [0])

133.

134. return allLik elyKeyLengths

135.

136.

137. def getNthSubkeysLetters ( n, keyLength, message):

138. # Returns every Nth letter for each keyLength set of letters in text.

139. #E.g. getNthSubkeysLetters (1, 3, 'ABCABCABC)) returns 'AAA'
140. # getNthSubke ysLetters (2, 3, 'ABCABCABC') returns 'BBB'
141. # getNthSubkeysLetters (3, 3, 'ABCABCABC') returns 'CCC'
142. # getNthSubkeysLetters (1, 5, 'ABCDEFGHI') returns 'AF'
143.

144. #Usea regular expression to remove non - letters from the m essage.

145. message = NONLETTERS_PATTERN.sub(", message)
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146.
147.
148.
149.
150.
151.
152.
153.
154.

i= n- 1

letters =[]

while i < len(message):
letters.append(messageli])
i += keyLength

return ".join(letters)

155. def attemptHackWithKeyLength(ciphertext, mostLikelyKeyLength):

156.
157.
158.
159.
160.
161.
162.

ciphertext

163.
164.
165.
166.
167.
168.
169.
170.
nthLette
171.

# Determine the most likely letters for each letter in the key.
ciphertext  Up = ciphertext.upper()
# allFreqScores is a list of mostLikelyKeyLength number of list
# These inner lists are the freqScores list S.
allFregScores =]
for nth in range(1, mostLikelyKeyLength + 1):
nthLetters = getNthSubkeyslL etters (nth, mostLikelyKeyLength,
Up)

# freqSco res is a list of tuples like:
# [(<letter>, <Eng. Freq. match score>), ... ]
# Listis sorted by match score. Higher score means better
# See the englishFregMatchScore() comments in freqgAnalysis
freqScores =]
for possibleKey in LETTERS:
decryptedText = vigenereCipher.decryptMessage(possibleKey,

rs)

keyAndFregMatchTuple = (possibleKey,

fregAnalysis.englishFreqMatchScore(decryptedText))

172.
173.
174.
175.
176.
177.
178.
179.
180.
181.
end=" )
182.
183.
184.
185.
186.
187.

freqScores.append( keyAndFreqMatchTuple )
# Sort by match score
freqScores.sort(key=getltemAtindexOne, reverse=True)

allFreqScores.append(freqScores[NUM_MOST_FREQ_LETTERS])

if not SILEN T_MODE:
for i in range(len(allFreqScores)):
#use i + 1sothefirstletteris not called the "Oth" letter
print('Possible letters for letter %s of the key: ' % (i + 1),

for freqScore in allFreqScoresJi]:
print("%s ' % freqScore[0], end=")
print() # print a newline

# Try every combination of the most likely letters for each position
#in the key.

match.

py .
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188. for indexes in iter tools.product(range(NUM_MOST_FREQ_LETTERS),
repeat=mostLikelyKeyLength ):

189. # Create a possible key from the letters in allFregScores

190. possibleKey ="

191. for i in range(mostLikelyKeyLength):

192. possibleKey += allFreqScoresi][indexes[i]][0]

193.

194. if not SILENT_MODE:

195. print(Attempting with key: %s' % (possibleKey))

196.

197. decryptedText = vigenereCipher.decryptMessage(possibleKey,

ciphert ext Up)

198.

199. if detec  tEnglish.isEnglish(decryptedText):

200. # Set the hacked ciphertext to the original casing.

201. origCase =[]

202. for i in range(len(ciphertext)):

203. if ciphertext[i].isupper():

204. origCase.append(decryptedText[i].upper())

205. else:

206. origCase.append(decryptedText[i].lower())

207. decryptedText = ".join(origCase)

208.

209. # Check with user to see if the key has bee n found.
210. print('Possible encryption hack with key %s:' % (possibleKey )
211. print(decryptedText[:200]) # only show first 200 characters
212. print()

213. print('Enter D for done, or just press Enter to continue
hacki ng:")

214. response = input('>")

215.

216. if response.strip().upper().startswith('D"):

217. return decryptedText

218.

219. # No English - looking decryption found, so return None.

220. return  None

221.

222.

223. def hackVigenere(ciphertext):

224. # First, we need to do Kasiski Examination to figure out what the

225. # length of the ciphertext's encryption key is.

226. allLikelyKeyLengths = kasiskiExamination(ciphertext)

227. i f not SILENT_MODE:

228. keyLengthStr ="

229. for keyLength in allLikelyKeyLengths:

230. keyLengthStr +='%s ' % (keyLength)
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231. print('Kasiski Examination results say the most likely key lengths
are: ' + keyLengthStr +'\n’)

232.

233. for keyLength in allLikelyKeyLengths:

234. if not SILENT_MODE:

235. print(Attempting hack with key length %s (%s possible
keys)..." % (keyLength, NUM_MOST_FREQ_LETTERS ** keyLength))

236. hackedMessage = atte mptHackWithKeyLength(ciphertext , keyLen gth)
237. if hackedMessage != None:

238. break

239.

240. # If none of the key lengths we found using Kasiski Examination

241. # worked, start brute - forc ing through key lengths.

242. if hackedMessage == None:

243. if not SILENT_MODE:

244. print('Unable to hack message with likely key length(s).
Brute -forc in g key length...")

245. for keyLength in range(1, MAX_KEY_LENGTH + 1):

246. # don'tre - che ck key lengths already tried from Kasiski
247 . if keyLength not in allLikelyKeyLengths:

248. if not SILENT_MODE:

249. print(Attempting hack with key length %s (%s possible
keys)..."' % (keyLength, NUM_MOST_FR EQ_LETTERS ** keyLength))
250. hackedMessage = attemptHa ckWithKeyLength(ciphertext ,
keyLength)

251. if hackedMessage != None:

252. break

253. return hackedMessage

254,

255.

256. # If vigenereHacker. py is run (instead of imported as a module) call
257. # the main() function.

258. if __name__=='__main__"

259. main()

Sample Run of th&igenereHacking Program
When you run theigenereHacker.pgrogram, the output will look like this:

Kasiski Exam ination results say the most likely key lengths are: 32 6 4 12

Attempting hack with key length 3 (27 possible keys)...
Possible letters for letter 1 of the key: AL M

Possible letters for letter 2 of the key: SN O

Possible letters for letter 3 of the ke y:Viz
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Attempting with key: ASV

Attempting with key: ASI

Attempting with key: ASZ

Attempting with key: ANV

Attempting with key: ANI

Attempting with key: ANZ

Attempting with key: AOV

Attempting with key: AOI

Attempting with key: AOZ

Attempting with key: L SV
Attempting with key: LSI

Attempting with key: LSZ

Attempting with key: LNV

Attempting with key: LNI

Attempting with key: LNZ

Attempting with key: LOV

Attempting with key: LOI

Attempting with key: LOZ

Attempting with key: MSV

Attempting with key: MSI

Att empting with key: MSZ

Attempting with key: MNV

Attempting with key: MNI

Attempting with key: MNZ

Attempting with key: MOV

Attempting with key: MOI

Attempting with key: MOZ

Attempting hack with key length 2 (9 possible keys)...
Possible letters for letter 1 of the key: O AE
Possible letters for letter 2 of the key: M S |
Attempting with key: OM

Attempting with key: OS

Attempting with key: Ol

Attempting with key: AM

Attempting with key: AS

Attempting with key: Al

Attempting with key: EM

Attempting with key: ES

Attempting with key: El

Attempting hack with key length 6 (729 possible keys)...
Possible letters for letter 1 of the key: AE O
Possible letters for letter 2 of the key: SD G
Possible letters for letter 3 of the key: | V X
Possible letters for letter 4 of the key: M Z Q
Possible letters for letter 5 of the key: OB Z
Possible letters for letter 6 of the key: V | K
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Attempting with key: ASIMOV

Possible encryption hack with key ASIMOV:

ALAN MATHISON TURING WAS A BRITISH MATHEMATICIAN, LOGICIAN, CRYPTANALY ST, AND
COMPUTER SCIENTIST. HE WAS HIGHLY INFLUENTIAL IN THE DEVELOPMENT OF COMPUTER
SCIENCE, PROVIDING A FORMALISATION OF THE CON

Enter D for done, or just press Enter to continue hacking:

>d
Copying hacked message to clipboard:
Alan Mathison Turing was a British mathematician, logician, cryptanalyst, and

computer scientist. He was highly influential in the development of computer
...skipped for brevity...

his death was accidental. On 10 September 2009, following an Internet campaign,
British Prim e Minister Gordon Brown made an official public apology on behalf
of the British government for "the appalling way he was treated." As of May

2012 a private member's bill was before the House of Lords which would grant
Turing a statutory pardon if enacted.

How the Program Works

vigenereHacker .py
# Vigenere Cipher Hacker
# http://inventwithpython.com/hacking (BSD Licensed)

import itertools, re
import vigenereCipher, pyperclip, freqAnalysis, detectEnglish

LETTERS ="'ABCDE FGHIJKLMNOPQRSTUVWXYZ'

SILENT_MODE = False # if set to True, program doesn't print attempts
NUM_MOST _FREQ_LETTERS 4 # attempts this many letters per subkey
MAX_KEY_LENGTH = 16 # will not attempt keys longer than this
NONLETTERS_PATTHER= re.compile('[*A -Z])

© Nk WDNE

=
= O

The hacking program imports many different modules, includimgwmodule named
itertools . The constants will be explained as they are used in the program.

vigenereHacker .py
14. def main():

15. # Instead of typing this ciph ertext out, you can copy & paste it
16. # from http://invpy.com/vigenereHacker.py
17. ciphertext = ""Adiz Avtzgeci Tmzubb wsa m Pmilgev halpgavtakuoi,

Igouqdaf, kdmktsvmztsl, izr xoexghzr kkusitaaf. Vz wsa twbhdg ubalmmzhdad gz
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...skip  ped for brevity...

at Haq 2012 i bfdvsbg azmtmd'g widt ion bwnafz tzm Tcpsw wr Zjrva ivdcz eaigd
yzmbo Tmzubb a kbmhptgzk  dvrvwz wa efiohzd."™"

18. hackedMessage = hackVigenere(ciphertext)

19.

20. if hackedMessage != None:

21. print('  Copying hacked message to clipboard:")
22. print(hackedMessage)

23. pyperclip.copy(hackedMessage)

24. else:

25. print('Failed to hack encryption.")

Themain() function of the hacking program is similar to thein() functiors of previous
hacking functions. The ciphertext is passed tddekVigenere() cipher, which either
returnsthe decryptedtring (if the hack was successful) or tilene value (if the hack failed). If
successful, the hacked message is printed to thensanelecopied to the clipboard.

Finding Repeated Sequences

vigenereHacker .py
28. def findRepeatSequencesSpacings(message):
29. # Goes through the message and finds any 3 to 5 letter sequences
30. # that are repeated. Returns a dict with the keys of the sequence and
31. # values of a list of spacings (num of letters between the repeats).
32.
33. #Use a regular expression to remove non - letters from the message.
34. message = NONLETTERS_PATTERN.sub(", message.upper())
35.
36. # Compile a list of segLen - letter sequences found in the message.
37. seqSpacings = {} # keys are sequences, values are list of int spacings
38. for seqLen in range(3, 6):
ThefindRepeatSequencesSpacings() locates all the repeated sequencdsttérs in the

message stringandcountsthe spacings (that is, the number of letters) between the sequences.
First, line 34 converts the message to uppercase and removes aihgtteorcharacters from
message using thesub() regular expression method.

TheseqSpacings dictionary will have keys of the sequence strings and values of a list with

the integer number of letters between all the occurrences of that sequence in Thee key.

previousii P P Q C A X (B¥aénple string fromearliéern t he A Kasi sISit efpx dmi nat
section if passed amessage, would causdéindRepeatSequenceSpacings() to return

{VRA" [8, 24, 32], 'AZU": [48], 'YBN': [8]}



336 http//inventwithpython.com/hacking

The code inside line8® ®r loop will find therepeatedequences imessage and calculate

the spacings. On the diriteration, it will find sequences that are exactly 3 letters long. On the
next iteration it will find sequences exactly 4 letters long, and then 5 letters long. (You can
change what sequence lengths the code searches for by modifyiagdeé3, 6) cal on

line 38, but findingrepeatedequences of length 3, 4 and 5 seems to work for most ciphertexts.)

vigenereHacker .py

39. for seqStart in range(len(message) - segLen):
40. # Determine what the sequence is, and store it in seq
41. seq = message[seqStart:seqStart + seqlLen]

Thefor loop on line39 makes sure that wierate oveevery possibleubstringof length

segLen in themessage string. Line 41sets theseq variable with the sequence we are looking
for. For exampleif segLen is 3 and message IBPQCAXQ', we would want to search for the
following sequences (notice the indexes at theofdhe'PPQCAXQ' string):

Table 213. Values o$eqg from message depending on the value isegStart

Indexes: 0123456

On1%iteration,seqStart is0: ' PPQCAXQ' (PPQ starts at indeX)

On2"jteration,seqStart is1: 'P PQAAXQ' (PQC starts at indek.)

On3"“iteration,seqStart is2: 'PP QCAXQ' (QCA starts at inde®.)

On4"iteration,seqStart is3: 'PPQCAXQ' (CAX starts atidex3.)

On5"iteration,seqStart is4: 'PPQCAXQ  (AXQ starts at index, whichis
whatlen(message) - seglLen
evaluates to and is the last index.)

vigenereHacker .py

43. # Look for this sequence in the rest of the message
44. for i in range(seqStart + seglLen, len(message) - seglLen):
45. if messageli:i + seqLen] == seq:

Thefor looponline4i s i nsi doe loogandsetsi3td liethe indexes oévery
possible sequence of lengibgLen in message . Thesdndexes start ageqStart +
seqgLen (that is,after the sequence currentlydaq ) andgoup tolen(message) -
seqgLen (which is the last index where a sequeotkengthsegLen can be found).

The expressiomessageli:i + segLen] will evaluate to the substrg of message that
gets checked for being a repeasef] on line 45.f it is, then we need to calculate the spacing
and add it to theeqSpacings dictionary. This is done on line$ 4o 52.
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vigenereHacker .py
46. # Found a repeated sequence.
47. if seg not in seqSpacings:
48. seqSpacings[seq] = [] #init i alize blank list
49.
50. # Append the spacing distance between the repeated
51. # sequence and the original sequence.
52. seqgSpacings[seq].append(i - seqStart)

The spacing bet ween tmesaggiétgsagtemlc e wwléthee f ound a
original sequence abtessage[seqStart:seqStart+seqglLen] is simplyi -

seqStart . Notice thati andseqStart are the begining indexes before the color&o the

integer that - seqStart evaluates t@s the spacindpetween the two sequencegichis

appended to the listoredat seqSpacings[seq]

(Lines 4 and 8 guarantee there is a list &ig key by checking beforehandsiéq exists as a
key inseqSpacings . If it does not, theseqSpacings[seq] is set as a key with a blank
list as its value.)

vigenereHacker .py
53. return seqSpacings

By the time all thestor loops have finished, theeqSpacings dictionary will contain every
repeated sequence of length 3, 4, and 5 and their spacings. This dictionary is returned from
findRepeatSequencesSpacings() on line 3.

Calculating Factors

vigenereHacker .py
56. def getUsefulFactors(num):
57. # Returns a list of useful factors of num. By "useful" we mean factors
58. # lessthan MAX_KEY_LENGTH +1 . For example, getUsefulFactors(144)
59. #returns [2, 72, 3, 48, 4, 36, 6, 24, 8, 18, 9, 16, 12]
60.
61. if num < 2:
62. ret urn (] # numbers less than 2 have no useful factors
63.
64. factors =[] # the list of factors found

The only useful factors for theabking prograré Kasiski Examinatiortode areof length
MAX_KEY_LENGTENd undernot includingl. ThegetUsefulFac tors() takes anum
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parameter and returns a listfafsefub factors.The function does not necessarily return all the
factors ofnumin this list.

Line 61 checks for the special case whaetanis less thar. In this case, line®returns the
empty list beause these numbers have no useful factors.

vigenereHacker .py
66. # When finding factors, you only n eed to check the integers up to
67. # MAX_KEY_LENGTH
68. foriin range(2, MAX_KEY_LENGTH + 1); #don'ttest 1
69. ifnum%i==0
70. factors.append(i)
71. factors.append(int(num / i))

Thefor loopon line 68loopsthrough the integerd up toMAX_KEY_LENGTHincluding the
value inMAX_KEY_LENGTHself, since the second argumentaoge() is
MAX_KEY_LENTH + 1 ).

If num % i is equal td), then we know thdt evenly divideqthat is, ha® remaindernumand
is a factor olum In this case, line@appends to the list of factors in théactors  variable.
Line 71 also appendsum /i  (after converting itfom a float to an intsince thé operator
always evaluates to a float vajue

vigenereHacker .py
72. if 1 in factors:

73. factors.remove(1)

The valuel is not a useful factor, so we remove it from thetors  list. (If the Vigenerekey
hada length of 1, th&igenérecipher would be no different from the Caesar cipher!)

Removing Duplicates with the set() Function

vigenereHacker .py

74. return  list(set( factors )
Thefactors  list might contain duplicates. For examplegetUsefulFactors( ) was
passe® for thenumparameter, the@l % 3==0 would beTrue andbothi andint(hnum
/i)  (bothof whichevaluate t®) would have been appendedactors . But we donoét

duplicate numbers to appear in dactors  list.

Line 74 passeshe listvaluein factors  toset() which returns a set form of the ligthe set
data type is similar to the list data type, except a set value can only contain unique values. You
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can pass a list value to teet()  function and it will return a set value form of tiet. This set

value will not have any duplicate values in it. If you pass this set valis#(Jo , it will return

a list value version of the set. This is how line 74 removes duplicate values from the factors list.
Try typing the following into the intective shell:

>>> set([1, 2, 3, 3, 4])

set([1, 2, 3, 4])

>>> spam = list(set([2, 2, 2, 'cats’, 2, 2]))

>>> spam

[2, 'cats']

>>>

This list(set(factors)) code is an easy way to remove duplicate factors from the

factors list. The final list value is then retoed from the function.

vigenereHacker .py

77. def getltemAtindexOne(x):

78. return x[1]
ThegetltemAtindexOne() is almost identical tgetltemAtindexZero() from the
fregAnalysis.pyrogram in the previous chapter. This function is passedrt)  to sort based
ontheitematindexof t he i tems belihreg Pyorgtreadnd s( See t he
getltemAtindexZero() Functod section in Chapter 20.)

vigenereHacker .py

81. def getMostCommonFactors(seqFactors):

82. # First, get a count of how many timesafa  ctor occurs in seqFactors.

83. factorCounts = {} # key is a factor, value is how often if occurs

84.

85. # segFactors keys are sequences, values are list s of factors of the

86. # spacings. segFacto r s has a value like: {GFD": [2, 3, 4, 6,9 , 12,

87. # 18, 23, 36, 46, 69, 92, 138, 207], 'ALW" [2, 3, 4, 6, ...], ...}

Remember, @ need to know the most common factor of the sequence spacings as a part of the
Kasiski Examination because the most common factor is most likely going to leadtte of the
Vigenerekey.

ThesegFactors parameter is a dictionary value created inkagiskiExamination()

function, which is explained later. This dictionary s&rengs of sequences for keys and a list of
integer factors for the valued each key(These are factors of the spacing integers found by
findRepeatSequencesSpacings() .) For exampleseqFactors couldcontain a
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dictionary valudike {'VRA": [8, 2, 4, 2,3,4,6,8,12 , 16,8,2,4 1,
'‘AZU [  2,3,4,6,8,12,16,24 ], "YBN'": [8 2,4 1.

ThegetMostCommonFactors()  function will find the most common factons
seqFactors and return a list of twinteger tuples. The first integer in the tuple will be the
factor and the second integer will be how many times it wasdfactors

For examplegetMos tCommonFactors()  may return a list value such g8, 556),

(2, 541), (6, 529), (4, 331), (12, 325), (8, 171), (9, 156), (16,

105), (5, 98), (11, 86), (10, 84), (15, 84), (7, 83), (14, 68),

(13,52)] . This means that in treeqFactors dictionary passed to

getMostCommonFactors() , the factor 3 showed up 556 times, the factor 2 showed up 541
times, the factor 5 showed up 529 times, and so on. Note that 3 is the most frequent factor in the
list and appears first in the list3 s the least frequent factor arsdast in the list.

vigenereHacker .py
88. for seq in seqFactors:
89. factorList = seqFactors[seq]
90. for factor in factorList:
91. if factor not in factorCounts:
92. factorCounts[factor] = 0
93. factorCounts[factor] += 1

For the first step ofletMostCommonFactors() thefor loop on line 88 loopsver every
sequence isegFactors , storing it in a variable namestq on each iteration. The list of
factors insegFactors  for seq is stored in a &riable namedactorList on line 89.

The factors in this list are looped over witfoa loop on line 90. If a factor does not exist as a
key infactorCounts it is added on line 92 with a value@fOn line 93,

factorCounts[factor] (thatis,t h e f \@alogimdact@r@ounts ) isincremented.
vigenereHacker .py
95. # Second, put the factor and its count into a tuple, and make a list
96. # of these tuples so we can sort them.
97. factorsByCount =[]
98. for factor in factorCounts:
99. # exclude factors larger than MAX_KEY_LENGTH
100. if factor < = MAX_KEY_LENGTH:
101. # factorsByCount is a list of tuples: (factor, factorCount)
102. # factorsByCount has a value like: [(3, 497), (2, 487), ...]
103. factorsByCount.append( (factor, factorCounts[factor]) )
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For the second step gétMostCommonFactors() , we need to sort the values in the
factorCounts  dictionary by their count. But dictionaries do not have an order, so we must
first convert thaictionary into a list of twanteger tuples(We did something similar in Chapter
20 in thegetFrequencyOrder() function of thefreqAnalaysis.pynodule.)This list value

will be stored in a variable naméattorsByCount , which starts as an empty list ond 97.

Thefor loop on line 98 goes through each of the factofadtorCounts  and appends this
(factor, factorCounts[factor]) tuple to thefactorsByCount  list as long as the
factor isless than or equal tdAX_KEY_LENGTH

vigenereHacker .py
105. # S ort the list by the factor count.
106. factorsByCount.sort(key=getltemAtindexOne, reverse=True)
107.
108. return factorsByCount

After thefor loopfinishes adding all the tuples tactorsByCount | the last step of
getMostCommonFactors() is thatthe factorsByCount list is sorted on line 106.

Because thgetltemAtindexOne  function is passed for tHeey keyword argument and

True is passed for theeverse keyword argument, the list is sorted in descending order by the
factor counts.

After being sortedthe list infactorsByCount  is returned on line 108.

TheKasiski Examination Algorithm

vigenereHacker .py
111. def kasiskiExamination(ciphertext):
112. # Find out the sequenc es of 3 to 5 letters that occur multiple times
113. # in the ciphertext. re peatedSeqSpacings has a value like:
114. # {EXG": [192], 'NAF" [339, 972, 633)], ... }
115. repeatedSeqSpacings = findRepeatSequencesSpacings(ciphertext)
ThekasiskiExamination() function returns a list of the most likely key lengths for the

givenciphertext argument. The key lengths are integers in a list, with the first integer in the
list being the most likely key length, the second integer the second most likely, and so on.

The first step is to find the spacings between repeated sequencesijhirtext. This is
returned fronfindRepeatSequencesSpacings() as a dictionary with kesyof the
sequence strings andlues of a list with the spacings as integers.
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Theextend() ListMethod

Theextend() list method is very similar to theppend() list method. While theppend()
method adds a single value passed to it to the end of the lisktdhrel() method will add
every item in a lisargumento the end of the list. Try typing the following into the interactive
shell:

>>> spam = ]
>>> eggs = ['cat ', 'dog’, 'mouse’]
>>> spam.extend(eggs)

>>> spam

[‘cat', 'dog', 'mouse’]

>>> spam.extend([1, 2, 3])

>>> spam

[‘cat', 'dog’, 'mouse’, 1, 2, 3]

>>>

Notice the difference if you pass a list to #ppend() list method. Thdist itselfgets apencd
to the en instead of the values in the list:

>>> spam = []

>>> eggs = ['cat, 'dog’, '‘mouse’]
>>> spam.append(eggs)

>>> spam

[[cat', 'dog’, 'mouse]

>>> spam.append([1, 2, 3])

>>> spam
[[‘cat', 'dog’, 'mouse, [1, 2, 3]]
>>>
vigenereHacker  .py
117. # See ge tMostCommonFactors() for a description of seqFactors.
118. segFactors = {}
119. for seq in repeatedSeqSpacings:
120. seqFactors[seq] =[]
121. for spacing in repeatedSeqSpacings[seq]:
122. seqFactors[seq].extend(getUsefu IFactors(spacing))

While repeatedSeqSpacings is a dictionary that maps sequence strings to lists of integer
spacings, we actually neadlictionary that maps sequence strings to lists of factors of those
integer spacings. Lines 118 to 122 do this.

Email questions to the author: al@inventwithpython.com



Chapter 21 Hacking the Vigenere Cipher 343

Line 118starts with an empty dictionary segFactors . Thefor loop on line 119 iterates
over everykey (which is a sequence strinim repeatedSeqSpacings . For each key, line
120 sets a blank list to be the valusagFactors

Thefor loop on line 121 iteratesver all the spacing integers, which are each passed to
getUsefulFactors() call. The list returned frongetUsefulFactors() has each of its
items appended ®eqFactors[seq]

Whenall thefor loops are finishedsegFactors is a dictionary that maps seaque strings to
lists of factors of integer spacings.

vigenereHacker .py
123. # See getMostCommonFactors() for a description of factorsByCount.
124. factorsByCount = getMostCommonFactors(seqFactors)

ThesegFactors dictionary is passed @etMostCommonFactors()  on line 124. A list of
two-integer tuples (the first integar the tuplebeing the factor, the second integer being the
count of how often that factor appeared@yFactors ) is returned and stored in
factorsByCount

vigenereHacker .py
126. # Now we extract the factor counts from factorsByCount and
127. # put them in allLikelyKeyLengths so that they are easier to
128. # use later.
129. allLikelyKeyLengths =]
130. for twolntTuple in factorsByCount:
131. allLikelyKey Lengths.append(twolntTuple[0])
132.
133. return allLikelyKeyLengths
Thekasis kiExamination() functi on does n dirttegerteglesthoughdat | i st

returns a list of integer factors. These integer factors are in the first item of thetdger tuples
list in factorsByCount , so we need code to pull these integer factors out and put them in a
separate list.

This separate list will be stored afiLikelyKeyLengths , Whichto begin withis set to an
empty list on line 129. Thior loop on line 18 iterates over each of the tuples in
factorsByCount , and appends the u p index0stemto the end of
allLikelyKeyLengths
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After thisfor loop completes, thallLikelyKeyLengths variable contains all the factor
integers that were ifactorsByCount . Thislist is returned from
kasiskiExamination()

vigenereHacker .py
137. def getNthSubkeysLetters ('n, keyLength, message):
138. # Returns every Nth letter for each keyLength set of letters in text.
139. #E.g. getNthSubkeyslLetters (1, 3, 'ABCABCABC)) ret urns 'AAA'
140. # getNthSubkeysLetters (2, 3, "ABCABCABC') returns 'BBB"
141. # getNthSubkeysLetters (3, 3, 'ABCABCABC') returns 'CCC'
142. # getNthSubkeysLetters (1, 5, '"ABCDEFGHI') returns 'AF'
143.
144. #Usea regular expre ssion to remove non - letters from the message.
145. message = NONLETTERS_PATTERN.sub(", message)

In order to pullout the letters from a ciphertext that were encrypted with the same subkey, we

need a function that can create a string for thef, o r "@ Ns udbsk el yeomn & massage.

The first part of getting these letters is to remove theleter characters frommessage using a

regular expression objeand itssub() methodon line 145. (Regular expressions were first

discusedin Chapterl8 s A A Brief I ntro to Regular JEXpressi
This lettersonly string is stored as the new valuariassage .

vigenereHacker .py
147. i= n-1
148. letters =]
149. while i < len(message):
150. letters.appen d(messageli])
151. i += keyLength
152. return ".join(letters)

Next we will build up a string by appending the letter strings to a list and usij@rtfe list

method to create the fihstring value. This approach executesch faster thantisng

concatenation with the operator(This approach was firsiscussed n Chapter 186s AB
Strings in Pythpn with Listso section.

Thei variable will point to the index of the letter mmessage that we want to append to our
string-building list This list is stored in a variable nametters . Thei variable starts with
the valuen - 1 online 147 and thietters  variable starts with a blank list on line 148.

Thewhile loop on line 149 keeps looping whiles less than the length nfessage . Oneach
iteration the letter anessageli] is appended to the list Iatters . Theni is updated to
point to the next of keylergth stoibokkngds | etters by a
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After this loop finishes, the code on line 152 joins the sHgjter stringvalues in thdetters
list together to form a single string, and this string is returned from
getNthSubkeysL etters()

vigenereHacker .py

155. def attemptHackWithKeyLength(ciphertext, mostLikelyKeyLength):

156. # Determine the most likely letters for e ach letter in the key.
157. ciphertext ~ Up = ciphertext.upper()
Recall that oukasiskiExamination() functioni s nét g uraturratmdnetaue t o

integer length of th¥igenérekey, but rathethe functionreturns a list ofeveral lengths sorted

in orderof most likely to be the key length our code has guessed the wrong key length, then it
will have to try again with a different key length. TdigemptHackWithKeyLength()

function is passed the ciphertext and the key length guess. If succéssfuhdtion returns a
string of the hacked message. If the hacking fails, the function réNomes.

The hacking code works on uppercase letters but the original string will also be needed, so the
uppercase form of theiphe rtext string will be stored imseparate variableamed
ciphertextUp

vigenereHacker .py

158. # allFregScores is a list of mostLikelyKeyLength number of lists.
159. # These inner lists are the freqScores list S.

160. allFregScores =]

161. for nth in range(1, mostLikely KeyLength + 1):

162. nthLetters = getNthSubkeysLetters(nth, mostLikelyKeyLength,

ciphertext  Up)

If we assume the value in theostLikelyKeyLength is the correct key length, the hack
algorithm callggetNthSubkeysL etters() for each subkey and thénute-forces through
the 26 possible letters for each subkey to find the one that produces decryptdtbtextetter
frequencyclosest matches the letter frequency of English.

First, an empty list is stored allFreqScores on line 160. What this list stasevill be
explained a little later.

Thefor loop on line 161 sets theh variable to each integer frointo the
mostLikelyKeyLength value. (Remember, that whesnge() is passed two arguments,
the range goes up to, but not including, the second arguifent. 1 is put into the code so that
theintegervalue inmostLikelyKeyLength itself isincludedin the range object returned.)
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The letters of the Nth subkey are returned fogetNthSubkeysLetters() on line 162.
vigenereHacker .py

164. # freqScores is a list of tuples like:

165. # [(<letter>, <Eng. Freq. match score>), ... ]

166. # Listis sorte d by match score. Higher score means better match.

167. # See the englishFregMatchScore() comments in freqAnalysis py .

168. f reqScores =[]

169. for possibleKey in LETTERS:

170. decryptedText = vigenereCipher.decryptMessage(possibleKey,

nthLette rs)

171. keyAndFregMatchTuple = (possibleKey

freqAn alysis.englishFregMatchScore(decryptedText))

172. freqScores.append( keyAndFreqMatchTuple )

Next, a list of English frequency match scores is stored in a list in a variable named
freqScores . This variable starts as an empty list on line 168 and thenithdoop on line
169loops througheachof the 26uppercase letter from thdETTERSstring ThepossibleKey
valueis used to decrypt thaphertextby callingvigenereCipher.decryptMessage()

on line 170.The subkey ipossibleKey is only one letter, but the string imhLetters is
made up of only th letters frommessage that would have éen encrypted with that subkigy
w e 0 wessed the key length correctly

The decrypted text is then passedrégAnalysis.englishFregMatchScore() to see

how closely the frequency of the lettersdgcryptedText  matchesthe letter frequency of

regular English. (Remember from the last chapter that the return value will be an integer between
0 and12, with a higher number meaning a closer match.)

This frequency match score, along with the key used to deangput nto a tuple that is stored
in a variable namekeyAndFreqMatchTuple  on line 171. This tuple is appended to the end
of freqScores  on line 172.

vigenereHacker .py
173. # Sort by match score
174. freqScores.sort(key=getltemAtindexOne, reverse= True)

After thefor loop on line 169 completes, tfreqScores  list will contain 26 keyand
frequencymatchscore tuples: one tuple for each of the 26 subkeys. We need to sort this so that
the tuples with the largest English frequency match scordssria the list.

This means that we want to sort by the value at iddefkthe tuples irfreqScores and in
reversg(that is,descendinporder. We call theort() method on théreqScores  list,
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passing the function valugetitemAtindexOne (notcalling the tinction note the lack of
parentheses) for theey keyword argumentThe valueTrue is passedor thereverse
keyword argument to sort in reverse (that is, descending) order.

vigenereHacker .py

176. allFreqScores.append(freqScores[:NUM_MOST_FREQ L ETTERS])

TheNUM_MOST_FREQ_LETTER&stant was set to the integer vabuen line 9. Once the
tuples infreqScores  are sorted, a list containing only tfiest 3 tuples (that is, the tuples with
the threehighestEnglish frequency match scores) is appehallFreqScores

After thefor loop on line 161 completeallFreqScores will contain a number of list
values equal to the integer valuemiostLikelyKeyLength . (For examplesince

mostLikel yKeyLength was3, allFreqScores would be a list ofhreelists.) Thefirst

list valuewill hold the tuples for the top three highest matching subkeys fdirgheubkeyof the
full Vigenérekey. Thesecond list valugill hold the tuples for the top three highest matching
subkeys for theecond subkeyf the full Vigenerekey, and so on.

Originally, if we wanted tdoruteforce through the fulVigenerekey, there would bé6 " key
length number of possible keys. For example, if the key was ROSEBUD (with a length of 7)
there would b&6 ~ 7 (that is8,031,810,17ppossible keys.

But by checking the English fr equdenostlkelymat chi ng
letters for each subkey, meaning that there are nowm(drikey length possible keys. Using the

example of ROSEBUD (with a length of 7) foaenérekey, now we only need to chedk* 7

(that is,16,389 possible keys. Thiis a huge improvement over ilibn!

Theend Keyword Argument fomprint()

vigenereHacker .py
178. if not SILENT_MODE:
179. for i in range(len(allFreqScores)):
180. #use |1 + 1sothefirstletteris not called the "Oth" letter
181. print('Possible letters for letter %s of the key: ' % (i + 1),
end=" )
182. for freqScore in allFreqScores]i]:
183. print('%s ' % freqS core[0], end=")
184. print() # print a newline




348 httpY/inventwithpython.com/hacking

At this point, the user might want to know which letters are in the top three most likely list for
each subkey. If thBILENT_MODEconstant was set teéalse , then the code on lines 178 to 184
will print out the values iallFreqScores to the screen.

Whenever therint() function is called, it will print the string passed to it on the screen along
with a newline character. If we want something else printed at the end of the string instead of a
newline character, we can specify the string forphet() f u n c tendkey@wosd argument.

Try typing the following into the interactive shell:

>>> print(‘"HEllo', end="' \n’)
HEllo

>>> print('Hello', end="' \n’)
Hello

>>> print(‘Hello', end=")

Hello>>> print('H ello', end="XYZ")
HelloXYZ>>>

(The above was typed into thgthon.exénteractive shell rather than IDLE. IDLE will always
add a newline character before printing #txe prompt.)

Theitertools.product() Function
Theitertools.product() function producesvery possible combination of items in a list
or list-like value,such as a string or tuplérhough thetertools.product() function

returns a fAitertool s pr od uaatlisiby passingictdist)v a) u e,
This conbination ofthings is called £artesian productwhich is where the function gets its
name.Try typing the following into the interactive shell:

>>> import itertools

>>> jtertools.product('ABC', repeat=4)

<itertools.product object at 0x02C40170>

>>> list(itertools.pr oduct('ABC', repeat=4))

[CAY A AL AN, (A AL 'ALBY), (A AL AL CYH, (A A

‘B, 'A), (A, AL B, 'BY, (AL A B 'CY, (AL A 'C A,

(A, AL 'CL'BY), (AL'AL'CL'CY, (A B A A, (A 'BY

‘A", 'BY), (A, 'B,'A,'C"), (A, 'B,'B 'A), (A, 'B', 'B', 'B),
...skipped for brevity...

(c,'B,'C,'B), (C,'B,'C,'C) (C,'C,'A,'A), (C,'C,

'A','BY), ('C, 'C, A, 'C), (C', 'C, 'B', 'A), ('C', 'C, 'B, 'BY),

(c,'c,'B,'CY) (C,'C,'C,'A), (C,'c,C,'BY, (C,'C,

(Se))
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As you can see, by passitBC' and the integet for therepeat keyword argument,
itertools.product() returnsami i t e r t o odbject tpat, wherucomvtédto a list,
has tuples of fouvalues with every possibmbination ofA' ,'B' , and'C' . (This results in
a list with a total o3 * 40r 81 tuples in it.)

Since range objects returned froamge() are also lislike, they can be passed to

itertools.pro duct() as well. Try typing the following into the interactive shell:
>>> import itertools
>>> list(itertools.product(range(8), repeat=5))
[(0,0,0,0,0),(0,0,0,0,1),(0,0,0,0,2),(0,0,0,0, 3), (0,0, 0,
0,4),(0,0,0,0,5),(0,0,0,0, 6) ,(0,0,0,0,7),(0,0,0,1,0), (0,
0,0,1,1),(0,0,0,1,2),(0,0,0,1,3),(0,0,0, 1, 4),
...Skipped for brevity...
(7,7,7,6,6),(7,7,7,6,7),(7,7,7,7,0), (7,7, 7,7, 1), (7. 7, 7,
7,2,(7,7,7,7,3,(7,7,7,7, 4, (7, 7,7,7,5),(7,7,7,7,6), (7,
7,7, 7, 7]
When the range object returned froamge(8) is passed tdertools.product (O (along

with 5 for therepeat keyword argument), the list that is generated has tuples of 5 values, and
each value are from the agers0 to 7.

Theitertools.product() function is an easy way to generate a list with every possible
combination of somgroup ofvalues. Thiss how our hacking programill create integer
indexes to test every possible combination of possible subkeys.

vi genereHacker .py
186. # Try every combination of the most likely letters for each position
187. #in the key.
188. for indexes in itertools.product(range(NUM_MOST_FREQ_LETTERS),
repeat=mostLikelyKeyLength ):
TheallFreqScores variable is a lisof lists of tuples such thailFreqScores]i] will
evaluate to a list of tuples of possible letters for a single subkey. ThFregScores[0]
has a list of tuples for the first subkeyiFreqScores[1] has a list of tuples for the second

subkey, andson.

Also, since thNUM_MOST_FREQ _ LETTER&hstant is set té,
itertools.product(range(NUM_MOST_FREQ_LETTERS),

repeat=mostLikelyKeyLength ) will cause thdor loop to have a tuple aftegers(from
0 to 3) for theindexes variable. If5 was passed fancstLikelyKeyLength , then the
following values would be set todexes for each iteration:
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Table 214. Value ofndexes on each iteration.

On the f'iteration,indexes is setto: (0,0, 0, 0, 0)
On the ?iteration,indexes is setto: (0,0, 0, 0, 1)
Onthe 3 iteration,indexes is setto: (0,0, 0, 0, 2)
On the #'iteration,indexes is setto: (0,0, 0, 1, 0)

0,1,1

On the ¥ iteration,indexes is setto: (0,0,0, 1, 1)
And so
vigenereHacker .py
189. # Create a possible key from the letters in allFreqScores
190. possibleKey ="
191. for i in range(mostLikelyKeyLength):
192. possibleKey += allFreqScores|i][indexes[i]][0]

The full Vigenérekey will be constructed from the subkeysaitFreqScores using the
indexessupplied byindexes . The key starts off as a blank string on line X8@®jthefor loop
on line 191 will iterate througthe integers frond up to, but not including,

mostLikelyKeyLength

As thei variable changes for each iteration of the loop, the vlue atindexes]i] will be

the index of the tuple we want to useaitFreqScores]i] . This is why
allFregScores]i][indexes]i]] evaluates to the correct tuple we want (and the subkey

we want is at indef in that tuple).

vigenereHacker .py
194. ifno tSILENT_MODE:
195. print(‘Attempting with key: %s' % (possibleKey))

If SILENT_MODESs False , the key created by tHer loop on line 191 is printed to the
screen.

vigenereHacker .py
197. decryptedText = vigenereCipher.decryptMessage(po ssibleKey,
ciphert ext Up)
198.
199. if detectEnglish.isEnglish(decryptedText):
200. # Set the hacked ciphertext to the original casing.
201. origCase =[]
202. for i in range(len(ciphertext)):
203. if ciphertext[i].isupper():
204. origCase.append(decryptedText[i].upper())
205. else:
206. origCase.append(decryptedText[i].lower())
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207. decryptedText = ".join(origCase)

Now that we hae a complet&/igenérekey, lines 197 to 208 will decrypt the ciphertext and
check if the decrypted text is readable English. If it is, then it is printed to the screen for the user
to confirm it is English (sincesEnglish() might produce a false positive

But decryptedText s in all uppercase letters. The code on lines 201 to 207skzuildw
string by appending tharigCase list with anuppercase or lowercase form of the letters in
decryptedText . Thefor loop on line 202 goes through eaafithe indexe the
ciphertext string (which unlikeciphertextUp , has the original casing of the

ciphertext ). If ciphertext[i] is uppercase, then the uppercase form of
decryptedText][i] is appended torigCase . Otherwise, the lowercase form of
decryptedText][i] is app@ded.Thelist in origCase is then joined together on line 207 to

become the new value décryptedText

This table shows how thaphertext anddecryptedText  values produce the strings that
go intoorigCase

ciphertext Adiz Avtzgeci Tmzubb wsa m Pmilgev h alpgavtakuoi
decryptedText ALAN MATHISON TURING WAS A BRITISH MATHEMATICIAN
".join(origCase) Alan Mathison Turing was a British mathematician

vigenereHacker .py
209. # Check with user to see if the key has been found.
210. prin t('Possible encryption hack with key %s:' % (possibleKey )
211. print(decryptedText[:200]) # only show first 200 characters
212. print()
213. print(Enter D for done, or just press Enter to continue
hacki ng:")
214. response = input(> ")
215.
216. if response.strip().upper().startswith('D"):
217. return decryptedText

The correctlycased decrypted textpginted to the screen fdné user to confirm it is Englisk
the user enterD' then the function rerns thedecryptedT ext string.

vigenereHacker .py
2109. # No English - looking decryption found, so return None.
220. return None
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Otherwise, after thior loop on line 188 iterates through all of the possible indexes tangse
none of the decryptions look like English, the hacking has failed andiahe value is returned.

vigenereHacker .py

223. def hackVigenere(ciphertext):

224. # First, we need to do Kasiski Examination to figure out what the
225. # length of the ciphertext's encryption key is.
226. allLikelyKeyLengths = kasiskiExamination(ciphertext)

Now we define thénackVigenere() function, which calls dlof the previous functions.
Wewe already defied al | t he wsmrkthrdugh thevstepdgoeshmughto e t 6
perform thehacking.The first step is to get the most likely lengths of\iigenérekey based on
Kasiski Examination ofiphertext

vigenereHacker.py
227. if not SILENT_MODE:
228. keyLengthStr ="
229. for keyLengt  hin allLikelyKeyLengths:
230. keyLengthStr += '%s ' % (keyLength)
231. print('Kasiski Examination results say the most likely key lengths
are: ' + keyLengthStr +'\n)

The likely key lengths are printed to the screéBlifENT_MODESs False .

Thebreak Statement

Similar to howthecontinue  statement is used inside of a loop to continue back to the start of

the loop, thébreak statement (which is just threak keyword by itself) is used insédof a

loop to immediately exit the loop. Whénh e pr ogram execution fAbreaks
immediately moves to the first line of code after the loop ends.

vigenereHacker .py
233. for keyLength in allLikelyKeyLengths:
234. if not SILENT_MODE:
235. print(Attempting hack wi th key length %s (%s possible
keys)...' % (keyLength, NUM_MOST_FREQ_LETTERS ** keyLength))
236. hackedMessage = atte mptHackWithKeyLength(ciphertext , keyLen gth)
237. if hackedMessage != None:
238. break
For each possible key lethg the code calls thettemptHackWithKeyLength() function

on line236. If attemptHackWithKeyLength () does not returiNone, then the hack was
successful and the program execution should break out fidrthéoop on line 238.
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vigenereHacker .py
240. #1 fnone of the key lengths we found using Kasiski Examination
241. # worked, start brute - forc ing through key lengths.
242. if hackedMessage == None:
243. if not SILENT_MODE:
244 print(Unable to hack message with likely key leng th(s).
Brute -forc in g key length...")
245. for keyLength in range(1, MAX_KEY_LENGTH + 1):
246. # don'tre - check key lengths already tried from Kasiski
247. if keyLength not in allLikelyKeyLengths:
248. if not SILENT_MODE:
249. print('Attempting hack with key length %s (%s possible
keys)..." % (keyLength, NUM_MOST_FREQ_LETTERS ** keyLength))
250. hackedMessage = attemptHa ckWithKeyLength(ciphertext ,
keyLength)
251. if hackedMessage != None:
252. break
If the hack had failed for all the possible key lengths khatskiExamination() returned,

hackedMessage will be set toNone when thef statement on line 24&xecutes. In this case,
all theother key lengths up ttMAX_KEY_LENGTHire tried If Kasiski Examination failed to
calculate the correct key length, then we canljusteforce through the key lengths.

Line 245starts dor loop that will callattemptHackWithKeyLength() for each value of
keyLength (which ranges from to MAX_KEY_LENGT)Hs long as it was not in
allLikelyKeyLengths . (This is because the key lengthsaltLikelyKeyLengths

have already been trigal the code on lines 238 238)

vigenereHacker .py
253. return hackedMessag e

Finally, the value irhackedMessage is returned on line 253.

vigenereHacker .py
256. # If vigenereHacker.py is run (instead of imported as a module) call
257. # the main() function.
258. if __name__=='__main__"
259. main()

Lines 258and B9 call themain() function if this program was run by itself rather than
imported by another program.
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T hat 6 s Vigehésshatking program. Whether it is successful or not depends on the

characteristics of the ciphertext. Also, the closemtignalplaintex 6 s | et ter frequenct
regular Englishds | etter frequemarhackingd t he | on
program will work.

Practice Exercises, Chapter 21, Set A

Modifying the Constants of the Hacking Program

There are a few things we can modiTherearef t he ha
threeconstants we set on lines@10that affect how our hacking program runs:

vigenereHacker .py

8. MAX_KEY_LENGTH =16 # will not attempt keys longer than this

If the Vigenérekey was longer than the integerNtAX_KEY _LENGTHhere is no possible way

the hacking program will find the correct key. However, if we HeweX_KEY_LENGTBet very

high and thé&asiskiExamination () function mistakenly thinks that the key length could

be a very large integer, the program could be spending hours (or days or months) attempting to
hack the ciphertext with wrong key length

Trying to hack the wrong key length that is small is not bigof a problem: it will only take
seconds or minutes to go through the likely keys of that length. If the hacking program fails to
hack the ciphertext, try increasing this value and running the program again.

vigenereHacker .py

9. NUM_MOST_FREQ_LETTER 3 # attempts this many letters per subkey

TheNUM_MOST_FREQ_LETTERSits the number of possible letters tried for each subkey.
By increasing this value, the hacking program tries many more keys (which is needed if the
freqAnalysis.englishFregMatchSco re() was inaccurate for the original plaintext
message), but this will also cause the program to slow down. And setting
NUM_MOST_FREQ_LETTERS26 will cause the program to not narrow down the number of
possible letters for each subkey at all!

Table 215. Tradeoffs for the MAX_KEY_LENGTH and NUM_MOST_FREQ_LETTERS.

Smaller value| Larger value
Faster to executq Slower to execute.
Less likely to hack| More likely to hack.
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vigenereHacker .py
10. SILENT_MODE = False # if set to True, program doesn't prin t attempts

While your computer can perform calculations very fast, displaying charactdre soreen is
relatively slow. If you want to speed up your program, you caSI&&NT MODBEo True so
that the program does not waste time printing informatighéscreen. On the downside, you
will not know how the program is doing until it has completely finished running.

Summary

Hacking theVigeneérecipher requires several detailed steps to follow. There are also many parts

where our hacking program could fglerhaps th&igenerekey used for encryption was larger

in length thartMAX_KEY_LENGTHr perhaps the English frequency matching function got

i naccurate results because the plaintext doesn
plaintexthastoomany wor ds t hat ar e nig§english(h oduore sdnidctt i onar
recognize it as English.

If you identify different ways that the hacking program could fail, you could change the code to
become ever more sophisticated to handle these other Bas#ge hacking program in this book
does a pretty good job at reducing billions or trillions of possible kelgruteforce through to

mere thousands.

However, there is one trick to make Migenérecipher mathematically impossible to break, no
matterhowp wer f ul your computer or how clever your
t hesetifinvtenepadsd in the next chapter.
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CHAPTER 22

THEONETIME PAD CIPHER

Topics Covered In This Chapter:
I The Unbreakable Oréime Pad Cipher
I The TweTime Pad is the Vigenere Cipghe

Al 6ve beenustavred tiitmeas ,tohowWat er ho
s a y and theiionly explanation | can think of is

that they are converting their messages into large

binary numbers and then combining them with

other large binary numbefs onetime pads, most

likely 0 to produce the ciphertext.

Aln which case your project is
"because you can'tbreak aegne me pad. O

ACryptonomicono by Neal Steph
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The Unbreakable Ond@ime Pad Cipher

There is one cipher that is impossible to crack, no matter hawgrfd your computer ishow

much time you have to crack d@r how clever of daackeryouare We wondét have to v
program to use it either. OWMiigenéreprogram can implement this cipher without any changes.

But this cipheris so inconvenient tase on a regular basis that it fsea only used for the most

top-secreof messages.

Theone-time pad cipheris an unbreakable cipher. It i3/&genérecipher where

1. The key isexactlyas long as the message that is encrypted
2. The key is made up of tykandom symbols.
3. The key isused one time only, antbver usd again for any other message.

By following thesetireer ul es, your encrypted message wil/l b
attack.Even with literally an infinite amount of computing powtte cipher cannot be broken.

The key for the onéime pad cipher is called a pad because they were printed on pads of paper.
The top sheet of paper would be torn off the pad after it was used to reveal the next key to use.

Why the OneTime Pad is Unbreadble

Toseewhytheonei me pad (OTP) cipher is unbreakabl e,
Vigeneérecipher is vulnerable to breaking. Ovigenérecipherhackng program works by doing
frequency analysis. But if the key is the same length as the gee$san every possible

ciphertext letter is equally probaib befor the same plaintext letter

Say that we want tfgouwantdorsynpve out hbre, yooee gt ta knew i
whereyourtoweli®. | f we r emove t hethissessagehas 5a letters.Baitact uat
encryptitwithaon¢d i me pad, we need a key that is also !
fikcqyzhepxautigekxejmoretzhztrwwqdylbttvejmedbsanybpxdidacrypting the string looks like

this:

Plaintext ifyouwanttosurviveo uthereyouvegottoknowwhereyourtowelis
Key kcgyzhepxautigekxejmoretzhztrwwadylbttvejmedbsanybpxqik
Ciphertext shomtdecqtilchzssixghyikdfnnmacewrzlghraqgvhzguerplbbgc

Now imagine a cryptanalyst got a hold of the ciphertekt s h o mt Hoe couldsheditack

the cipher®Bruteforcing through the keys would not work, because there are too many even for a
computer. The number of keys is2@humber of letters in the message), so if the message has 55
letters, thee would be a total of 2655, 0r666,091878,431,395,624,153,823,182,526,730,590,
376,250,379,538,249,805,353,030,484,209,594,192,101 8Fssible keys.
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But it turns out that even ghehad a computer that was powerful enough to try all the keys, it
still would not break the orgme pad cipherThis is because for any ciphertext, all possible
plaintext messages are equally likely.

For example, given the ciphertédighomtde . , .we abuld easily say the original plaintext was
fiThe myth of Osiris was of importance in ancient Egyptian religiemcryptedwith the key
fizakavkxolfgdlzhwsgjbzmtwmmnakwurwexdcuywksgorghnnedtcp

Plaintext  themythofosiriswasofimportanceinancientegyptianreligion
Key zakavkxolfqdizhwsgjbzmtwmmnakwurwexdcuywksgorghnnedvtcp
Ciphertext shomtdecqtilchzssixghyikdfnnmacewrzl ghraggvhzguerplbbqc

The way we are able ttackencryption is because there is usually only one key that can be used

to decrypt the message to sensible English.t we 6 ve | u sameciphemextoould hat t he
have been made from two vatifferentplaintext messagebor the onetime pad, the

cryptanalyst has no way of telling whickas the original message. In faany readable English

plaintext message that is exactly 55 letters lisrjgst as likelyto be the original plaintexfust

because a again key can decrypt the ciphertext to readable English does not mean it was

the original encryption key.

Since any English plaintext could have been used to create a ciphertext with equal likelihood, it is
completely impossible tbhacka message encrytevith a ongime pad.

BewarePseudorandomness

Therandom module that comes with Python does not generate truly random numbers. They are
computed from an algorithm that creates numbers that only appear random (which is often good
enough). If the pad is ngenerated from a truly random source, then it loses its mathematically
perfect secrecy.

Theos.urandom()  function can provide truly random numbers but is a bit more difficult to

Beware the TweTime Pad

If you do use the same ctiene pad key to encrypt two different messages, you have introduced
a weakness into your encryptidsising the ongime pad cipher this way sometimes called a

At wo me pa.d Ictidsh ea oghaHe éwvotima pad cipher is neally just using the
onetime pad cipher incorrectly.

Just because a key decrypts tdmetime padciphertext to readable English does not mean it is
the correct key. However, if you use the same key for two different nesssamyv thdnackercan
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know that if a key decrypts the first ciphertext to readable English, but that samedkgptsthe
second message tandom garbage text must not be the original key. In fact, it is highly likely
that there is only one key thatll decryptbothmessages to English.

If the hackeronly had one of the two messages, then it is still perfectly encrypted. But, you must

always assume thatl of your encrypted messages are being interceptéadyes and/or
governmentgotherwise,ya woul dndét need to botRememb&ncryptin
Shannondés Maxim: The enemy knows the system! T

The TweTime Pad is th&/igenereCipher

To see whythe twetime pad is hackable just like thégenére Ciphed et 6 s t hi nk about
Vigenerecipher works when it encrypts a message that is longer th&eyh©nce we run out of

characters in the key to encrypt with, we go back to the first character of the key and continue
encrypting. Sotoencrypta2bar&a t er message | i ke AAABBCCDDEEVV)
albcharacter | RECORI@U®B ,s uchhe afsi rist ten character s
encryptRRECOLIOUSH dnd then the next ten character
encryptRRECOLIOCUS . i

Plaintext AABBCCDDEEVVWWXXYYZZ
VigenereKey PRECOCIOUBRECOCIOUS
Vigenére Ciphertext PRFDQELRYWKMAYLZGMTR

We have already learned how to bréégenéreciphers. If we can show that a time pad
cipher is the same thing a®/@enérecipher, then we can proveaitit is breakable using the
same techniques used to br&agenére cipher

Usingtheond i me pad ci pheharbhetés magysabge HBHABBCCDD
encrypted withtheore i me pRRECACEOWS H Then t he cryptographert
mistake of enyptingasecond 0 har act er message AVVWWXXYYZZO w
ti me p&RECOEAQUS .n

Message 1 Message 2
Plaintext AABBCCDDEE/VWWXXYYZZ

One-Time Pad Key PRECOCIOUSPRECOCIOUS
One-Time Pad Ciphertext PRFDQELRYWKMAYLZGMTR

If we compae the ciphertext of the€igenérecipher and the ciphertexts of the eimae pad
cipher, we can see they are the exagtesd he twotime pad cipher has the same properties as
theVigenérecipher, which means that the same téghes could be used tackit!

This also tells us that if we do tMigenerecipher but use a key that is as long as the message it
is encrypting (and only use this key once for this message), then it will be perfectly unbreakable.
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This is why we dondt -timegaddaiphergprogiami Q\Migenerecigsherp ar at e

program already does it!

Practice Exercise€hapter 2, Set A

Summary

In short, a ong¢ime pad is just the Vigenere cipher with a key thahe same length as the

message and is only used once. As long as these two conditions are followed, it is literally
impossible to break the oftiene padHowever, it is so inconvenient to use the-tingee pad that

it is not generally used except for im@st topsecret of secrets. Usually a large list of -tinge

pad keys are generated and shared in person, with the keys marked for specific dates. This way, if
you receive a message from your collaborator on OctoBiey8a can just look through thetlis

ofonet i me pads to find the one for that day. But

hands!

Email questions to the author: al@inventwithpython.com



Chapter 23 Finding Prime Numbers 361

CHAPTER 23

FINDINGPRIME NUMBERS

Topics Covered In This Chapter:

I Prime and Composite Numbers
I The Sieve of Eratosthenes

9 The RabinMiller Primality Test

A Ma mdtigans have tried in vain to this day to
discover some order in the sequence of prime
numbers, and we have reason to believe that it is a
mystery into which the dman mind will never
penetrate. o

Leonhard Euler, f@century mathematician

All of the ciphers descrilgkin this book so far have been around for hundreds of years, and all of
them (with the exception of trenetime pad are easily broken by computers. These ciphers
worked very well whemackes had to rely on pencil and papehickthem, lut computers can

now manipulate data trillions of times faster than a person with a pencil.

The RSA cipher has several improvements over these old ciphers, and it will be detailed in the
next chapter. However, the RSA cipher will require us to learn givoné numbers first.
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Prime Numbers

A prime number is@integer (that is, a whole numbéhnatis greater than 1 arteas only two
factors: 1 and itself. Remember that the factors of a number are the numbers that can be
multiplied to equal the original nurebh The numbers 3 and 7 are factors of 21. The number 12
has factors 2 and 6, but also 3 and 4.

Every numbehasfactors of 1 and itself. The numbers 1 and 21 are factors of 21. The numbers 1
and 12 are factors of 12. This is because 1 times any numibafwels be that same number.
But if no other factors exist for that number, then that numbgfine.

He r e 6 s prame humisets (noté thatid not considered prime number):

2,3,5,7,11, 13, 17, 19, 23, 29, 31, 37, 41, 43, 47, 53, 59, 611,,6/3,7/9, 83, 89, 97, 101, 103,
107, 109, 113, 127, 131, 137, 139, 149, 151, 157, 163, 167, 173, 179, 181, 191, 193, 197, 199,
211, 223, 227, 229, 233, 239, 241, 251, 257, 263, 269, 271,272 8 1 € &OREVERO o n,

There are an infinite number of primambersT hi s means t her eTheyustno f#l ar

for aproof of this.)The RSA cipher makes use of very large prime numbers in the keys it uses.
Because of this, there will be far too many keysbiateforce through.

A googolis the number that hasonewith a hundred zeros behind it:

10,000,000,000,000,000,000,000,000,000,000,000,000,000,000,000,000,000,000,000,000,000,00
0,000,000,000,000,000,0000,000,000,000,000

(As a bit of history: the name of the search engine company Google came from misspelling
fgoogol 6, but they decided they I|Iiked that spe

A billion billion billion googok hastwenty-sevenmore zeros than a goolg

10,000,000,000,000,000,000,000,000,000,000,000,000,000,000,000,000,000,000,000,000,000,00
0,000,000,000,000,000,000,000,000,000,000(WN000,000O0,000,000,000,000,000

But thesaretiny numbes. A typical prime number used our RSA program will avehundreds
of digits:

112,829,754,900,439,506,175,719,191,782,841,805367%,68,253,593,054,977,186, 53,9
79,780,304,652,423,405,148,425,447,063,090,165,759,070,742,102,132,335,103,295,947,000,71
8,386,333,756,395,799,633,478,81722,244,071,875,72006,813,307,628,061,280,861,610,153,
485,352,017,238,548,269,452,852,733,818,231,045,171,038,838,387,845,888,589,411,762,622,0
41,204,120,706,150,518,465,720,862,068,595,814,264,819
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The above number is so big, | té ndiceghe typoinitt o guess

Composite Numbers

Integersthat are not prime numbers are editompositenumbers, because they arenpmsed

of at least two factors besides 1 and the number.ila#fy are called composite numbers
because these number ammposef prime numbers multiplied together, such as the composite
numberl,386being composed dhe prime numbers iBx3x 3 x 7 x 11

Here are four facts about prime numbers

1. Prime numbers are integayeater thanthat have only 1 and themselves as factors
2. Two is the only even prime number. (Though | guess that makes two a very odd
prime number.)
There are an infinite number of prime numbers. There@n@r gest pri me numb
4. Multiplying two prime numbers will give a number that only has two pairs of
factors, 1 and itself (like all numbers do), and the two prime numbers that were
multiplied. For example, 3 and 7 are prime numbers. 3 times 7 is 21. The only
factors for 21 are 1, 21, 3, and 7.

Source Code for The PringgeveModule

First we will create a naule that has functions related to prime numbers:

w

1 isPrime()  will return either True or False if the number passed to it is prime or not. It will
use the Adivides testd algorithm.

1 primeSieve() wi | | Sewe oftEfatesthénes a | g (@xplainedh laterjo generate
numbers.

Like cryptomath.pytheprimeSieve.pprogram is only meant to be imported as a module to our
other programs. It does not do anything when run on its own.

Open a new file editor window by clicking &ile 3 New Window. Type in the fdbwing code
into the file editor, and then save it@meSieve.py

Source code for primeSieve.py

# Prime Number Sieve
# http://inventwithpython.com/hacking (BSD Licensed)

import math

No oMb PRE

def isPrime(num):
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8. # Returns True if num is a prime number, otherwise False.
9.
10. # Note: Generally, isPrime() is slower than primeSieve()
11.
12. # all numbers less than 2 are not prime
13. if num < 2:
14. return False
15.
16. # see if num is divisible by a ny number up to the square root of num
17. for i in range(2, int(math.sqrt(num)) + 1):
18. if num % i==0:
19. return False
20. return True
21.
22.
23. def primeSieve(sieveSize):
24, # Returns a list of prime numbers calc ulated using
25. # the Sieve of Eratosthenes algorithm.
26.
27. sieve = [True] * sieveSize
28. sieve[0] = False # zero and one are not prime numbers
29. sieve[l] = False
30.
31. # create the sieve
32. for i in range(2, int(math.sq rt(sieveSize)) + 1):
33. pointer =i * 2
34. while pointer < sieveSize:
35. sieve[pointer] = False
36. pointer += i
37.
38. # compile the list of primes
39. primes =]
40. for i in range(sieveSize):
41. if sieve[i] == True:
42. primes.append(i)
43.
44. return primes

How the ProgramWorks

# Prime Number Sieve
# http://inventwithpython.com/hacking (BSD Licensed)

E e

import math

primeSieve

-Py
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The only modulgrimeSievgy needs is thenath module.

How to Calculatef a Number is Prime

primeSieve .py
7. def isPrime(num):
8. # Returns True if num is a prime number, otherwise False.
9.
10. # Note: Generally, isPrime() is slower than primeSieve()
11.
12. # all numbers less than 2 are not prime
13. if num < 2:
14. return False

We will program heisPrime()  functionto returnFalse if the numparameter is a composite
number andrue if the numparameter is a prime numb#rnumis less thar2 we know it is
not prime anatan simply returrFalse .

primeSieve .py
16. # see if num is divisible by any number up to the square root of num
17. for i in range(2, int(math.sqrt(num)) + 1):
18. if num % i==0:
19. return False
20. return True

A prime number has no factors besidemd itself. So to find out if a given number is prime or
not, we just have to keep dividing it bytegers and see if any of them evenly divide the number
with O remainder

Themath.sqrt() function wil return a float value of the square root of the number it is
passed. The square root of a number can be multiplied by itself to get the number. For example,
the square root of 49 is 7, because7is 49.

For example, to find out if 49 [@ime, divideit by the integers starting with 2:
49+ 2 = 24 remainder 1
49+ 3 = 16 remainder 1
49+ 4 = 12 remainder 1
49+ 5 = 9 remainder 4

49+ 6 = 8 remainder 1
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49+7 =7 remainder O

Actually, you only need to divide the number by prime numbers. For exampleetiles no r eas o
to see if 6 divides 49, because if it di@nt2 would have dividd 49 since 2 is a factor of Any
number that 6 divides evenly can also be divided by 2 evenly:

If 2 divides 6 evenly...

li

...then any number that
6 divides, 2 divides also.

(where x is any
amount of length)

Figure 231. 2 divides 6, and 6 divides X, therefore 2 divides X.

Becausethr e6s an integer (that is not 1 or 49) the
0), we know that 49 is not a prime number. For

13+ 2 =6 remainder 1
13+ 3 =4 remainder 1
13+ 4 =3 remainder 1

No integerdivided 3 wi th a remainder of 0 (eAwalypt for 1
we devenlBave to divideall the numbers up to 13. We only have to test the integers up to

(and including}he square root of the number we are testing for primdlitgsquare root of a

number is the number that is multiplied by itself to get that first number. The square root of 25 is

5, because B8 5 = 25. The square root of 13 is ab81805551275463%ecause

3.6055512754638 3.6055512754639 13. This means that wherewvere testing 13 for

primality, we only had to divide 2 and 3 because 4 is larger than the square root of 13.

Line 18 checks if the remainder of division is 0 by usingtimeod operatorl f | ifore 17 6 s

loop never returnBalse , the function will returiTrue on line 20.

The Sieve of Eratosthenes

The sieve of Eratosthenes (pronounced der a, t a
prime numbers. Imagine a bunch of boxes for each intaglerl mar ked Apri meo:
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Table 231. A blankigve of Eratosthg Sa > A GK SI OK ydzYoSNJ YI NJ S|

Prime Prime Prime Prime Prime Prime Prime Prime Prime Prime
1 2 3 4 5 6 7 8 9 10

Prime Prime Prime Prime Prime Prime Prime Prime Prime Prime
11 12 13 14 15 16 17 18 19 20

Prime Prime Prime Prime Prime Prime Prime Prime Prime Prime
21 22 23 24 25 26 27 28 29 30

Prime Prime Prime Prime Prime Prime Prime Prime Prime Prime
31 32 33 34 35 36 37 38 39 40

Prime Prime Prime Prime Prime Prime Prime Prime Prime Prime
41 42 43 44 45 46 47 48 49 50

Mar k 1 as A NaorteisRavapnme)oThdn snarkatl the multiples of two (except for
two itself) as fAweotl makthe imegers 4 (X 2),i6 §2x 3nS LR 4),
10,12,andsoonupto50 (thelmr gt nNnumber we have) are all mar Kk

Table231 @ ¢KS aAS0S 4AGK 2yS yR GKS Ydzf GALX S& 2°

Prime
3

Prime
2

Prime Prime
11 13
Prime Prime
21 23
Prime Prime
31 33

Prime
43

Then repeat this ith all the multiples of threesxcept for three itself: 6, 9, 12, 15, 18, 21, and so
on are all mar ked ANot Primeo. Then do this fo
itself), and all of the multiples of five (except for five itself), up until eiigtie stop at 8 because
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it is larger thar7.071, the square root of 30We can do this because all the multiples of 9, 10,
11, and so owill already have been marked.

The completed sieve looks like this:

Table 233. A completedieve of Eratosthenes.

Prime
_ 4 42 43 4 45 46 47 48 49 50

By using the sieve of Erastothenes, ®8&ve calc
7,11, 13,17, 19, 23, 29, 31, 37, 41, d3d47. This sieve algorithm is good when we want to

quickly find out all the prime numbeir a certain rangeof numbers. It is much faster than using

the previous fAdivides testo al gor intedtifidist o t est
prime, and so on.

TheprimeSieve()  Function

23. defpri  meSieve(sieveSize):

24. # Returns a list of prime numbers calculated using

25. # the Sieve of Eratosthenes algorithm.

26.

27. sieve = [True] * sieveSize

28. sieve[0] = False # zero and one are not prime numbers
29. sieve[l] = False

TheprimeSieve()  function returns a list of all prime numbers betwé&eandsieveSize
First, line 27 creates a list of Boole@rue values that is the length sfeveSize . TheO and
1 indexes are marked &slse becaus® andl are not prime numbers.
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31. # create the sieve

32. for i in range(2, int(math.sqrt(sieveSize)) + 1):
33. pointer =i * 2

34. while pointer < sieveSize:

35. sieve[pointer] = False

36. pointer += i

Thefor loop on line 32 goes through eacieger fron2 up to the square root efeveSize
The variablepointer  will start at the first multiple of afteri (which will bei*2 ). Then
thewhile loop will set thepointer  index in thesieve list to False , and line 36 will
changepointer  to pointto the next multiple off .

38. # compile the list of primes
39. primes =]

40. for i in range(sieveSize):
41. if sieve[i] == True:

42. primes.append(i)

After thefor loop on line 32 completes, tiseeve list will containTr ue for eachindex that is
a prime number. We can create a new list (which starts as an empty list in primes) and loop over
the entiresieve list, and appends and numbersigveli] is True (meaning is prime).

44, return primes

The list of prime numérs is returned on line 44.

Detecting Prime Numbers

TheisPrime()  function inprimeSieve.pghecks if the number can be divided evenly by a

range of numbers from 2 to the square root of the nurBloervhat about a number like
1,070595206,942,983? If youpass this integer tisPrime() , it takes seual seconds to

determine if it is prime or noAnd if the number is hundreds of digits long (like the prime

numbers in next chapterdés RSA cipher program a
outif that onenumber is prime or not.

TheisPrime()  function inprimeSieve.pis too slow for the large numbers we will use in the
RSA cipher. Fortunately there is an algorithm called the Risliier Primality Test than can
calculate if such large numbengarime or notWe will create a newsPrime()  function in
rabinMiller.py that makes use of this better algorithm.
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The code for this algorithmsesadvanced mathematics, and how the algorithm works is beyond
the scope of this book. Like tlged() functionin cryptomath.pythis book will just present the
code for the algorithm for you to use without explanation.

Source Code for the Rabiller Module

Open a new file editor window and type in the following code. Save this filbagMiller.py.
This progam will be a module that is meant to be imported by other programs.

Instead of typing out the list of numbers on line 43, just temporarily add thenipest
pyperclip  andpyperclip.copy(primeSieve(1000)) in theprimeSieve.pfile and
run it. This will @py the list of primes to the clipboard, and then you can paste it into the
rabinMiller.py file.

Open a new file editor window by clicking &ile 3 New Window. Type in the following code
into the file editor, and then save itrabinMiller.py.

Source cod e for rabinMiller.py
1. # Primality Testing with the Rabin - Miller Algorithm
2. # http://inventwithpython.com/hacking (BSD Licensed)
3.
4. import random
5.
6.
7. def rabinMiller(num):
8. # Returns True if num is a prime number.
9.
10. S =num - 1
11. t=0
12. while s % 2 == 0:
13. # keep halving s while itis even (and uset
14. # to count how many times we halve s)
15. s=s/l2
16. t+=1
17.
18. for trials in range(5): # try to falsify nu m's primality 5 times
19. a = random.randrange(2, num -1
20. v = pow(a, s, num)
21. ifvI=1: # this test does not apply if vis 1.
22. i=0
23. while v I= (num - 1)
24, ifi==t - 1
25. return False
26. else:
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27.
28.
20.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.

i=i+1
v = (v ** 2) % num
return True

def isPrime(num):
# Return True if num is a prime number. This function does a quicker
# prime number check before calling rabinMiller().

if (num < 2):
return False #0, 1, and negative numbers are not prime

# About  1/3 of the time we can quickly determine if num is not prime

# by dividing by the first few dozen prime numbers. This is quicker

# than rabinMiller(), but unlike rabinMiller() is not guaranteed to

# prove that a number is prime.

lowPrimes = [2, 3, 5, 7, 11, 13, 17, 19, 23, 29, 31, 37, 41, 43, 47,

53, 59, 61, 67, 71, 73, 79, 83, 89, 97, 101, 103, 107, 109, 113, 127, 131, 137,

139, 149, 151, 157, 163, 167, 173, 179, 181, 191, 193, 197, 199, 211, 223, 227

229, 233, 239, 241, 251, 257, 263, 269, 271, 277, 281, 283, 293, 307, 311, 313,
317,331,33 7,347, 349, 353, 359, 367, 373, 379, 383, 389, 397, 401, 409, 419
421, 431, 433, 439, 443, 449, 457, 461, 463, 467, 479, 487, 491, 499, 503, 509

521, 523, 541, 547, 557, 563, 569, 571, 577, 587, 593, 599, 601, 607, 613, 617

619, 631, 641, 643, 647, 653 , 659, 661, 673, 677, 683, 691, 701, 709, 719, 727
733, 739, 743, 751, 757, 761, 769, 773, 787, 797, 809, 811, 821, 823, 827, 829

839, 853, 857, 859, 863, 877, 881, 883, 887, 907, 911, 919, 929, 937, 941, 947

953, 967,971, 977, 983, 991, 997]

44,
45.
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
58.
59.
60.
61.
62.

if num in lowPrimes:
return True

# See if any of the low prime numbers can divide num
for prime in lowPrimes:
if (num % prime == 0):
return False

# If all else fails, call rabinM iller() to determine if num is a prime.
return rabinMiller(num)

def generateLargePrime(keysize=1024):
# Return a random prime number of keysize bits in size.
while True:
num = random.randrange(2**(keysize - 1), 2**(keysize))
if isPrime(n um :
returnn um
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Sample Run of the Rabin Miller Module

If you run the interactive shell, you can import tabinMiller.py module and call the functions
in it. Try typing the following into the intective shell:

>>> import rabinMiller

>>> rabinMiller.generateLargePrime()
1228811683422110410305236835154432390074842906007015553694882717483780547440094
6375131251147129101194573241337844666680914050203700367321105215349360768161999
0563076859566835016382556 518967124921538212397036345815983641146000671635019637
218348455544435908428400192565849620509600312468757953899553441648428119

>>> rabinMiller.isPrime(45943208739848451)

False

>>> rabinMiller.isPrime(13)

True

>>>

How the Program Works

rabinMiller .py
# Primality Testing with the Rabin - Miller Algorithm
# http://inventwithpython.com/hacking (BSD Licensed)

pwbdPE

import random

The RabiaMiller algorithm uses random numbers, so we importrdmelom module on line 4.

The RabiaMiller Primality Algorithm

rabinMiller .py
7. def rabinMiller(num):

8. # Returns True if num is a prime number.
9.
10. s=num - 1
11. t=0
12. while s % 2 == 0:
13. # keep halving s while itis even (and use t
14. # to count how many times we halve s)
15. s=sl//2
16. t+=1
17.
18. for trials in range(5): # try to falsify num's primality 5 times
19. a = random.randrange(2, num -1
20. v = pow(a, s, num)
21. if vi=1: # this test does not apply ifvis 1.
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22. i=0

23. while v I= (num - 1)
24, ifi==t - 1

25. return False

26. else:

27. i=i+1

28. v =(v* 2) % num
29. re turn True

The mathematics of thRabinMiller Primality algorithm are beyond the scope of this book, so
the code in this function will not be explained.

The RabinaMiller algorithm is also nba surefire test for primalitfyjowever you can be

extremely cerin that it is accurat¢Although this is not good enough for commercial encryption
software, it is good enough for the purposes of the programs in thi§ boekmain benefit of

the RabinMiller algorithm is that it is a relatively simple primality tesd only takesa few

secands to run on a normal computer.

If rabinMiller() returnsTrue , then thenumargument is extremely likely to be prime. If
rabinMiller() returnsFalse , thennumis definitely composite.

The New andmprovedisPrime()  Function

rabi nMiller .py
32. defisPrime(num):

33. # Return True if num is a prime number. This function does a quicker

34. # prime number check before calling rabinMiller().

35.

36. if (num < 2):

37. return False #0, 1, and negative numbers are n ot prime

All numbers that are less than téguch as one, zero, and negative numteesall not prime, so
we can immediately retuffalse .

rabinMiller .py

39. # About  1/3 of the time we can quickly determine if num is not prime
40. # by dividing by the first few dozen prime numbers. This is quicker
41. # than rabinMiller(), but unlike rabinMiller() is not guaranteed to

42. # prove that a number is prime.

43. lowPrimes = [2, 3, 5, 7, 11, 13, 17, 19, 23, 29, 31, 37, 41, 43, 47,

53,59,6 1,67,71,73,79,83,89,97, 101, 103, 107, 109, 113, 127, 131, 137,
139, 149, 151, 157, 163, 167, 173, 179, 181, 191, 193, 197, 199, 211, 223, 227,
229, 233, 239, 241, 251, 257, 263, 269, 271, 277, 281, 283, 293, 307, 311, 313,
317, 331, 337, 347, 349, 353, 359, 367, 373, 379, 383, 389, 397, 401, 409, 419,
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421, 431, 433, 439, 443, 449, 457, 461, 463, 467, 479, 487, 491, 499, 503, 509,

521, 523, 541, 547, 557, 563, 569, 571, 577, 587, 593, 599, 601, 607, 613, 617,

619, 631, 641, 643, 647, 653, 659, 661, 6 73,677,683, 691, 701, 709, 719, 727,
733, 739, 743, 751, 757, 761, 769, 773, 787, 797, 809, 811, 821, 823, 827, 829,

839, 853, 857, 859, 863, 877, 881, 883, 887, 907, 911, 919, 929, 937, 941, 947,

953, 967,971, 977, 983, 991, 997]

44,
45, if num in lowPrimes:
46. return True

The numbers in thewPrimes list are primes(Duh) We can immediately returfirue if num
is in thelowPrimes  list.

rabinMiller .py

48. # See if any of the low prime numbers can divide num
49. for prime in lowPr imes:

50. if (num % prime == 0):

51. return False

Line 49 loops through each of the prime numbers inaw®€rimes list. The integer imumis
modded with théemod operator by each prime number on line 50, and if this evaludddkdan
we know thaprime dividesnumand sanumis not prime. In that case, line 51 retuRase .

Checkingifnumi s di vi si bl e by all the primes under 10
it might tell us if the number is composite. About 30% @f thndom numbers that
generateLargePrime() creates that are composite will be detected as composite by

dividing by the low prime numberBividing by the low prime numbers is much faster than
executing the full RabiMiller algorithm on the number, so trskortcutcanmake our program
execute much more quickly

rabinMiller .py
53. # If all else fails, call rabinMiller() to determine if num is a prime.
54. return rabinMiller(num)

Those are all the quick tests to determine if a number is prime.d8utat numdoes not match

any of those tests, then it is passed taabeMiller() function to check if it is prime or
not. The return value afabinMiller() will be returned bysPrime()
The comment on line 53 means call thbinMiller() functionto determine if the number is

prime. Please do not call Dr. Rabin or Dr. Miller personally to ask them if your number is prime.

rabinMiller .py
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57. def generateLargePrime(keysize=1024):

58. # Return a random prime number of keysize bits in size.

59. while True:

60. num = random.randrange(2**(keysize - 1), 2**(keysize))

61. if isPrime(n um:

62. returnn  um

ThegenerateLargePrime() function will return an integer that is primédoes this by

coming up with a large random nunnpstoring it innum, and then pagsg numto isPrime()
TheisPrime()  function will thentestto see ilnumis composite and then pass thento
rabinMiller() for a more thorough (and computationally expensive) primality test.

If the numbemnumis prime,then line 62 returnsum Otherwise the infinite loop goes back to
line 60 to try a new random number. This loop keeps trying over and over again until it finds a
number that thesPrime()  function says is prime.

Summary

Prime numbers have fascinating pecties in mathematics. As you will learn in the next chapter,
they are also the backbone of ciphers used in actual professional encryption software. The
definition of a prime number is simple enough: a number that only has one and itself as factors.
But determining which numbers are prime and which are composite (that is, not prime) takes
some clever code.

Modding a number with all the numbers from two up to the square root of the number is how our
isPrime()  function determines if that number is prime ot.rA prime number will never have

a remainder of 0 when it is modded by any number (besides its factors, 1 and itself.) But this can
take a while for the computer to calculate when testing large numbers for primality.

Thesieve of Erastothenes can be useduickly tell if a range of numbers is prime or not, but
this requires a lot of memory.

The RSA cipher makes use of extremely large prime numbers that are hundreds of digits long.
The Sieve of Erastothenes and the ba$tcime()  function we have iprimeSieve.pg r e n 6 t
sophisticated enough to handle numbers this large.

The RabinaMiller algorithm uses some mathematics which has simple code (but the mathematical
reasoning behind it is too complex for this book), but it allows us to determine if a nivabisr t
hundreds of digits long is prime.
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In the next chapter, we will use the prime number code we developed fabthililler.py
module in our RSA Cipher program. At last, we will have a cipher easier to use than-threeone
pad cipher but that cannoé hacked by the simple hacker techniques in this book!
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Warning to Time Travelers:

Should you tr avel wihdhebkookthe cantbnes ofeChapter 4 wbilddhe 6 s
illegal to possess in the United States. Strongtorfthat is, cryptograpy strong enough not to

be hacked) was regulatedthé same levedstanks, missiés,and flamethrowers and the export of
encryption software would require State Department approval. They said that this was a matter of
national security.

Daniel J. Bernsia, a student at the University of California, Berkeley at the tinasmted to
publish a academi@aper and associated source code of$siffled encryption systemrHe
was told by the U.S. government that he would first need to become a licensedaenbefere
he could post his source code on lhiernet.They also told him that they would deny him an
export license if he actually applied for one, because his technology was too secure.

The Electronic Frontier Foundation, in its second major caaeyaang digital civil liberties
organization, brought about tBernstein v. United Statesurt casesThe courtuled for the

first time ever, that written software code is speecieaated by the First Amendment, ahdt

the export control laws on eryption violated Bernsteiis First Amendment rights by prohibiting
his constitutionally protected speech.

Today, strong crypto is used to safeguard businesses@mdreerce used by millions ofternet

shoppers everydagryptography is at the foundatiofa large part of the global econonBut

in the 199006s, spreading this knowledge freely
prison for arms trafficking.

A more detailed history of the | egal dkttl e fo
Crypto: How the Code Rebels Beat the Governn&ating Privacy in the Digital Age

Thefeasandpredicionsmade by t he fiexpert s o thatfenctyfptien i nt el | i
software would become a grave national security threat turned bed téess than welfounded.
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CHAPTER 24

PUBLICKEYCRYPTOGRAPHY
AND THERSACIPHER

Topics Covered In This Chapter:

Public key cryptography

Manrin-the-middle attacks

ASCII

Thechr() andord() functions

The bytes data type amgtes() function
Theencode() string aml decode() bytes method
Themin() andmax() functions

Theinsert() list method

Thepow() function

= =4 =4 8 4 —a 8 -9 -9

AWhy shoul dnoét I woosr kt ofuogrh tohnee , N SbAu?t Tl hoal t

shot. Say 1 6m wor ki ng a todetornney desi§ A
something no onelse can break. Maybe | take a shot aaii maybe |

b r e a kn realhappy with myself@cause | did my job well. But maybe
that code was the location of somebel army in North Africa othe
Middle East and once they have that location they bombillage where
therebels areniding. Fifteen hundred people that | never met, never had
no problem withgetkilled.
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Now the politicians are sayin@oh, send in the Marines to secure the

areac ause they dondét gi ve aeresgbtiing . It won
shot just l i ke it wasnot dalsetmywhen t he
were pulling a tour in the National Gu a

over there taking shrapnel in the ass. He comes back to find that the plant

he used to work at g@txported to the country he just got back from, and

the guy that put the shrapnel in his ass got his oldgola us e hedl | wor k
for fifteen cents a day and no bathroom breaks.

Meanwhile he realizes that the only reason he was over there in the first

placewas so we could install a government that would sell us oil at a good

price. And of course the oil companies use the little skirmish to scare up

domesticoil pricesacut e | i ttle ancillary benefit
helping my buddy at twdifty a gal o n . Theyore taking thei
bringing the oil back, of course, and maybe they took the liberty of hiring

an alcoholic skipper who likes to drink martinis and fucking play slalom

with the icebergs. 't ai ndtandkidlso | ong wun
all the sea life in the North Atlantic.

So now my buddyds out of work, he canot
to the fucking job interviews which sucks because the shrapnel in his ass

is gving him chronic hemorrhoids. Andena n wh i | avindiéeadse st

any time he tries to get a bite to eat
serving is North Atlantic Scrod with Quaker State.

So what did I think? 1 édm holding out fo

iGood Wil |l Hunti ngod

Public KeyCryptography

All of the ciphers in this book so féwave one thing in common: the key used for encryption is the

same key used for decryption. This leads to a tricky problem: How do you share encrypted
messages with someone youbdbve never talked to b



380 http//inventwithpython.com/hacking

Say someone on the ottsde of the world wants to communicate with you. But you both know

that spy agencies are monitoringexhails,letters,texts and calls that you send. You could send

them encrypted messages, however you would both have to agree on a secret kewtdfuse. B

one of you emailed the other a secret key to use, then the spy agency would be able to see this key
and then decrypt any future messages you send with that key. Normally you would both secretly
meet in person and exchange the key thenyButu  doathisid the person is on the other side

of the world. You could try encrypting the key before you send it, but then you would have to

send the secret key furat message to the other person and it would also be intercepted.

This is a problem solved kpublic key cryptographyPublic key cryptographgiphers have

two keys, one used for encryption and one used for decryption. A cipher that uses different keys
for encryption and decryption is called asymmetric cipherwhile the ciphers that use the
samekey for encryption and decryption (like all the previous ciphers in this book) are called
symmetric ciphers

The important thing to know is thatmessage encrypted with one key can only be decrypted

with the other key. So even if someone got their hamdsthe encryption key, they would not be

able to read an encrypted message because the encryption key can only encrypt; it cannot be used
to decrypt messag¢hat it encrypted.

So when we have these two keys, we call one the public key and one thekayvatkepublic
keyis shard with the entire worldHowever, theprivate keymust be kept secret.

I f Alice wants to send Bob a message, Al i ce fi
Then Alice encrypts her meSikatigegpublickey &onbt wi t h Bo
decrypt a message that was encrypted with it,
public key.

When Bob receives ttencryptedmessage, he uses his private key to decrypt it. If Bob wants to
reply to Alice, he finds &r public key and encryptss replywith it. Since only Aliceknowsher
own private key, Alice will be the only person who can decrypt the encrypted message.

Remember that when sending encrypted messages using a public key cipher:

1 The public key is useaf encrypting.
1 The private key is used for decrypting.

To go back to the example of communicating wit
matter if you send them your public key. Even if the spy agency has your public key, they cannot

read messagebdt were encrypted with the public key. Only your private key can decrypt those
messages, and you keep they a secret.

Email questions to the author: al@inventwithpython.com
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The particular public key cipher that we will implement is called the Bil#er, which was
inventedin 1977andnamed after its invears: Ron Rivest, Adi Shamir and Leonard Adleman

¢KS 5Fy3aSNAR 2F a¢SEG0221¢ w{!

Whil e we dondét write a hacking program for the
mistake of thinking thesaCipher.pyprogram featured in this chapter is sec@®etting

cryptography right is very hard and requires a lot of experience to know if a pigea

program that implements ig truly secure.

The RSA program in this chapter is knowrtestbook RSAecause, while it does implement

the RSA algorithm caectly using large prime numbers, there are several subtle faults with it that

can lead to its encrypted messages being hacked. The difference between pseudorandom and truly
random number generation functions is one such fauttthere are many others.

So while you might not be able to hack the ciphertext createddfyipher.py dondét t hi nk t
one else can. The highly accompl iAyoeedfromr ypt ogr
the most clueless amateur to the best cryptographer, canateategor i t hm t hat he hi
break. Its not even hard. What is hard is creating an algorithm that no one else can break, even

after years of analysis. And the only way to prove that is to subject the algorithm to years of

analysis by the best crypt@ghers around.

The program in this book is a fun example, but stick to professional encryption software to secure
your files. You can find a list of (usually free) encryption software here:

A Note About Authentication

There isaslight problem with public key ciphers. Imagine you got an email that said this:

AnHel | o. I am Emmanuel Gol dstein, | eader o
like to communicate secretly with you about very important matters.
Attached is my public key. o

Using thepublic key, you can be sure that the messages you send cannot be read by anyone other

t han AEMmManuel Gol dsteino. But how do you know
Emmanuel Goldstein? Maybe it is Emmanuel Goldstein that you are sending enorgptedjes

to, or maybe it is a spy agency that is pretending to be Emmanuel Goldstein to lure you into a

trap.
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So while public key ciphers (and, in fact, all the ciphers in this book) can provide
confidentiality (that is, keemg the message a sectéjey d o n 6 tauthbenteationdtkat
is, proof thatwho you are communicating witkeally is who they say they are).

Normally this isné6t a ,pecandewremowmexchange&eyswitiether i ¢ ¢
person you can see them for yourself. Howevery ou dondét need to see a p
their public key and begin sending them encrypted messages. This is something to keep in mind

when using public key cryptography.

There is an entire field called PKI (Public Key Infrastructure) that de#tsanthentication so
that you can match public keys to pewith some level of securithowever PKI is beyond the
scope of this book.

TheMan-In-The-Middle Attack

Even more insidious thamacking our encrypted messagea marnin-the-middle attack. Sa

Emmanuel Goldstein really did want to communicate withand sent you the above message,

but the spy agency intercepted it. They could then replace the public key Emmanuel attached to

the email with their own public key, and then senditontoYouwo ul d t hi nk t he sp)
key was Emmanuel 6s key!

Now when you encrypt a reply to Emmanuel, they intercept that message, decrypt it (since you
really encrypted the message with the spy agen
readit,andtbntheyreencr ypt it with Emmanuel 6s actual pu
the same thing with any messages that Emmanuel sends to you.

SRR
T._'%g) !—-T
N/

ANCA

Figure 241. A manin-the-middle attack.
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To both you and Emmanuel, it looks like you are communicating sewi¢h each otherBut
actually, the spy agency is doingrean-in-the-middle attackand reading all of your messages.
You and Emmanuel are actually encrypting your messages public keys generated by the spy
agency'Again, this problem is caused by the fieit the public key cipher only provides
confidentiality but does not providauthentication

Generating Public and Private Keys
A key in the RSA scheme is made of two numbers. There are three steps to creating the keys:

1. Create two random, very large imeé numbers. These numbers will be called p and qg.
Multiply these numbers to get a number which we will call n.

2. Create a random number, called e, which is relatively prime withLjp< (g7 1).

3. Calculate the modular inverse of e. This number will be dalle

The public key will be the two numbers n and e. The private key will be the two numbers n and d.
(Notice that both keys have the number n in théffe)will cover how to encrypt and decrypt

with these numbenshen the RSA cipher programis explaineEd r st | eptograntaovr i t e a
generate these keys.

Source Code for th&SAKey Generation Program

Open a new file editor window by clicking ¢ile 3 New Window. Type in the following code
into the file editor, and then save itrmakeRsaKeys.py

Source co de for makeRsaKeys.py
1. # RSA Key Generator
2. # http:/linventwithpython.com/hacking (BSD Licensed)
3.
4. import random, sys, 0s, rabinMiller, cryptomath
5.
6.
7. def main():
8. # create a public/private keypair with 1024 bit keys
9. print('Making key files...")
10. makeKeyFiles(‘al_sweigart ', 1024)
11. print('Key files made.")
12.
13. def generateKey(keySize):
14. # Creates a public/private key pair with keys that are keySize bits in
15. # size. This function may take a while to run.
16.
17. # Step 1: Create two prime numbers, p and g. Calculate n=p * q.
18. print(Generating p prime...")
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19. p = rabinMiller.generateLargePrime(keySize)

20. print('Generating g prime...")

21. g = rabinMiller.generat eLargePrime(keySize)

22. n=p*q

23.

24. # Step 2: Create a number e that is relatively prime to (p -D*qg -1).
25. print('Generating e that is relatively prime to (p -1*@q -1)...)
26. while True:

27. # Keep trying random numbers f or e until one is valid.

28. e = random.randrange(2 ** (keySize - 1), 2** (keySize))
29. if cryptomath.gcd(e, (p - 1)*(q - 1)=1:

30. break

31.

32. # Step 3: Calculate d, the mod inverse of e.

33. print('Calculati ng d that is mod inverse of e...")

34. d = cryptomath.findModinverse(e, (p - 1)*(q - 1))

35.

36. publicKey = (n, e)

37. privateKey = (n, d)

38.

39. print('Public key:', publicKey)

40. print('Private key:', privateKey)

41.

42. r eturn (publicKey, privateKey)

43.

44,

45.  def makeKeyFiles(name, keySize):

46. # Creates two files 'x_pubkey.txt' and 'x_privkey.txt' (where x is the

47. # value in name) with the the n,e and d,e integers written in them,

48. # delimited by a comma.

49.

50. # Our safety check will prevent us from overwriting our old key files:

51. if 0s.path.exists('%s_pubkey.txt' % (name)) or
os.path.exists('%s_privkey.txt' % (name)):

52. sys.exit(WARNING: The file %s_pubkey.txt or %s_privke y.txt already
exists! Use a different name or delete these files and re - run this program.' %
(name, name))

53.

54, publicKey, privateKey = generateKey(keySize)

55.

56. print()

57. print(‘The public key is a %s and a %s digit number."' %

(len(s tr(publicKey[0])), len(str(publicKey[1]))) )

58. print("Writing public key to file %s_pubkey.txt...' % (name))

59. f o = open('%s_pubkey.txt' % (name), 'w')

60. f o0.write('%s,%s,%s' % (keySize, publicKey[0], publicKey[1]))
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61. f o.close()

62.

63. print()

64. print('The private key is a %s and a %s digit number.' %
(len(str(publicKey[0])), len(str(publicKey[1]))))

65. print('Writing private key to file %s_privkey.txt...' % (name))
66. f o = open('%s_privkey.txt' % (name), 'w')

67. f o.write('%s,%s,%s' % (keySize, privateKey[0], privateKey[1]))
68. f o.close()

69.

70.

71. # If makeRsaKeys.py is run (instead of imported as a module) call
72. # the main() function.

73. if_name__=='_main__"

74. main()

Sample Run of ta RSAKey Generation Program

When you run thenakeRsaKeys.grogram, the output will look something like this (of course,
the numbers for your keys will be different since they are random numbers):

Making key files...

Generating p prime...

Generating q pr ime...

Generating e that is relatively prime to (p -*q -1)..

Calculating d that is mod inverse of e...

Public key:
(210902406316700502401968491406579417405090396754616926135810621216116191338086
567840745987535546889792807238627051072044382732467143589327 4858393749685062411
6776147241821152026946322876869404394483922202407821672864242478920813182699000
8473526711744296548563866768454251404951960805224682425498975230488955908086491
8521163487778495362706850854469709529156400505222122042218037444940658810103314
8646830531744960702788478777031572995978999471326531132766377616771007701834003
6668306612665759417207845823479903440572724068125211002329298338718615859542093
72109725826359561748245019920074018549204468791300114315056117093,
1746023076917516102173184545923  683355383240391086912905495420037367858093524760
6622265764388235752176654737805849023006544732896308685513669509917451195822611
3980989513066766009588891895645995814564600702703936932776834043548115756816059
90659145317074127084557233537504102479937142530021 6777273298110097435989)
Private key:
(210902406316700502401968491406579417405090396754616926135810621216116191338086
5678407459875355468897928072386270510720443827324671435893274858393749685062411
6776147241821152026946322876869404394483922202407821672864242 478920813182699000
8473526711744296548563866768454251404951960805224682425498975230488955908086491
8521163487778495362706850854469709529156400505222122042218037444940658810103314
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8646830531744960702788478777031572995978999471326531132766377616771007701834003
6668306612665759417207845823479903440572724068125211002329298338718615859542093
72109725826359561748245019920074018549204468791300114315056117093,
4767673579813771041216688491698376504317312028941690434129597155228687099187466
60999333710080759485490085512247 60695942666962465968168995404993934508399014283
0537106767608359489023128886399384026861870750523607730623641626642761449656525
5854533116668173598098138449334931305875025941768372702963348445191139635826000
818122373486213256488077192893119257248107794256818 8460364002867327313529283117
0178614206817165802812291528319562200625082557261680470845607063596018339193179
7437503163601143217769616471700002543036826990539739057474642785416933878499897
014777481407371328053001838085314443545845219087249544663398589)

The public key is a 617 and a 309 digit number.
Writing public key to file al_sweigart_pubkey.txt...

The private key is a 617 and a 309 digit number.
Writing private key to file al_sweigart_privkey.txt...

These two keys are written out to two different filgs sweigart_pubkey.tend
al_sweigart_privkey.txiThese filenames are used because the salingweigart' was
passedo themakeKeyFiles()  function. You carspecify adifferent filenames by passing a
different string.These key files will be used blgeg RSA cipher program to encrypt and decrypt
messages.

If you try to runmakeRsaKeys.@gainwith the same string being passed to
makeKeyFiles() , the output of the program will look like this:

Making key files...
WARNING: The file al_sweigart_pubkey.txt o r al_sweigart_privkey.txt already
exists! Use a different name or delete these files and re - run this program.

This warning i s htely®engrit yourkey filesmakidgtany dilesgyoud e n
encrypted with them impossible recoverKeep yourkeys safe!

How the KeyGeneration Program Works

makeRsaKeys .py
1. # RSA Key Generator
2. # http://inventwithpython.com/hacking (BSD Licensed)
3.
4. import random, sys, os, rabinMiller, cryptomath
The program imports thabinMiller andcryptomath  modulesthat we created in the last

chapter, along with a few otteer
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makeRsaKeys .py
7. def main():
8. # create a public/private keypair with 1024 bit keys
9. print('Making key files...")
10. makeKeyFiles(" al _sweigart ', 1024)
11. print(K ey files made.")

WhenmakeRsaKeys.py run,themain() function is calledwhich will create the key files.
Since the keys might take a while for the computer to generate, wa pnggsagen line 9
before thanakeKeyFiles()  call so the user knows whidite program is doing.

ThemakeKeyFiles()  call on line D passes the stririgl_sweigart' and the integer
1024 . This will generate keys withsize of 1024its and store them in files nache
al_sweigart_pubkey.tendal_sweigart_privkey.txt

¢ KS t NBehd&tateK&yf  Function

makeRsaKeys .py
13. def generateKey(keySize):
14. # Creates a public/private key pair with keys that are keySize bits in
15. # size. This function may take a while to run.
16.
17. # Step 1: Create two prime numbers, p and g. Calculate n=p * q.
18. print(Generating p prime...")
19. p = rabinMiller.generateLargePrime(keySize)
20. print(Generating g prime...")
21. g = rabinMiller.generateLargePrime(keySize)
22. n=p*q

The first step of creating keys coming up withtwo random prime numbevghich are calleg

and g. ThegenerateLargePrime() function we wr otrabinMilkerpy he | ast
program will return a prime numbéas an integer valuef the size determined lilie value in

keySize online 19 and line 2IThese integer valuese storedn variables named andq.

On line 2, the number n is calculated by multiplyipgandq, and stored im.

makeRsaKeys .py

24. # Step 2: Create a number e that is relatively prime to (p -1)*q -1).
25. print('Generating e that is relatively prime to (p -1)*q -1)...")

26. while True:

27. # Keep trying random numbers for e until one is valid.

28. e = random.randrange(2 ** (keySize - 1), 2 ** (keySize))

29. if cryptomath.gc de,(p - 1)*(q - ))==1
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30. break

The second step @alculatinga number e which is relatively prime to the produgb of 1 and

g 1 1.Thewhile loop on line 26 is an infinite loop. Tmandom.randrange () call on

line 28 returns a randointeger (stored in the variable) and line 29 tests if this random number
is relatively prime tqp - 1) *(q - 1) . Ifitis, thebreak statement on line 30 breaks
out of the infinite loop. Otherwise, the program execution jumps back to line 26 akeeyill
trying different random numbers until it finds one that is relatively prime (pith 1) * (q -

1).

This way we can guarantee that when the program execution gets pasitilthisloop, the
variablee will contain a number that is relatively prime(fm - 1) * (q - 1) .

makeRsaKeys .py
32. # Step 3: Calculate d, the mod inverse of e.
33. print('Calculating d that is mod inverse of e...")
34. d = cryptomath.findModInverse(e, (p - 1)*(q - 1)
The third step is to find the mod inverseeofThefindModInverse() function that we wrote

for ourcryptomath  module in Chapter 14 will do this calculation for us. The mod inverse of
is stored in a variable named

makeRsaKeys .py
36. publicKey = (n, e)
37. privateKey = (n, d)

In the RSA ciphbr, each key is made up of two numhérhe public key will be the integers
stored inn ande, andthe private key will be the integers storediandd. Lines 36 and 37 store
these integers as tuples in the variapléslickey andprivateKey

T h e r eréasoreras to be in the public key addn the private key, and you coutvap
them However, once you make the public key public, you must keep the private key a secret.

makeRsaKeys .py
39. print('Public key:', publicKey)
40. print(‘'Private key !', privateKey)
41.
42. return (publicKey, privateKey)

Email questions to the author: al@inventwithpython.com
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The remaining lines in thgenerateKey()  functionprint the keys on the screen with
print() calls on lines 39 and 40. Then lined48enerateKey()  call returns a tuplevith
publicKkey andprivateKe .

makeRsaKeys .py
45.  def makeKeyFiles(name, keySize):

46. # Creates two files 'x_pubkey.txt' and 'x_privkey.txt' (where x is the
47. # value in name) with the the n,e and d,e integers written in them,
48. # delimited by a comma.

While thegenerateKey()  function will generate the actual integers for the public and private
keys, we need to store these numbers in a file so that our RSA cipher program can use them later
to encrypt and decrypEach of the keys are made of two integers that andredls of digits long

t h atdo @nany to memorize or conveniently write dowhe easiest way to store them is as text

files on your computer.

This means that you have to be sure that nobody hacks your computer and copies these key files.
It might be a god idea to store these files on a USB thumb drigéead of on your computer

However, this is also risky. If someoherrowsthe thumb drive then thegould copythe key

files, or if you accidentally breadr losethe thumb drive then you will lose yoown private key!

makeRsaKeys .py

50. # Our safety check will prevent us from overwriting our old key files:

51. if 0s.path.exists('%s_pubkey.txt' % (name)) or

os.path.exists('%s_privkey.txt' % (name)):

52. sys.exit(WARNING: The file %s_pub key.txt or %s_privkey.txt already
exists! Use a different name or delete these files and re - run this program.' %

(name, name))

To prevent us from accidentally deleting our key files by running the program agaii lin
checks to see if the public or prteskey files with the given name already exist. If they do, the
program will exit with a warning message.

makeRsaKeys .py
54, publicKey, privateKey = generateKey(keySize)

After the check, line 54 has a callgenerateKey()  to get the public and privatkeys using

the multiple assignment trick. TlyenerateKey()  function returns a tuple of two tuples. The

first tuple has two integers for the public key and the second tuple has two integers for the private
key. These are stored in the varialpeblickey andprivateKey
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RSA Key File Format

makeRsaKeys .py
56. print()
57. print('The public key is a %s and a %s digit number.' %
(len(str(publicKey[0])), len(str(publicKey[1]))) )
58. print("Writing public key to file %s_pubkey.txt...' % (name))
59. f o = open('%s_pubkey.txt' % (name), 'w')
60. f 0.write('%s,%s,%s"' % (keySize, publicKey[0], publicKey[1]))
61. f o.close()

Line 57 prints some information about the public Kegan tell how many digits are in the
integer inpublicKey[0] andpublicKey[1] by converting those values to strings with the
str()  function, and then finding the length of the string withlér&) function.

The key f iwillbedle key size,ta eomina, the n integer, another comma, and the e (or
d) integer. Thd i | e 6 s wiltlaoklikee <key size integer>,<n integer>,<e or d integer>

Lines 59 to 61 open a file in write mode, as you can tell fromwthestring passed topen() .

makeRsaKeys .py
63. print()
64. print(‘The private key is a %s and a %s digit number.' %
(len(str(publicKey[0])), len(str(publicKey[1]))))
65. print("Writing private key to file %s_privkey.txt..." % (name))
66. f o = open('%s_privkey.txt' % (hname), 'w')
67. f o.write('%s,%s,%s' % (keySize, privateKey[0], privateKey|[ 1))
68. f o.close()

Lines 63 to 68 do the exact same thing as lines 56 and 61, except for writing the private key out to
a file.

makeRsaKeys .py
71. #I1f makeRsaKeys.py is run (instead of imported as a module) call

72. # the main() function.
73. if_n ame__=='_ main_"
74. main()

Lines 73 and 74 are at the bottom of the program, andnedtl() if makeRsaKeygyis being
run as a program instead of imported as a module by another program.
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Hybrid Cryptosystems

In real life, the complicated mathetitds make RSA and publicey encryption slow to compute.
This is especially true for servers that neethédkehundreds or thousands of encrypted
connectionsa secondinstead, th&SA cipher is often used to encrypt the key for a symmetric

key cipher. Thencrypted key is then sent to the other person, and that key is used to pass
messages that are encrypted using the (faster) symmetric cipher. Using a symmetric key cipher
and an asymmetric key cipher to securely communicate like this is cdiidarial

cryptosystem More information about hybrid cryptosystems can be found at

I'tds not r ec o matphedmpdogranoto anaypt the kegs for, say, the
vigenereCipherpp r ogr am. We 0 \n¢hat thé Vigeeedipherpsrhackakle. A strong
symmetric key <cipher isno6t crmsaCiphergpgoencryptt hi s
your files anyway.

Source Code for the RSA Cipher Program

boo

Now that you can cr e agrantHatdges éncryptios gnd de@yptidors wr i t e

with the RSA cipherOpen a new file editor window by clicking éile 3 New Window. Type
in the following code into the file editor, and then save isa€ipher.py

Source code for rsaCipher.py

# RSA Cipher
# http://inventwithpython.com/hacking (BSD Licensed)

import sys

# IMPORTANT: The block size MUST be less than or equal to the key size!
# (Note: The block size is in bytes, the key size is in bits. There

# are 8 bits in 1 byte.)

DEFAULT_BLOCK_SIZE =128 # 128 bytes

BYTE_SIZE =256 # One byte has 256 different values.

© N GAWDNPRE

e
NP o

def main():
# Runs a test that encrypts a message to a file or decrypts a message
# from a file.
filename = ‘encrypted_file.txt' # the file to write to/read from
mode = ‘encrypt’ # set to 'encrypt' or 'decrypt’

N T
No ok w

18. if mode =="encrypt":
19. message = ""Journalists belong in the gutter because that is
where the ruling classes throw their guilty secrets.” - Gerald Priestland "The
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Founding Fathers gave the free press the protection it must have to bare the

secr ets of government and inform the people.” - Hugo Black™
20. pub KeyFilename = 'al_sweigart_p ubkey.txt'
21. pri nt('Encrypting and writing to %s..."' % (filename))
22. encryptedText = encr yptAndWrite ToFile(filename, pub KeyFilename,
message)
23.
24. print(Encrypted text:")
25. print(encryptedText)
26.
27. el if mode == 'decrypt"
28. priv KeyFilename ='al_sweigart_priv key.txt'
29. print('Reading from %s and decrypting...' % (filename))
30. decryptedText = read FromFileAndDecrypt(filename, priv KeyFilename)
31.
32. print('Decrypted text:")
33. print(decryptedText)
34.
35.
36. def getBlocksFromText(message, blockSize =DEFAULT_BLOCK_SIZBE:
37. # Converts a string message to a list of block integers. Each integer
38. # represents 128 (or whatever blockSize is set to) string charac ters.
39.
40. messageBytes = message.encode('ascii’) # convert the string to bytes
41.
42. blockints =]
43. for blockS  tart in range(0, len(messageBytes ), blockSize):
44, # Calculate the block integer for this block of text
45. blockint =0
46. for i in range(blockStart, min(blockStart + blockSize,
len( messageBytes ))):
47. blockin t+= messageBytes  [i] * ( BYTE_SIZE ** (i % blockSize))
48. blockints.append(blockint)
49. return blockints
50.
51.

52. def getTextFromBlocks(blockints, messageLength,
blockSize =DEFAULT_BLOCK_SIZB:

53. # Converts a list of block integers to the original message string.

54. # The original message length is needed to properly convert the last

55. # block integer.

56. message =[]

57. for blockint in blockints:

58. blockMessage =]

59. for i in range(blockSize -1, -1, -1):

60. if len(message) + i < messagelLength:

61. # Decode the message string for the 128 (or whatever
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62.
63.
64.
65.
66.
67.
68.
69.
70.
71.
72.
73.
74.
75.
76.
77.
78.
79.
80.
81.
82.
blockSize
83.
84.
85.
86.
87.
88.
89.
90.
91.
92.
93.
94.
95.
96.
97.
98.
99.
100.
101.
102.
103.
104.
blockSize
105.

# blockSize is set to) characters from this block integer.

ascii  Number = blockint // ( BYTE_SIZE **i)
blockint = blockint % ( BYTE_SIZE **i)
blockMessage.insert(0, chr( asciiNumber ))

message.extend(blockMessage)
return ".join(message)

def encryptMessage(message, key, blockSize =DEFAULT_BLOCK_SIZB:

# Converts the message string into a list of blo ck integers, and then
#encrypt s each block integer. Pass the PUBLIC key to encrypt.

encryptedBlocks =[]

n, e = key

for block in getBlocksFromText(message, blockSize):
# ciphertext = plaintext * e mod n
encryptedBlocks.append(pow(block, e, n))
return encryptedBlocks

def decryptMessage(encryptedBlocks, messagelLength, key,

=DEFAULT_BLOCK_SIZE:
# Decrypts a list of encrypted block ints into the ori ginal message
# string. The original message length is required to properly decrypt
# the last block. Be sure to pass the PRIVATE key to decrypt.
decryptedBlocks = []
n, d = key
for block in encryptedBlocks:
# plaintext = ciphertext ~ d mod n
decryptedBlocks.append(pow(block, d, n))
return getTextFromBlocks(decryptedBlocks, messagelLength, blockSize)

def readKeyFile(keyFilename):

# Given the filename of a file that contains a public or private key,
# return the key as a (n,e) or (n,d) tuple value.

f o = open(keyFilename)

content = f o.read()

f o.close()
keySize, n, EorD = content.split(',")
return (int(ke ySize), int( n), int(EorD))

def encryptAndWriteToFile(messageFilename, keyFilename, message,

=DEFAULT_BLOCK_SIZE:
# Using a key from a key file, encrypt the message and save itto a
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106. # file. Returns the encrypted message string.

107. keySize, n, e =readKeyFile(keyFilename)

108.

109. # Check that key size is greater than block size.

110. if keySize < blockSize * 8 . #*8to convert bytes to bhits

111. sys.exit(ERROR: Block size is %s bits and k ey size is %s bits.
The RSA cipher requires the block size to be equal to or less than the key
size. Either in crease the block size or use different keys.' % (blockSize * 8,
keySize))

112.

113.

114. # Encrypt the message

115. encryptedBlocks = encryptMessage(message, (n, e), blockSize)
116.

117. # Convert the large int values to one string value.

118. for i in range(len(encryptedBlocks)):

119. encryptedBlocksJi] = str(encryptedBlocks]i])

120. encryptedContent =",".join(en cryptedBlocks)

121.

122. # Write out the encrypted string to the output file.

123. encryptedContent = '%s_%s_%s' % (len(message), blockSize,
encryptedContent)

124. f o = open(messageFilename, 'w')

125. f o.write(  encryptedContent )

126. f o.close()

127. # Also return the encrypted string.

128. return  encryptedContent

1209.

130.

131. def readFromFileAndDecrypt(messageFilename, keyFilename):

132. # Using a key from a key file, read an encrypted message from a file

133. #andt hen decryptit. Returns the decrypted message string.

134. keySize, n, d =readKeyFile(keyFilename)

135.

136.

137. # Read in the message length and the encrypted message from the file.
138. f o = open(messageFilename)

139. content = f o.read()

140. messagelength, blockSize, encryptedMessage = content.split(_")
141. messagelLength = int(messagelLength)

142. blockSize = int(blockSize)

143.

144, # Check that key size is greater than block size.

145. if keySize < blockSiz e*8 : #*8to convert bytes to bits

146. sys.exit(ERROR: Block size is %s bits and key size is %s bits.

The RSA cipher requires the block size to be equal to or less than the key
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size. Did you specify the correct key file and encrypted file?' % (blockSize *
8, keySize))

147.

148. # Convert the encrypted message into large int values.

149. encryptedBlocks = []

150. for block in encryptedMessage  .split(',"):

151. encryptedBlocks.append(int(block))

152.

153. # Decrypt the la rge int values.

154. return decryptMessage(encryptedBlocks, messagelength, (n, d),
blockSize)

155.

156.

157. # If rsaCipher.py is run (instead of imported as a module) call

158. # the main() function.

159. if _name__ =='_main__"

160. main()

Sample Run of the RSA Cipher Program

Once you have a public and private key file, you can send anyone your pulgtc filest it
somewhere online)osothers can sengbu messages. If you want to send a secret message to
someone, first get their public kéile and place it in the same directory as tse&Cipher.py
program Set thanessage variable on line 19 to the string of the message to encrypt.

Make sure thenode variable is set to the stringncrypt' on line 16 and set the
pubKeyFilename variable tathep u b | i ¢ fkemayne dniline 80bhe filename
variable holds a string of the file that the ciphertext will be written to.

When you run the prograrthe output will look like this:

Encrypting and writing to encrypted_file.txt...

Encrypted text:

262_128 99261588918914129248869521413561361425429438626950729912505980066002708
9830015533870663668185646157509007528457226336261821873976954531347724960840148
5234147843064609273929706353514554444810285427183303767133366827434264155196422
09178264992992824453 50219039270525853857169256807439317455881433369973441896615
9641434946805896304802494813292321784924727694126957902732539670170912919151008
4539012275457327046892059514600198713235394985023008043572425418307615110483262
279656839322893000061931573893934153492  0563203314816419962044702016227849752350
41470244964996075123464854629954207517620745550909143567815440815430367,6684261
3553841756289795361296785769122909029892643608575548034344009592725547265584325
2331933112765122922637923600156910575424723444966430139306 688707256391991191466
4504822721492217530056774346964092597494522555496959638903763181124233744530745
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2041948917261094688708004245747998030244635761849845611609053856921438831555343
27512132834866466005840402451465709012175029417109925035724824080741967623225 44
6680099823178790059243202224297039960462494558200472899766913932921695002362188
1996217713713494770944644417894970293643840346744192412614346008019737829011867
03144271104078294839144290043228508639879193883889311384,7277016624458973047704
08066801565754552 85570435553143790299815533233656061333313422971390933175290260
5817773458688756774589737014227054621841244485285514206025269405528441594535085
0536174716382559790627193026256934316461174349640238168693204610463496242533658
473621140628689617878612045411645907  5038688037119234659059503824465257190001591
9094263967757274610514128826270203357049019841335033192183418122067029417580137
3024013553583624428117568253845170657841567369678118510784447456725765265002966
2854459043617323327066630863887606386875040688709377112 851144150781493772858323
25922978358897651126143551277531003851780

At the start of the text i262 (which is the original message lengttoljowed byan underscore

andtherl28( whi ch i s t he @bl expldnedlater)leyouloolchrefitylat s i z es

thelong string of digits after thayou will find two commasThe message is encrypted into three
very large integersseparated by commas. These integers are the encrypted form of the string in
themessage variable on line 19.

To decrypt, change mode variable todecrypt’ and run the program again. Make sure
privKkeyFilename  on line 28 is set to theldname of the private key fieend that this file is
in the same folder asaCipher.py When you run the program, the output on the screeroghl
like this:

Reading from encrypted_file.txt and decrypting...
Decrypted text:
"Journalists belong in the gutter because that is where the ruling classes

throw their guilty secrets." - Gerald Priestland "The Founding Fathers gave the
free press the prot ection it must have to bare the secrets of government and
inform the people." - Hugo Black

Note that the way the RSA cipher program is implemented, it can only encrypt and decrypt
plaintextfilesA pl ai ntext file (not t arydtograpbyssenselis e d
a file that only contains text characters (like the kind that you can type on your keyboard). For
example, the .py files that you type for your Python programs are plaintext files. Plaintext files
are the type created with text egisoftware such as Notepad (on Windows), TextMate (on OS

X), or Gedit (on Ubuntu)Specifically, plaintext files are files that only contain ASCII values
(which are described later in this chapter).

Files such as images, videos, executable programs,rdrpsacessor files are calléinary
files.(Word processor files are binary files becausé tieet has font, color, and size information
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bundled with the text.) More information about plaintext files and binary files can be found at

Digital Signatures

Digital signatures is a very large topic of its own, but we can cover a little of ittheré. 6 s s ay
Alice sent thisemail to Bob:

From: alice@inventwithpython.com
To: bob@coffeeghost.net
Subject: Our agreement.

Dear Bob,
| promise to buy your old broken laptop for one
million dollars.

Sincerely,
Alice

This is great news to Bob, who wants to get rid of his wortlidgagep for any price. But what if

Al ice | ater <c¢cl ai ms t hatthatieemad Bob naéisfargaiytkae t hi s p
di dndét really come from her. The @&obaould just ex
have easily created this filemself.

If they had met in person, Alice and Bob could have signed a contract. The handwritten signature
is not easy to forge and provides some proof that Adiafly did male this promise. But even if

Alice signed such a paper, took a photo of it wigh ¢higital camera, and sent Bob the image file,

it is still believablefor Alice to saythat the image was photoshopped.

The RSA cipher (and any public key cipher) not only provides encryption, but it can also provide
a way todigitally signa file or strng. Remember that RSA has a public key and a private key,

and that any string that is encrypted with one key produces ciphertext that can only be decrypted
with the other key. Normally we encrypt with the public key, so that only the owner of the private
key candecryptthis ciphertext.

But we can also do the reverse. I f Alice write
privatekey t hi s wi | | produce fAciphertexto that onl
Aici phertext o i scnedte vreeraylo nye sion stehcer eworslidn has ac:
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decrypt it.But by encrypting a message with her own private key, Alice has digitally signed

the message in a way that cannot be forgeBveryone can decrypt this signed message with her

public key, and since only Alice has access to her private key, only Alicd bauk produced

this ciphertext. Alice has to stick to hdigitals i gnat ure; she candét say th
photoshopped it!

This feature is called nonrepudiatidonrepudiationis where someone who has made a

statement or claim cannot later refute that they made that statement orAdieéntould always

claim that her computer was hacked and somebody else had access to her private key, but this

would mean that any other documesite signed could be called into question. (And it would be

very suspicious if Alicebdbs computer Kkept fnAgett
promise.)

Digital signatureganalso provide authentication, which allows someone to prove theyrare

they say they are. If Alice gets an en@iliming to befrom the President but wants to be sure it
really is the President, she could al ways resp
string SIMTAVOKXVAHXXSLBGZXVPKNMQMHOYGWFQMXEBCC'witht he Pr esi dent
private key. 0 and Al ice waunled Plree sa bdleen ttbos dpeucbrlyi

it decrypted to her random istg. This is called &hallengeresponse authenticatiorsystem.

Digital signatures can be used to do manydrtgnt things, including digital cashuthentication
of publickeysor anonymous web surfing. I f youbd Ii ke

How the RSA Cipher Program Works

rsaCipher .py
1. # RSA Cipher
2. # http:/linventw ithpython.com/hacking (BSD Licensed)
3.
4. import sys
5.
6. #IMPORTANT: The block size MUST be less than or equal to the key size!
7. # (Note: The block size is in bytes, the key size is in bits. There
8. #are 8 bitsin 1 byte.)
9. DEFAULTBLOCK_SIZE =128 # 128 bytes

10. BYTE_SIZE =256 # One byte has 256 different values.

A single Abytedo can hold a number between 0 an
this fact in some of thilock-related mattexplained laterThis is wty theBYTE_SIZE constant

is set ta256. TheDEFAULT_BLOCK_SIZEconstant is set th28 because we will be using

block sizes of 128 bytes by default in our program. (Block sizes are explained later.)
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rsaCipher .py
12, def main():

13. # Runs a test that encrypts a message to a file or decrypts a message
14. # from a file.
15. filename = 'encrypted_file.txt' # the file to write to/read from

16. mode = 'encrypt' # set to 'encrypt’ or 'decrypt’

If modeis set toencrypt' the program encrypta message (and writé to the file that is
named irfilename ). If modeis set b 'decrypt’ the progranreadthe contents of an
encrypted file (specified by the stringfietname ) to decryptt.

rsaCipher .py

18. if mode == "encrypt":

19. message = ""Journalists belong in the gutter because that is
where the ruling classes throw their guilty secrets." - Gerald Priestland "The
Founding Fathers gave the free press the protection it must have to bare the
secr ets of government and inform the people." - Hugo Black™

20. pub KeyFilename = 'al_sweigart_pub key.txt'

21. print(Encrypting and writing to %s..." % (filename))

22. encryptedText = encryptAndWriteToFile(filename, p ubKeyFilename,
message)

23.

24, print (‘Encrypted text:")

25. print(encryptedText)

Themessage variable contains #htext to be encrypted, apdb KeyFilename contains the
filename of thepublickey file. Line 22 calls thencryptAndWriteToFile() function,
which will encryptmessage using the ley, andwrite the encrypted message to fienamed in
filename

rsaCipher .py

27. elif mode == 'decrypt"

28. priv KeyFilename ='al_sweigart_priv key.txt'

29. print('Reading from %s and decrypting...' % (filename))

30. decryptedText = readFromFileAndDecrypt(filename, p riv KeyFilename)
31.

32. print('Decrypted text:")

33. print(decryptedText)

The code that handlesilling the decryption functiois similar to the code on lines 18 to 33. The

filenameof the pivatekey file is set irpriv KeyFilename . The encrypted
stored in thdilename variable These two variables are passed tall to

f
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readFromFileAndDecrypt()
printed to tle screen.

. Thereturn value is stored ishecryptedText

ASCllUsing Numbers to Represent Characters
All data is stored on your computer as numbarsodecalled the American Standard Code for

I nf or mati on

and then

1 showshow ASAIl maps numbers and characters (only numbers 32 to 126 are used):

Table 241. The ASCII table.

33 !
34 !
35
36
37
38
39
40
41
42
43
44 )
45 -
46 .
47 /

* N~ 'Qoo\oﬁc}:ﬂt

+

32 (space)] 48
|

49
50
51
52
53
54
55
56
57
58
59
60
61
62
63

©CoOo~NOoOUTA~WNE,O

NV AT

64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79

OZZIrX«~IOTMmMUOOW>XQ

80
81
82
83
84
85
86
87
88
89
90
91
92
93
94
95

96

97

98

99

100
101
102
103
104
105
106
107
108
109
110
111

>~ T N<XKXS<CH0NITOT

’

112
113
114
115
116
117
118
119
120
121
122
123
124
125
126

OS5 3J—X—T~TSTQ "0 Q0T
| ~— "N Xs<c—~0-S9DT

A single ASCII character uses one byte of memory to store. Aivgtgough memory to stoee
number from O to 255 (for a total of 256 differeatues.)So the stringHello'

stored on your computer as the numbers 72, 101, 108, 108, and 111. These numbers take up 5

is actually

bytes. ASCII provides a standard way to convert string characters to numbers and back.

ASCII works fine for English messagebut not so much for other European languages that have
cters such B

speci al
doesnodt

euro orf£ pound signs. If you want to learn about Unicode, the international system of character

Thechr()

char a
even

andord()

wor k wel

Functions

as the
out si de

of

I nt er ¢ han geee mgpsmumbeds@d charatgfable 240 u n c e d

in AVigen reo

Amerad c a,

Remember from the first chapter whereogle was a publickknown way of translating
information from one format to another format? For example, Morse code was a way of

Email questions to the author: al@inventwithpython.com
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translating English letters into electric pulses of dots and dashes. ASCII is just a code. We can
encode characters into AS@llimbers and decode ASCII numbers back to characters.

Thechr() function (pronounced Achar o, short for #Ac
astheargumentind returns singlecharacter string. Theed() f uncti on (short for
takes a singleharacter stringstheargumentand returns the integer ASCII value for that

character. Try typing the following into the interactive shell:

>>> chr(65)
A

>>> ord('A")
65

>>> chr(73)
"

>>> chr(65+8)
"

>>> chr(52)
n

>>> chr(ord('F"))
=

>>>ord(c  hr(68))
68

>>>

But if you have a string with many letters, it may be easier to usntimgle() and
decode() string methodexplained later in this chapter.

Practice Exercises, Chapter 24, 8et

Blocks

I n cryptography, a fAblockod is a fiblocksd | engt h o
represented by an integered ve set the block size to 128 byt e
bits in 1 byte) Our message string value wilelsonverted into several integer valdes. several

blocks)

9 Itis important to note thahé RSA encryption algorithm requires thiae block size be
equal or less than the key siz&®©Ot her wi se, the math doesndt wc
to decrypt theeiphertext the program produced.
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So a cryptographic block is really just a very large integer. Since our block size is 128 bytes, it

can represent angiteger between 0 and up(tout not including 256 ~ 128, which is
179,769,313,486,231,590,772,930,578,802,473,361,797,697,894,230,657,273,430,081,157,7
32,675,805,500,963,132,708,477,322,407,536,021,120,113,879,871,393,357,658,789,768,814,41
6,622,492,847,430,639,474,124,377,767,893,424,865,485,276,302,219,601,246,094,119,453,082,
952,085,005,768,838,15@5,342,462,881,473,913,110,540,827,237,163,350,510,684,586,298,2
39,947,245,938,479,716,304,835,356,329,624,224,137,216

(You might have noticed th#tte RSA cipheruses a lot of big numbers.)

The reason RSA needs to work on a block (which represents lmghigracters) is because if we
used the RSA encryption algorithm on a single character, the same plaintext characters would
always encrypt to the same ciphertext characters. In that case, the RSA cipher just becomes a
simple substitution cipher with fanegathematicskind of like the affineand Caesatiphes.

The RSA cipher works by encrypting an integer that is hundreds of digit¢tlaigs, a block)
into a new integer that is hundreds of digits gt is, a new block)rhe mathematics of
encryping a large plaintext integer to a large ciphertext integesimple enough. Buirst we
will need a way to convert between a string and a large irn(thgeis, a block)

We can use ASCII as a system to convert betwesingle charactemda smallinteger(between
0 and255). But we willalsoneed a way to combine several small integers into a large integer that
we perform FSA encryption on.

Remember how the affine ciphierChapter 1%had two keys, Key A and Key B, but they were
combined by multipling Key A by the symbol set size (which was 95) and then adding Key B?
This was how we combined two small key integers into one larger key integer.

This worked because the rasgd both Key A and Key B were from 0 to 94.the RSA
program, each characees ASCI | i nt e gerTocombirgg ASCllintegermm 0 t o 25
together into one large number we tise following formula

Take the ASCII integenf the character at indéxof the stringand multiply it by 256" 0 (but

since 256 " 0 is 1, and multiphg by 1 leaves you with just the original number, this one is

easy) Take theASCII integer of the character at ind&xand multiply it by 256" 1. Take the

ASCII integerof the character at indexand multiply it by 256" 2, and so on and so on. To get

thefinal large integer, add all of these products togethdr.i s i nteger i s the cip

Table 242 hasan example using the stririglello world!

Email questions to the author: al@inventwithpython.com
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Table 242. Encoding a string into a block.
Index Character ASCIlI Multiplied  Number

Number By
0 H 72 x 25670 =72
1 e 101 x 256"1 =25,856
2 I 108 x 256*2 =7,077,888
3 I 108 x 25673 =1,811,939,328
4 0 111 x 2564 =476,741,369,856
5 (space) 32 x 25675 =35,184,372,088,832
6 w 119 x 25676 =33,495,522,228,568,064
7 o] 111 x 256"*7 =7,998,392,938,210,000,896
8 r 114 x 25678 =2,102,928,824,402,888,884,224
9 I 108 x 2569 =510,015,580,149,921,683,079,168
10 d 100 x 256”10 =120,892,581,961,462,917,470,617,600
11 ! 33 x 256”711 =10,213,005,324,104,387,2817,774,848

SUM: 10,334,410,032,606,748,633,331,426,63:

(You might have noticed that the RSA cipher does a lot of math with big nujnbers.

So the stringHello world! when put into a single | arge int
integer10,334,410,032(%6,748,633,331,426,63Zhis integeruniquely refers to the string

'Hello world!' . By continuing to use larger and larger powers of 256, any string possible

has exactly one large integer. For examp|£75540is theintegerfor '42!" and

17,802,628,493(10,941is theintegerfor 'Moose??' and
23,071,981,395,336,227,453,293,155,570,939,985,398,502,658,016,284,755,880,397,214,576,11
0,064,091,578,359,739,349,3%heintegerfor 'My cat's breath smells like cat

food.’

Because our block size is 128 byteg, can only encrypt up to 128 characters in a single block.
But we can jususemore blockdf the message is longer than 128 characlédre RSA cipher
programwill separate the blocks it outputs with commas so we can tell when one block ends and
the nextone begins

As an exampl e, her etdblocks anththe istegey that tefpresénts eash s p | i t
block (calculatedising the same method in Table24 Each block has at most 128 characters
of the message
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Table 243. A message splitintdb2 O1 42X 6AGK S OK of 201 Qa A

Message Block Integer
1°' Block Alan Mathison Turing 81546931218178010029845817915569188970.
(128 characters) was a British 63503588092404856861189798874246340656°
mathematician, 38839432215827478831941988018897629951.

logician, cryptanalyst, 20043055718365161172430048774726604180:
and computer scientist. 48768604258244651074200425332013985856!

He was highly 55969506391783606289711328048889254351.

influential in t 31133886746309774148590001157056903849:i
71643052052535327809

2" Block he development of 76631289268154712859022451851447083030!

(128 characters) computer science, 65677349319343558638588471345037404319

providing a 45932@B50931604223499686190522250624924

formalisation of the 68799766044149679741160521638235464390:i
concepts of "algorithm" 93343748091892111084834682008279498952!
and "computation” with 54725768834415584340223896902248947030!

the Turing m 14434767442075089828357797890134106785!
701869224970151814504
3“Block achine.Turing is 77533874832922662837221187157031815413.

(128 characters) widely considered to be 69665618828947923728504232931792998759I
the father of computer 56568632161704130179292825376098664640
science and artificial 13897327838747090284757380938886885834!
intelligence. During 78166272494460147358283858671447396525.
World War I, Turin 89137517820478280435270940014295674175!
93130489686652467441331220556610652015:

230994266943673361249
4" Block g worked for the 87080208891262703930798322686594857958:
(107 characters) Government Code and 73519113112470129994578811890430257029:
Cypher School (GCS) 88108716196921960428416274796671334547.

at Bletchley Park, 64625727703476738415017881880631980435!

Britain's codebreaking 7703412316170444859615111913333304426

centre. 77343891157354079822547964726407323487.
38206586983

Converting Strings to Blocks witipetBlocksFromText()

rsaCipher .py
36. def getBlocksFromText(message, blockSize =DEFAULT_BLOCK_SIZE:
37. # Converts a string message to a list of block integer s. Each integer
38. # represents 128 (or whatever blockSize is set to) string characters.
ThegetBlocksFromText() functiontakes thenessagand returns a list of blocks (that is, a

list of very large integer values) that represéiné messagelt is trivially easy to convert between

Email questions to the author: al@inventwithpython.com
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strings to blocks and blocks to strings, so th
be done later in thencryptMessage() function.

Theencode() String Methodand the Bytes Data Type

rsaCipher .py
40. messageBytes = message.encode('ascii') # convert the string to bytes

First, we need to convert the characters in the message strifgSi@tbintegers The

encode() string mehod will return afibyte object. Because a byterispresented asnumber
from 0 to 255, a bytes value is like a list of integaihdugh thesmtegers have a very limited
range of0 to 255. Thelen() function and indexing work with a bytes obj@tthe same way a
list of integers wouldA bytes value can be turned into 4 lialue of integer values by passing it
to thelist() function. Try typing the following into the interactive shell:

>>> spam = 'hello’.encode(‘ascii’)
>>> spam

b' hello

>>> list(spam)

[104, 101, 108, 108, 111]

>>> |en(spam)

5

>>> spam|2]

108

>>>

Note thata singlebytes value is a collection of values, just liksirgglelist valuecan contain
multiplevalues | f you try to get a sispam[R]edodgshbotele 6 f r on
thisjustevaluates t@n integer value.

Line 140 places the bytésrm of themessage string in a variable namadessageBytes .

Thebytes() Function anddecode() Bytes Method

Just like you can create a list by calling lisg) function, you can also create a bytes object
by calling thebytes()  function. Thebytes() fundion is passed a list of integers for the byte
values.Try typing the following into the interactive shell:

>>> spam = bytes([104, 101, 108, 108, 111])
>>> spam

b' hello'

>>> list(spam)

[104, 101, 108, 108, 111]
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>>>

You can also directly type a bytebjectinto your source codjgist like you type a string or list

A bytes object has the letter b right before what looks like an ordinary string value. But
remember, the letter b right before the quotes means that this is a bytes value, not a string value.
Try typing the following into the interactive shethaking sure that there is no space between the

b and the quote characters

>>> spam = b'hello’

>>> list(spam)

[104, 101, 108, 108, 111]
>>>

We d o n 6 tecadef)e bytek raethod in this program, but you slibknow about it. It does
the opposite of thencode() string method. When called on a bytes objectdéende()
method returns a string made from the values diiorthe bytes objeciry typing the following
into the interactive shell:

>>>spam = byte  s([104, 101, 108, 108, 111])
>>> spam.decode('ascii')

‘hello’

>>>

Practice Exercises, Chapter 24, et

Back to the Code

rsaCipher .py
42. blockints =[]
43. for blockStart i n range(0, len(message Byte s), blockSize):
Theblockin ts 1 i st will contain the | argemessageeger fbl

TheblockSize  parameter is set EFAULT_BLOCK_SIZByy default, and the
DEFAULT_BLOCK_SIZEconstant was set tt?8 (meaning, 128 bytespn line 9. This means

that each large integer block can only store 128 string characters at most (since 1 ASCII character
takes up 1 bytesee Bble 243 for an example of a message split into-tB8racter blocks.

Line 43 ®r loopwill setthe value iblockStart  so that on each iteration it will be set to
the index of the block being created. For examplelo¢kSize is set tol28, then the index of
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the start of the first block will b8, the index of the start of the second blocK & 128, the
index of the start of the third block will #56, and so oras long ashe indexs less than
len(messageBytes)

Themin() andmax() Functiors

Themin() function returns the smallest (that is, the minimum) valuesafrgumentsTry
typing the following into the interactive shell:

>>> min(13, 32, 13, 15, 17, 39)
13

>>>min(21, 45, 18, 10)

10

You can also pagwsin() a single argument if the argument is adistuplevalue In this case,
min() returns the smallest value in that list or tuflgy typing the following into the interactive
shell:

>>> min([31, 26, 20, 13, 12, 36])
12

>>> spam = (10, 37, 37, 43, 3)
>>> min(spam)

3

>>>

Themax() function will return the largest (that is, the maximum) valugsodrguments

>>> max(18, 15, 22, 30, 31, 34)
34
>>>
rsaCipher .py
44, # Calculate the block integer for this block of text
45, blockint =0
46. for i in range(blockStart, min(blockStart + blockSize,
len( messageByte s))):

The code i rios ilodpewillcreae the vérg large integer for a single block. Recall
from earlier in this chapter that this is done by multiplying the ASCII value of the character by
(256 " indexof-character).
















































